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Abstract. LEX is a stream cipher based on the round transformation
of the AES block cipher, and it was selected for the final phase evalua-
tion of the eSTREAM project. LEX is 2.5 times faster than AES both
in software and in hardware. In this paper, we present a differential fault
attack on LEX. The fault model assumes that the attacker is able to flip
a random bit of the internal state of the cipher but cannot control the
exact location of the induced fault. Our attack requires 40 faults, and
recovers the secret key with 2'¢ operations.
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1 Introduction

The aim of the eSTREAM project was to stimulate work in the area of stream
ciphers. The call for primitives was released in 2004 and 34 proposals were sub-
mitted to the project. The competition was completed in 2008 and seven ciphers
were selected in the eSTREAM portfolio.

LEX [4] was one of the candidates of the eSTREAM final phase evaluation.
LEX is based on a design principle known as a leak extraction from a block
cipher. In this construction, the output key stream is extracted from parts of
the internal state of a block cipher at certain rounds (possibly after passing an
additional filter function). The extracted parts of the internal state need to be
selected carefully because leaking the wrong part of the state may endanger the
security of the cipher. The underlying block cipher of LEX is AES [7], and the
key stream is generated by extracting 32 bits from each round of AES in the
Output Feedback (OFB) mode. LEX has a simple and elegant structure and is
fast in software and hardware (2.5 times faster than AES).

There are two types of attacks against the security of cryptosystems: direct
attacks and indirect attacks. In direct attacks, the cryptanalyst targets to exploit
any theoretical weakness in the algorithm used in the cipher, and examples of
direct attacks include differential cryptanalysis [1] and linear cryptanalysis [13].
In indirect attacks, the attacker tries to obtain information from the physical im-
plementation of a cryptosystem, and aims to break the system by making use of
the gained information. Instances of indirect attacks include timing attacks [11],
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power attacks [12] and fault attacks [6]. The concept of fault analysis was first
introduced by Boneh, DeMillo and Lipton [6] in 1996, and the attack was used to
target certain implementations of RSA and Rabin signatures by taking advan-
tage of hardware faults. Fault analysis was also used to attack block ciphers such
as DES [2]. It was showed in [10] that a fault attack is a powerful cryptanalytic
tool which can be employed to attack stream ciphers.

After LEX was submitted to the eSTREAM project, a few attacks against
this cipher have been proposed. The resynchronization of LEX is vulnerable to
a slide attack [15], and the attack needs 2°0-® random IVs and 20,000 keystream
bytes generated from each IV. A generic attack, which requires 2%°-7 resynchro-
nizations, was published in [9]. A differential attack [8] can recover the secret key
of LEX in time of 2''2 operations by using 233 bytes of key stream produced
by the same key (possibly under many different IVs). A related key attack was
shown in [14], and the attack requires 2°43 keystream bytes and can recover the
secret key with 2102 operations. These four proposed attacks on LEX belong to
direct attacks.

In this paper, we describe a differential fault attack on LEX. The fault model
assumes that the attacker can flip a random bit of the internal state of the cipher
and she can carry out the operation many times for the same internal state.
However, the attacker is not supposed to know the exact location of the flipped
bit. The proposed attack requires 40 faults and recovers the secret key of LEX
with 2'6 operations.

This paper is organized as follows. Section 2 describes the AES block cipher
and the LEX stream cipher. Section 3 provides the details of the differential fault
analysis of LEX. The paper is concluded in Section 4.

2 Descriptions of AES and LEX

We briefly describe the AES block cipher in Section 2.1. The LEX stream cipher
is described in Section 2.2. We provide the notations used throughout this paper
in Section 2.3.

2.1 The AES Block Cipher

The Advanced Encryption Standard [7] is a block cipher with a 128-bit block
length and supports key lengths of 128, 192 or 256 bits. For encryption, the input
is a plaintext and a secret key, and the output is a ciphertext. The plaintext is
first copied to a four-by-four array of bytes, which is called the state. After an
initial round key addition, the state array is transformed by performing a round
function 10, 12, or 14 times (for 128-bit, 192-bit or 256-bit keys respectively), and
the final state is the ciphertext. Each round of AES consists of the following four
transformations (the final round does not include the MixColumns operation).

— SubBytes (SB). It is a non-linear byte substitution that operates indepen-
dently on each byte of the state using a substitution table.
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— ShiftRows (SR). The bytes of the state are cyclically shifted over different
numbers of bytes. Row 1 is shifted to the left ¢ byte cyclicly, 0 <14 < 3.

— MixColumns (MC). It operates on the state column-by-column. The columns
are treated as polynomials and multiplied by a constant 4 x 4 matrix over
GF(2%).

— AddRoundKey (ARK). A round key is added to the state by a simple bitwise
exclusive or (XOR) operation.

The AES round keys are derived from the cipher key by employing the key
schedule. The cipher key is first expanded into an expanded key. The round keys
are selected from this expanded key in the following way: the first round key
consists of the first Nb (the number of columns comprising the state) words, the
second one of the following Nb words, and so on. The expanded key is an array
of 4-byte words and is denoted by W[Nbx* (Nr+ 1)], where Nr is the number of
rounds. The first Nk (number of 32-bit words comprising the cipher key) words
contain the cipher key. All other words are defined recursively in terms of words
with smaller indices. The pseudocode for key expansion for 128-bit cipher keys
is shown below, where Key is the cipher key, SW(x) applies the substitution
operation to each byte of the word, RW (z) cyclically shifts the word to the left
8 bits, and Rcon is an array of predefined constants.

for(i = 0; i < Nk; i++)
W[i] = (Key[4*i] ,Key[4*i+1] ,Key[4*i+2] ,Key[4*i+3]);

for(i = Nk; 1 < Nb * (Nr + 1); i++)
temp = W[i-1];
if (i % Nk == 0)
temp = SW(RW(temp)) ~ Rcon[i/Nk];
W[i] = W[i-Nk] ~ temp;

2.2 The LEX Stream Cipher

Two versions of LEX, the original version [3] and the tweaked version [5], were
submitted to the eSTREAM project. We only provide the description of the
tweaked version in this paper. LEX uses the building blocks of the AES block
cipher. First, a standard AES key schedule for a secret 128-bit key K is per-
formed. Then, a given 128-bit IV is encrypted by a single AES encryption,
S = AESK(IV). The 128-bit result S and the secret key K comprise a 256-bit
secret state of the stream cipher. Under the key K, S is repeatedly encrypted
in the OFB mode. In each round of the encryption, 32 bits are extracted from
the intermediate state to form the key stream. The positions of the extracted 32
bits are shown in Fig. 1. The IV is replaced after 500 encryptions and the secret
key is changed after 232 different IVs are used.

2.3 Notations

An AES intermediate state, as well as an AES round key, is represented as a
four-by-four array of bytes. A byte of an intermediate state is written as b; ;,



4 Jianyong Huang, Willy Susilo and Jennifer Seberry

bo,0]bo,1|bo,2|bo,3 bo,1 bo,3 bo,o bo 2
b1,0[b1,1|b1,2]b1,3 b1,0[b1,11b1,2]b1,3 b1,0|b1,1]b1,2]b1,3
b2,0|b2,11b2,2(b2,3 b21 ba2,3 ba2,0 b2 2
b3,0|03,1(b3,2]b3,3 b3,0|b3,1|b3,2|b3,3 b3,0(b3,1|b3,2|b3,3
Odd Round Even Round

Fig. 1. The positions of the leak in the even and odd rounds

the corresponding faulty byte is denoted by b;j, and the difference of b; ; and
b;J is represented as Ab; j, 0 < 4,5 < 3. A key byte of Round z is denoted by
KY;, 0 <1, < 3. The symbol ? stands for an unknown byte. In all figures, a
keystream byte of LEX is surrounded by a circle.

3 The Differential Fault Analysis

The fault model used in this paper assumes that the attacker can flip a random
bit of the internal state of the cipher during the keystream generation and obtain
the corresponding faulty key stream. Another assumption is that the attacker can
reset the state back to its original status and repeat the fault injection process
many times. However, the attacker is not supposed to know the exact location
of the injected fault. Based on the fault model, we first describe a method to
determine the fault position and then we show that the attacker can recover the
secret key of LEX by analyzing the original and faulty key stream.

3.1 The Fault Position Determination Method

Since the attacker does not know the exact fault position in our fault model,
we need to determine the fault location first. The idea is that we can find out
the fault position by observing the changes of the key stream after the fault is
injected. We show that we can identify into which byte the random bit fault is
injected. We divide all possible cases into two categories. In the first category,
the fault is injected into the state after the MC or ARK transformation, and
in the second category, the fault is injected into the state after the SB or SR
transformation.

We use Fig. 2 to describe the position determination method. Suppose the
three-round diagram starts with an odd round, i.e., ¢ is an odd number (we
can also do the analysis by using the same idea if 7 is an even number). The
keystream bytes are go 0, go,2, 92,0 and g2,2 in Round i, Iy 1, o3, l2,1 and I3 3 in
Round ¢ + 1 and sg9, So,2, 2,0 and sz 2 in Round ¢ + 2.

1. Category 1. The fault is injected into the state after the MC or ARK trans-
formation. We only focus on cases where the fault is injected into the state
after the MC transformation, and we can use the same idea to analyze cases
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do,o|do,1|do,2|do,3 €0,0|€0,1|€0,2|€0,3 fo,olfo,1]fo0,2|fo,3 90,1 90,3
e1olel,1lel,zler 1,0(91,1|91,2|91
diold1,1]|d1,2|d1,3 sr|€O0[€L , B3| vo frolfiilfielfis ARK 91,0191,1(91,2(91,3
B — —
da,old2,1|d2,2|d2,3 €2,0(€2,1|€2,2|€2,3 f2,0lf2,1]f2,2[f2,3 92,1 92,3
ds,olds,1|d3,2|d3,3 €3,0(€3,1|€3,2|€3,3 f3,01f3,1]f3,2|f3,3 93,0]193,1|93,2|93,3
Round 1

ho,olho,1[ho,2|ho,3 Y0,0(Y0,1|Y0,2]Y0,3 Jo,0ljo,1|Jo,2|70,3 lo,0 @ lo,2

1,0|Y1,1|Y1,2|Y1,3 ] ] ) j

hi,0lh1,1[h1,2|h1,3 splYro|yLt|yL2|yLa|  191,0191,1(51,2(J1,3| 4 g Lollii|li2flis

ha,0lh2,1[h2,2|h2,3 Y2,0(Y2,1|Y2,2]|Y2,3 J2,072,1|72,2]72,3 l2,0 @ l2,2 @

h3,olh3,1[h3,2|h3,3 Y3,0(¥3,1|Y3,2]Y3,3 J3,0173,1|73,2]73,3 I3,0]l3,1]13,2|13,3
Round 7 + 1

00,0(00,100,2(00,3 qo,0|90,1|40,2|90,3 T0,0|70,1|70,2|70,3 80,1 30,3

01,0|01,1[01,201,8|  |q10q1.1(q12fqr,3|  |T10|TL (12T 8] o (S1.0[51,1]51.2(51,3

= — =

02,0l02,1]02,2[02,3| "|g2,0|q2,1|q2,2|q2,3 ro.0lra1|re2|re,3 82,1@82,3

03,0]03,1103,2|03,3 43,0|93,1(93,2|93,3 73,0|73,1|73,2|73,3 $3,0(53,1(53,2(83,3
Round 7 + 2

Fig. 2. The three-round diagram

where the fault is injected into the state after the ARK operation. Suppose
the fault is induced to the state after the MC transformation in Round i. We
further divide all possible cases of this category into four groups and each
group contains four bytes.

— Group 1. This group includes four bytes: fo,0, f2,0, fo,2 and fa .

— Group 2. This group has four bytes: fi,0, f2,1, f3,2 and fo 3.

— Group 3. This group comprises four bytes: fs o, fo,1, fi,2 and fa 3.

— Group 4. This group consists of four bytes: fi 1, fs,1, fi,3 and f3 3.
The relation between the fault position and the changes of the keystream
bytes is summarized in Table 1. For example, if a fault is induced to fo o (see
the first entry of Group 1 in Table 1) in Fig. 2, we can see the change of go o
from the key stream in Round i. Since go o is changed, ho o, y0,0, 0,0, J1,0,
J2,0, J3,0, lo,05 11,0, l2,0, I3,0 are changed in Round ¢ + 1. However, we cannot
see the changes from the key stream in Round 7 4+ 1 because the keystream
bytes of this round are ly 1, lp.3, l2,1 and I 3. In Round i+ 2, all 16 bytes are
changed after the MC transformation and we can see that all four keystream
bytes so,0, So,2, 52,0 and sy 2 are changed. The difference among Group 1,
Group 2, Group 3 and Group 4 is that the changes of the keystream bytes
in Round ¢ and Round 7 + 1 take place at different positions.
Category 2. The fault is injected into the state after the SB or SR trans-
formation. We only concentrate on cases where the fault is injected into the
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Table 1. Four groups of fault positions

Group 1 Group 2
Fault |[i i+ 1 i+2 Fault |i i1 i+ 2
fo,0 90,0 [None 50,0, 80,25 52,0, $2,2 fi,0 |Nome ]lg.3, 12,3 [$0,0, 0,2+ 52,0, 2,2
f2,0 |92,0 |Nome 50,00 50,2 52,0, 52,2 f2,1  [Nome |lg,3. 12,3 [50,0: 50,2+ 52,0+ 52,2
fo,2 |90,2 |Nonme 50,0, 80,25 52,0, 52,2 f3,2 [Nome |lg.3,12,3 50,0, 50,2, $2,0: 52,2
f2,2 92,2 [Nomne $0,0> 80,25 52,0, $2,2 fo,3 [None |lg,3,12,3 [50,0, 0,2, 52,0+ 52,2
Group 3 Group 4
Fault |[i i1 i+ 2 Fault [ i1 i+2
f3,0 |Nome |lp,1,1!2,1 [50,0, 50,2, 2,0, 52,2 f1,1 |None |None 50,0 50,2, 52,0, 52,2
fo,1  |Nome |l 1,121 [50,05 50,2+ 52,05 52,2 f3,1 |Nonme [None 50,05 50,25 52,05 52,2
f1,2 |Nome |lp,1,!2,1 [$0,0, 0,2, 2,0, 52,2 f1,3 |None |None 50,0, 50,2, 52,0, 52,2
f2,3 [Nome |lp,1,12,1 |50,0, 50,2, 52,05 $2.2 f3,3 |None |None 50,0, 50,2> 52,0, 52,2

state after the SR transformation, and we can use the same idea to analyze
cases where the fault is injected into the state after the SB transformation.
Assume that the fault is induced to the state after the SR transformation in
Round ¢. We split all possible cases of this category into three groups.

Table 2. Three groups of fault positions

Group 5

Fault] i i1 i+ 2

€0,0 90,0+ 92,0 |l0,15 10,35 12,1, 12,3|%0.0, $0,25 52,0 52,

€1,0 |90,0: 92,0 |l0.1> '0,3, 12,1, 12,3|50,0, 50,2, 52,0+ 52
3
3

€2,0 190,0: 92,0 |l0,1, 10,3, 12,1+ 12,3|50,0, $0,2; 52,05 52
€3,0 190,0+ 92,0 |l0,1> %0,3> 12,1, 12,3|50,0, 50,2, 52,0 52

[N

Group 6

Fault] i i1 i+ 2

€0,2 [90,2> 92,2 |l0,1- 10,3+ !2,1. 12,3|50.0, 50.2> 52.0, 52,
€1,2 |90,2: 92,2 |lo,1, 10,3, 12,1, 12,3[%0,0, $0,2> 52,0, 52
€2,2 (90,25 92,2 10,15 10,35 12,1, !2,3[50,0> 50,25 52,0: 52
e3,2 190,2: 92,2 |l0.1, 10,3, 12,1, 12,3[50,0, $0,2> 52,05 52

[CE SIS

Group 7

Fault|i i1 i+ 2
€p,1 |None 10,1, %0,3,12,1-12,3[%0,0: 50,2, $2,0, 52,2
e1,1 |None 10,15 10,3, 12,1, 12,350,0, 0,2, $2,0: 52,2
e2,1 |None l0,1- 10,3 12,1.12,350,0, 0,2, $2,0: 52,2
e3,1 |None 0,1-%0,3: 12,1, 12,3|50.0, 50.2> 52,0, 52,2
€g,3 |None l0,1- 10,3, 12,1, 12,3(50,0, 50,2, $2,0: 52,2
e1,3 |None lo,1- 10,3 12,1, 12,350.0, 0,2, 52,0+ 52,2
e2,3 |None 10,15 10,3, 12,1,12,350,0, 50,2, $2,0: 52,2

3 2

e3,3 [None t0,1,%0,3, 12,1, 12,3[50,0, 50,2, 52,0, 52

— Group 5. This group has four bytes: eg g, €1,0, €2,0 and ez .
— Group 6. This group is made up of four bytes: eg 2, €1,2, €22 and e3 7.
— Group 7. This group contains eight bytes: eg 1, €11, €2,1, €31, €0,3, €1,3,
€23 and €3,3.
The relation between the fault position and the changes of the keystream
bytes is described in Table 2. For instance, if a fault is injected into byte
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eo,0 (see the first entry of Group 5 in Table 2) in Fig. 2, go0, 91,0, g2,0 and
g3,0 are changed and we can observe the changes of gg o and g from the
key stream in Round i. In Round ¢ + 1, all 16 bytes are changed after the
MC transformation and we can see the changes of ly 1, lo 3, l2,1 and Iy 3 from
the key stream. Similarly, all 16 bytes are changed starting from the SB
operation in Round ¢ + 2, and we can see the changes of 50, 50,2, 52,0 and
522 from the key stream.

By watching the changes of the keystream bytes listed in Table 1 and Table 2,
we can identify the fault position. In this paper we are only interested in cases
where a fault is injected into a byte which is listed in Table 1.

3.2 Recovering 4 Key Bytes of Round ¢ + 2

We first show that we are able to recover the actual values of 12 bytes after the
SR transformation in Round 7 + 2 by using 8 faults. Then, we describe the idea
of recovering 4 key bytes of Round i + 2 by using the 12 known values.

We provide an observation which is used to identify the position of a faulty
byte in the MC transformation.

Observation 1 In the MizColumns transformation, for each 0 < i < 3, if we
know three out of four input differences (Ayo,i, Ay, Aye, and Ays ;) are zero
and one input difference is non-zero and we also know two output differences
(Ajo,i and Aja;), the two unknown output differences (Aji,; and Ajs ;) and the
position and the difference of the non-zero input can be uniquely determined.

Ayo,i Ajo,i
Ayri | o | A
-

Ay, Aja,;
Ays,i Ajzi

Suppose a fault is injected into a byte which is fo 3, f1,0, f2,1 or f3,2 (Group 2
in Table 1). We use Fig. 3 to demonstrate the progress. We establish a formula,
Formula (1), by using the input and out differences of the MC operation in
Round i + 1. We create another formula, Formula (2), with the input and out
differences of the MC transformation in Round 7 + 2.

000 Ayo,s 000 Ajo,3
000AY13 | o | 000 Ajis 1)
000 Ayz 3 000 Ajz 3
000 Ays,z 000 Ajs 3
0 0 0 Aqos Argo Arg,1 Arg2 Args
0 0 Agqi2 O we | Ario Arin Arip Arys @
0 Agy O 0 Arg g Araq Ara s Arss

Agzo O 0 0 Argo Arzy Arg s Args



8 Jianyong Huang, Willy Susilo and Jennifer Seberry

1. We use Formula (1) to decide the values of Aly 3 and Alz 3 by performing
the following steps. Since Ajy 3 is equal to Alg 3 and Aja 3 is equal to Als 3
(Alp 3 and Aly 3 can be calculated from the key stream), we know the values
of Ajpz and Ajz 3. In the fourth columns of the input and output, there are
5 known bytes (3 zero bytes, Ajos and Ajs3) and 3 unknown bytes (the
non-zero input byte, Aji 3 and Ajs ). Although we know there are three
zero inputs and one non-zero input, we do not know the exact layout of
the four input bytes. We can determine the 2 unknown output bytes (Ajy 3
and Ajss) and the position and the difference of the non-zero input byte
by using Observation 1 (a similar method is described in [8], in which the
authors used 4 known bytes to calculate the values of 4 unknown bytes). In
Fig 3, we assume the faulty byte is fi 9. As Aly 3 is equal to Aj; 3 and Als 3
is equal to Ajs 3, we know the values of Aly 3 and Als 3.

2. In Formula (2), Ags o and Agq 2 can be deduced as follows.

(a) Because Arg g is equal to Asg o and Arg is equal to Ass g (Asgo and
Asg o can be computed from the key stream), we know the values of Arg o
and Arg o. In the first columns of the input and output, there are 5 known
bytes (3 zero bytes, Arg g and Arg ) and 3 unknown bytes (Ags o, Ar1 0
and Ars ). Here we know the positions of the three zero inputs and the
non-zero input (see the first column of the input in Formula (2)). The 3
unknown bytes can be deduced from the 5 known bytes.

(b) Similarly, there are 5 known bytes (3 zero bytes, Arg o and Arg o) and
3 unknown bytes (Agy 2, Arq 2 and Args) in the third columns of the
input and output. The values of 3 unknown bytes can be computed by
making use of the 5 known bytes.

In Fig. 4, we know the values of Ao; 3 and Aos 3 since we know Agq; 2 and
Ags o and the SR operation is just a permutation. Now we know the input
differences (Aly 3, Als 3) and the corresponding output differences (Aoq 3, Aos 3)
to the SB operation, and we can deduce 4 actual values for o 3, 0’173, 03,3 and
0373 by using a lookup table, which contains all possible input differences and
their corresponding output differences of the SB operation. Here we encounter
a 1-in-2 situation: although we already have 4 actual values for oy 3, 0’1’37 03,3
and o 5, we cannot distinguish the correct values (01,3 and o3 3) from the faulty
ones (6’173 and o3 3). To address this problem, we need one more fault injected
into fi o and repeat the above steps since the correct values will appear twice in
both keystream processing. After we get the actual values of 0 3, 0] 3, 033 and
04 3, we know the actual values of q1 2, q] 5, g3,0 and g3 after the SR operation.
As we know the actual values of ly 1, lo,3, 2,1 and Iz 3 from the key stream, we
know the actual values of o1, qo,3, ¢2,1 and gz 3 after the SB and SR operations.
So far, we know the actual values of 6 bytes, q1.2, ¢3,0, 90,1, 90,3, ¢2,1 and gz 3,
after the SR transformation in Round i + 2:

?7 g1 ? qo3

? ? ?

q1,2

? ?

q2,1 q2,3

qg’g ? 7 ?
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do,0|do,1|do,2|do,3 €0,0(€0,1|€0,2|€0,3 fo,olfo,1]fo0,2|fo,3 90,1 90,3
! !
SB d1,0|d1,1|d1,2|d1,3 SR €1,0/€1,1|€1,2/€1,3 MO fio fi1|fi2|f1,3 ARK 91,0 91,1191,2|91,3
= = —
d2,0|d2,1|d2,2|d2,3 €2,0/€2,1|€2,2/€2,3 fa,0lf2,1]f2,2| f2,3 92,1 92,3
d370 dd,l d3,2 d3’3 €3,0(€3,1|€3,2]€3,3 fgy() f371 f372 f3’3 g3,0193,1(93,2(93,3
Round 4
. ; ] .,
ho,olho,1[ho,2|ho,3 Y0,0|Y0,1]Y0,2|Y0,3 Jo,0l70,1130,2|40.3 lo,0[lo,1) 00,2
,

" olhialhi2lh 1,0(¥1,1|¥1,2|v4 i1.0l71.1]71.2]71 liollia]|l !
splloltfhazfhys) o p(YL01YL1[YL21Y) 5 (J1,0(J1,1]71,2{J1,3] 4 g | 1,001 41,2 [00,3
= = Tt =

ha,olh2,1{h2,2|h2 3 Y2,0Y2,11Y2,2|Y2,3 J2,0172,1|72,2|J2,3 l2,0 @ la,2
R . . . ’
hs.0lhs,1[h3,2|h3,3 Y3,0|Y3,1|Y3,2|Y3,3 J3,0173,1|73,2|J3,3 I3,0]l3,1]13,2 13,3
Round i + 1
00,0|00,1]00,2|0} qo,0(q0,1|90,2|q} r6.0176.1 170 2|76 st st
; ; 12100,3 , , 121490,3 0,0]70,1(70,2|70,3 0,1 0,3
01,001,1]01,2|0] - q1,0|91,1|q} 51q1,3 1 olrt 1171 2|7l - sholsh.1]s% 2]s%
550 , 12|101,3| g p| 1 11q12|903 | 1T1,0(71,1(71,2(71,3| 4 g |51,0[51,1[51,2|51,3
_> 1o} 1o} o / _> P / / ’ / _> / /
2,0102,1]02,2|0 3 42,0|q2,1|92.2|92,3 72,0(72,1|72,2|72,3 S2.1 52,3
1o} o for / q q q ! ’ ’ / / / / ’
3,0103,1193,2103 3 q3,0|43,1143,2143,3 73,0|73,1|73,2(73,3 53,0153,1|53,2(53,3
Round 7 + 2

Fig. 3. Computing the values of Al 3, Als s,

Aly 3 o1 3
ARK] SB
—
Alz,3 [Ao3,3]
Round i+ 1 Round 7 + 2

Aqug and Aql?,,o

1A a1, 2]

Aaz,q

Round 7 + 2

Fig. 4. Deducing the actual values of ¢1,2 and ¢s3,0

We use the same idea to recover the actual values of o 0, 2,2, 41,0, 43,25 42,0
and qo 2. The details are listed as follows.

1. We are able to obtain the actual values of gp and g2 by using 2 faults
which are injected into fo 0, or f2 2. The procedure is shown in Appendix A.

2. We can recover the actual values of g1 o and g3 2 by using 2 faults which are
induced on fo1, fi1,2, f2,3 or f30. The steps are described in Appendix B.
3. We can get the actual values of g2 0 and g2 by using 2 faults which are
injected into fy 2 or f2 . The details are presented in Appendix C.
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40,0|90,1|90,2]90,3 To,0] ? |To,2| ? @ ? @ ?
1 ? |q1,2| ? r1 ? |T1,2] ? 2121212
N AR) A (/28] I IR L S N] (O (R Y1 I et I O I IO
- — -

02,0|02,1|92,2 02, rao| 7 [ras| 7 @ ? @ ?
q3,0| 7 [493,2] ? 3ol 7 [T3,2] 7 T ?7)?

i+2 2

Kéjro it

2 i4+2

K%JB K§+2

Round i 4+ 2

Fig. 5. Recovering 4 key bytes

Since we now know the actual values of the 12 bytes after the SR transfor-
mation in Round i 4+ 2 in Fig. 5, we can compute the actual values of the first
column (799, r1,0, 72,0 and r30) and third column (rg 2, r12, 722 and r32) of
the MC transformation. By XORing (r¢, ro.2, 72,0, 72,2) with (50 05 so 2, 52,0
S2,2), we finally recover 4 round key bytes: KSJB , K(Z)JEQ, K’+2 and K3%

3.3 Retrieving 16 Key Bytes in Round ¢ — 1, ¢, 2+ 1 and ¢ + 3

By using the same techniques as described in Section 3.2, we can recover 16
(K8_117 Ké_Slv K;_ll’ K§_31’ Kéov K82, KéOa K%Za K(i)-iilv K(i)-glv K;—iilv Kégla
Kéﬁg, Ké‘;g, Kz+3 and K”B) more key bytes in Round ¢ — 1,4, i+ 1 and ¢+ 3
(see Fig. 7) Wlth 32 faults. The details of recovering these 16 key bytes are
provided as follows. We use Fig. 6 to describe the complete details.

3.3.1 Computing Kj;', Ki3' , Ki;" and K5 3!

1. Inject 2 faults into 6y 1 or 63 3, and use these 2 faulty bytes to determine the
actual values of zp 1 and 22 3.

2. Induce 2 faults on > or 651, and employ these 2 faulty values to calculate
the actual values of zp 3 and 23 ;.

3. Inject 2 faults into 0y, 01,1, 02,2 or 833, and use these 2 faulty bytes to
decide the actual values of 21 3 and z3 ;.

4. Induce 2 faults on 6y 2, 613, 020 or 85 1, and employ these 2 faulty values to
find out the actual values of z;,; and z3 3.

5. Apply the MC operation to (2071, 21,15 22,15 2’371) and (20737 21,35 22,3, 2373) to
get the actual values of 5o 1, B1,1, B2.1, 83,1, Bo3; B1,3, B2,3 and B3 3. XOR
ﬂ() i Wlth )\0 1, 50 3 with )\() 3, ﬁg 1 with )\2 1, and BQ 3 with )\2 3 to recover
Ko 1 K K2 1 and Ky
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70,0[°0,1|70,2]70,3 n0,0[70,1|70,2{"0,3 00,0190,1190,2/00,3 /Lo‘o@uro,z@
©1,0/°1,1|°1,2|1,3 n1,0{"1,1{"1,2|"1,3 01,0[91,1]91,2]91,3 H1,0[H1,1|H1,2|41,3
SB SR MC ARK
SE 3§ 5 = i—3
72,0[°2,1|°2,2]72,3 n2,0[n2,1n2,2|72,3 02.002,1102,2|02,3 u2,ouzjlb2,2u29
73,0/93,1|93,2|93,3 13,0[13,1|"73,2[13,3 03.0[93,1193,2/93,3 H3,0[#3,1|+3,2|+3,3
£0,0|P0,1[P0,2|P0,3 0,0[*0,1[*0,2[¥0,3 $0,0[%0,1[?0,2|?0,3 @wo,l@wo,s
,1,0[P1,1(P1,2|P1,3 1,0[1,1|*1,2[*1,3 ¢1,0[¢1,1|¢1,2|¢1,3 V1,0[%1,1[1,2[01,3
sB sp MO ARK
-2
P2,0lP2,1|P2,2|P2,3 a2 ofx2,1[x2,2[2,3 P2,0|92,1[P2,2|P2,3 @2,01#2,17#29 b2.3 !
r3,0(r3,1(r3,2|r3,3 3,0[*3,1|*3,2[*3,3 ¢3,0[?3,1¢3,2|¢3,3 ¥3,0
ag,0le0,1[20,2|20,3 20,0(70,1]%0,2/%0,3 B0,0[80,1}80,2|80,3 20,0
@1,0/21,1|%1,2[%1,3 #1,0[%1,1|*1,2|*1,3 B1,0|81,1181,2|81,3 21,0
SB SR MC ARK|
— — — e
az,0la2,1fe2,2]22,3 22,0(72,1]%2,2/%2,3 B2,0(62,1|82,2|P2,3 A2,0
a3,0[e3,1(23,2|23,3 23,0[%3,1[#3,2|#3,3 B3,0|83,1183,2|83,3 23,0
do,0|40,1[40,2|40,3 €0,0{€0,1]¢0,2[¢0,3 fo,0|fo,1]fo,2|f0,3 @
d1,0[d1,1]d1,2]d1,3 €1,00€1,1(€1,2(€1,3 f1,00f1,11f1,2|f1,3 91,0
SB SR MC ARK|
d2,0|d2,1]|d2,2[d2,3 €2,0°2,1/¢2,2/¢2,3 f2,0|f2,1)f2,2|f2,3 {29
d3 o[d3,1|d3,2|d3,3 €3,0[e3,1[¢3,2[¢3,3 f3,0|f3,1|/3,2|/3,3 93,0093,1]93,2(93,3
ho,o[h0,1["0,2|h0,3 ¥0,0]Y0,1]v0,2]v0,3 Jo,0l90,1}90,2|90,3
hy ofh1,1[P1,2|h1,3 y1,0f¥1,1|¥1,2|v1,3 Ji,0)91,1)91,2|71,3
SB SR MC
— — —
ha o|h2,1|h2,2[h2,3 v2,0|¥2,1|¥2,2|v2,3 J2,0)92,1]92,2|72,3
h3 o|hs,1|h3,2|hs,3 v3,0[v3,1[¥3,2|¥3,3 J3,0(93,1[93,2|93,3
©0,0(°0,1/°0,2{°0,3 90,0[40,1|90,2|90,3 70,0{70,1|70,2|70,3 <
o1,0[°1,1]°1,2(°1,3 q1,0[91,1|91,2|91,3 r1,0["1,1|"1,2["1,3 s1,0[51,1|%1,2(%1,3
SB SR MC ARK|
02,0[02,1[02,2[°2,3 a2,0(92,1]92,2[92,3 r2,0("2,1|"2,2|"2,3 52,352,1
03,0[03,1]03,2[°3,3 a3,0(93,1]93,2[93,3 r3,0|73,1|73,2|"'3,3 $3,0[93,1
to,0|to,1[t0,2|t0,3 ©0,0[*0,1{0,2[*0,3 v0,0|v0,1{v0,2(v0,3 70,0@
t1,0]t1,1|t1,2]t1,3 w1,0{v1,1{%1,2[*1,3 v1,0|v1,1{¥1,2(v1,3 71,0f71,1
SB SR MC ARK|
— — — = \
t2,0(t2,1]t2,2[t2,3 w2 0lu2,1[w2,2[42,3 v2,0[v2,1{v2,2|v2,3 v2,0{7v2,1
t3,0(t3,1|t3,2[t3,3 ©3,0143,1[43,2|%3,3 v3,0[v3,1{v3,2|v3,3 73,0[73,1
Fig. 6. The seven-round diagram
i—1 i—1|| i i i+ i+ 1| i+2 i+2 i+3] i+3
0,1 I<0.37| 50,0 Ko,2 0,1 0,3 | Fo,0 0,2 0,1 0,3
i—1] i—1 i i+1 i+ 1| i+2 i+2 i+3] i+3|
K21 K237 || 52,0 K3 2 K21 K23 K20 Koo 21 K23
Round i — 1 Round 4 Round i + 1 Round i + 2 Round i+ 3

Fig. 7. The recovered key bytes




12

Jianyong Huang, Willy Susilo and Jennifer Seberry

0,0°

3.3.2 Determining K} I(0 o9 KZ 2,0 and K;"z

1.

Induce 2 faults on ¢ ¢ or ¢2.2, and employ these 2 faulty values to compute
the actual values of ep g and ez 5.

Inject 2 faults into ¢g 2 or ¢2 0, and use these 2 faulty values to calculate the
actual values of eg 2 and es .

Induce 2 faults on ¢g 3, ¢1,0, P2,1 Or ¢392, and use these 2 faulty values to
decide the actual values of e; 2> and e3.

Inject 2 faults into ¢ 1, ¢1,2, P2,3 Or @30, and employ these 2 faulty bytes
to determine the actual values of e; o and e3 s.

Apply the MC operation to (eg0, €1,0, €2,0, €3,0) and (egp 2, €12, €22, €32)
to get the actual values of fo,0, f1,0, /2,0, /3,0, fo,2, f1,2, f2,2 and f32. XOR
fo 0 with 90,0, fo 2 with 90,2, f2 0 with 92,0, and f2 2 with 92,2 to retrieve the
actual values of K{ o, K{ o, K3, and K3 ,.

3.3.3 Calculating K¢', Ko&' , K3i' and K3

1.

Inject 2 faults into Bp,; or B23, and use these 2 faulty bytes to decide the
actual values of yo 1 and y2 3.

. Induce 2 faults on 3y 3 or 321, and employ these 2 faulty bytes to compute

the actual values of yo 3 and 2 1.

Inject 2 faults into By, B1,1, B2,2 or P33 and use these 2 faulty bytes to
determine the actual values of y; 3 and y3 ;.

Induce 2 faults on By 2, 1,3, B2,0 or 33,1, and employ these 2 faulty bytes to
calculate the actual values of y; 1 and y3 3.

Apply the MC transformation to (yo,1, ¥1,1, ¥2,1, ¥3,1) and (yo,3, ¥1,3, ¥2,3,
y3,3) to obtain the actual values of jo 1, j1,1, J2,1, J3,1, Jo,3, J1,3, J2,3 and js 3.
XOR jo,1 with Iy 1, jo,3 with lg 3, j2,1 With I3 1, and ja 3 with I3 3 to recover
KoL KL, Ko and Ki

3.3.4 Recovering K0 s K’+3 K1+3 and KH'?’

1.

Use 2 faulty bytes which are jo1 or ja 3 to determine the actual values of
up,1 and ug 3.

Employ 2 faulty bytes which are jg 3 or jo 1 to retrieve the actual values of
up,3 and ug 1.

Make use of 2 faulty bytes which are jo o, ji,1, jo,2 or j3 3 to calculate the
actual values of u; 3 and u3 ;.

Employ 2 faulty bytes which are jo 2, ji,3, j2,0 Or j3,1 to compute the actual
values of u;; and us 3.

Apply the MC operation to (U(),l, Ui,1,U2,1, ’UJ371) and (’LLO73, U1,3,U2,3, U373) to
get the actual values of vg 1, v1,1, V2,1, 3,1, V0,3, V1,3, V2,3 and v3 3. We can
retrieve Kéff, Kéff , K”?’ and K;Jgg (see Fig. 7) by XORing vo 1 with 7o 1,
0,3 with 70,3, V2,1 with ’72’1, and V2,3 with 2,3
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i — 1 i —1 i i i+ 1 i+ 1 1+ 2] i+ 2] 1+ 3| 1+ 3|
K61 0.5 || 56,0 Kg,2 Ko h e o <ot <o 0.3
i — 1 i —1 i i i+ 1 i+ 1] i+ 2| i+ 2| i+ 3 i+ 3]
<51 <5 5 [|53,0 K5 o K;ﬁ K;ra Kéﬁ) K;,Jrz <5 <53
Round 7 — 1 Round 1 Round i+ 1 Round i + 2 Round 7 + 3

i i+2 i+2

K61 K§.3 K(Z)Jrl K(lJJrs.

i i+ 1| i+ 2 i+ 2| i+2

Ki3 K71+3 ? Ki+1 KiJrz <y

i 1+ 2 i+2

K% 1 K33 ;+1 K;,S»

i i+ 1 1+ 2 +2f-i42]

K3 3 SN | IV e 4 s

Round 14 Round i + 1 Round i + 2

Fig. 8. The deduced key bytes

3.4 Deducing 10 more Key Bytes in Round ¢ + 2

By employing the definition and the properties of the AES key schedule, we use
the 20 recovered key bytes to deduce 10 more key bytes in Round i+2 (see Fig. 8).

The steps of deducing these 10

key bytes are listed as follows, where SB~! is the

inverse of the byte substitution transformation and Rcon’ represents the round
constant used to generate round key K.

i+2 g2 z+2
1. Deduce K%, K51%, K

2. Calculate KZ and K1+2.

i+3 _ 7-i+3 i+2
K2,1 *K2,0 G9K2,1

= SB(K{5?) ® RCON'™*(2) @

and KJ%°

Kl+2 K’Hrl EB K6~‘627
142 1+1 1+2

K2,1 = K2,1 @Kz,o )

42 i+1 42
Ky5"=Kys ©Kpy,
Ké«EQ — K’r‘rl EB Kl+2.

i+2 i+2
Kz,o @ K2,1

= SB(K§%) @ Reon™(2) & K1,

Ky =SB~

i+3 _ p-it3 1+2
Koy" =Koy @ Koy

( 2+3 @RCO’I’LH_?)( )@K’LJFI),
= SB(K{5?) ® Reon'3(0) ® K}

o Kyh?

= SB(K{5?) ® Reon'(0) & Kol

l+2

K3 =5B"

( z+3 @RCO’/LH_?)( )EBK%Jrl).
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3. Determine Ké:‘f and K {:’12
Ké,3 = Ké,_sl S Ké,g,
Ké,B = Ké:‘sl ® K;,Qv
K3t = K3l @ K5 = SB(K} 3) @ Reon'™'(2) @ K5 © K3
= SB(Kj 3) ® Reon'™(2) ® K3 o @ Kj o ® K5'
= SB(K} 3) ® Reon'™(2) @ K57,
K} 4 =SB~ (K5 ® Reon™(2) @ K331,
K:Z’,JEQ = K§,3 D KéEQa
Kéﬁl = Ké,+01 & Ké,l = SB(Kf,s) @ Reon(0) @ K(i),o @ K8,1
= SB(K{ 3) ® Reon'™(0) ® K{ 7',
K} 3 =SB HK{G @ Reon'™(0) & K1),
KPP =K{,0 K.
4. Decide K557 and K752
Ky =Koy @ Ko,
K%J = Kéjll D Kg,m
K3h? = Ki? o K3t = SB(KSE') ® Reon™2(2) ® Kt @ K3t
= SB(K35') ® Reon™(2) @ Kj ,,
Ki5' = SB™Y(KE? @ Reon™?(2) @ K3 ),
K = K5 o K%,
Kih? = Ko @ Kot = SB(K(S') © Reon™2(0) @ K @ Ko
= SB(K{5") ® Reon™?(0) @ K ,,
K15 =SB K © Reon'™(0) @ K y),
Ki7? = K{§' o K{5
In summary, we recover 14 key bytes of Round ¢+ 2, and the 2 unknown key

bytes (K 562 and K;fg{ represented by a question mark) can be determined by
exhaustive search with 26 operations.

4 Conclusions

We described a differential fault attack on LEX in this paper. We presented a
method to decide the fault position by observing the changes of the key stream
after a fault is injected. The attack makes use of the differential properties of the
AES round transformations, the AES key schedule properties and the structural
features of LEX. The proposed attack needs 40 faults and recovers the secret
key of LEX with 26 time complexity.
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Calculating the actual values of go o and g2

Assume a fault is induced on fo or f2 2 (Group 1 in Table 1), and suppose the
faulty byte is fo,0. We create a formula, Formula (3), by employing the input and
out differences of the MC operation in Round i + 1. We build another formula,
Formula (4), with the input and out differences of the MC transformation in
Round 7 + 2.

Ay(),o 000 Aj07o 000
0 000 Aj1,0000
—

0 000 Aj20000

0 000 Ajz o 000
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Aqoyo 0 0 0 A'r‘O’o AT071 A'r‘gyz Arg s

0 0 0 Alh,a MC ATI,O A’I‘lyl AT‘lyz AT1,3
— (€]

0 0 Aq2’2 0 A’I“Qy() A'I”Q’l A’l“z_yg AT2’3

0 AQ3,1 0 0 AT‘;;’() AT371 AT:},Z ATg‘g

1. In Formula (3), Ayoo can be computed from the key stream of Round ¢
by using the values of goo and gg . In the first columns of the input and
output, there are 4 known bytes (Ayo,o and 3 zero bytes) and 4 unknown
bytes (Ajo,o0, Aj1,0, Aj2,0 and Ajsz o). The 4 unknown bytes can be decided
by using the 4 known bytes. After Ajg o, Aji1,0, Aj2,0 and Ajs o are decided,
we know the values of Al o, Aly g, Alap and Al .

2. In Formula (4), Argo can be computed from the key stream of Round i + 2
by using the values of sq o and sg o. Similarly, we get the value of Arg. In
the first columns of the input and output, there are 5 known bytes (Arg g,
Ars o and 3 zero bytes) and 3 unknown bytes (Aqo,0, Ar1,0 and Ars ). We
get the values of Agg o, Ar1,0 and Arsz ¢ by using the 5 known bytes. By using
the same method to analyze the third columns of the input and output, we
can deduce the values of Ags 2, Ar; o and Ars o by employing the 5 known
bytes (Arg o, Ars o and 3 zero bytes).

3. We know Aogo and Aoz because Agoo is equal to Aogp and Ago o is
equal to Aoz . Now we know the input differences (Algg, Ala) and the
corresponding output differences (Aog g, Aos20) to the SB operation, and we
can deduce 4 actual values for og g, 06’0, 02,0 and 0’2)0. Although we have
4 actual values for 090, 0§, 02,0 and 055, we are not able to separate the
correct values (0g,0 and 03 o) from the faulty ones (o o and 03 ). To overcome
this problem, we need one more fault induced on fy o and repeat the steps
mentioned above to make the correct values emerge twice. After knowing
the actual values of 090, 0f g, 02,0 and 0} 3, we obtain the actual values of
0,05 900> G2,2 and ¢35 after the SR operation.

B Computing the actual values of g0 and gs 2

Suppose a fault is induced on a byte which is fo 1, fi,2, f2,3 or f30 (Group 3 in
Table 1). By using the input and out differences of the MC operation in Round
i + 1, we establish a formula, Formula (5). By employing the input and out
differences of the MC transformation in Round 7 + 2, we build another formula,
Formula (6).

0 Ayo,1 00 0 Ajo,1 00
0Ay1,,00 [, 041,100 )
0 Ays.1 00 0 Aja1 00
0 Ays,1 00 0 Ajz,1 00
0 Ag,a O 0 Arg0 Arg,1 Argz Args
Agqio O 0 0 Mo Ari9 Ari1 Ario Aris ©
0 0 0 Ag3 Arg g Ara1r Ars o Ara s

0 0 AQ3,2 0 A’I“gyo A’r‘g’l A’I"312 AT‘313
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1. In Formula (5), Ajo1 can be computed from the key stream of Round i + 1
by using the values of lp; and 1671, and Ajs 1 can be computed from the
key stream of Round ¢ + 1 by using the values of l5 ; and l’271. In the second
columns of the input and output, we employ Observation 1 and use the 5
known bytes (Ajo 1, Aj2,1 and 3 zero input bytes) to decide the 2 unknown
output bytes (Aj;1 and Ajs 1) and the position and the difference of the
non-zero input byte. Assume the recovered non-zero input byte is Ays ;.

2. In Formula (6), Argo can be computed from the key stream of Round ¢ + 2
by using the values of sg o and s . Similarly, we get the value of Argg. In
the first columns of the input and output, we use the 5 known bytes (Arg,o,
Arg o and 3 zero bytes) to decide the 3 unknown bytes (Aqi 0, Ar1 and
Arg ). By using the same method to analyze the third columns of the input
and output, we can deduce the values of 3 unknown bytes (Ags 2, Ary 2 and
Ars 9) by employing the 5 known bytes (Arg o, Arg o and 3 zero bytes).

3. We know Aoj; and Aos; because Agqp is equal to Aoj; and Agso is
equal to Aos 1. We now know the input differences (Aly1, Als 1) and the
corresponding output differences (Aoy 1, Aos 1) to the SB operation, and we
can deduce 4 actual values for 011, 0} 1, 031 and o3 ;. Although we have 4
actual values for 01,1, 07 1, 031 and 03 ;, we cannot distinguish the correct
values (01,1 and o3,1) from the faulty ones (0} ; and o3 ;). To address this
issue, we need one more fault injected into f 3 and repeat the above steps
to make the correct values appear twice in both keystream processing. After
knowing the actual values of o1 1, 0’1’17 03,1 and ogﬁl, we know the actual
values of q1,0, 7 ¢, ¢3,2 and g3 5 after the SR operation.

C Deducing the actual values of g2 and qo 2

Assume a fault is injected into a byte which is fo 2 or fo ¢ (Group 1 in Table 1),
and assume the faulty byte is f2 . We create a formula, Formula (7), with the
input and out differences of the MC operation in Round ¢ + 1. We establish
another formula, Formula (8), by employing the input and out differences of the
MC transformation in Round i + 2.

oo 0 O 00 Ajo,2 0
o0 0 O MC 00 Aj1,20
— (7)
00 Ay2,2 0 00 Aj220
oo 0 O 00 Ajs320
0 0 Ag,2 O Arg,0 Arg,1 Aro,2 Arg3
0 Aq1 O 0 Mo Ario Arip Ario Aris ®
Ag20 O 0 0 Arg o Ara;1 Arg o Ara s
0 0 0 Agss Arz o Ars; Ars o Ars s

1. In Formula (7), Ayz2 can be computed from the key stream of Round ¢
by using the values of go o and g5 o. In the third columns of the input and



18

Jianyong Huang, Willy Susilo and Jennifer Seberry

output, we use 4 known bytes (Ays,2 and 3 zero bytes) to decide 4 unknown
bytes (Ajog, AjLQ, Aj272 and Aj372). The values of AZO,Q, AZLQ, A1272 and
Als o are also decided.

. In Formula (8), Arg,o can be computed from the key stream of Round ¢ + 2

by using the values of sg and s o. Similarly, we get the value of Ary o by
using the values of Asg o and As’270. In the first columns of the input and
output, we can use the 5 known bytes (Arg o, Argo and 3 zero bytes) to
decide the 3 unknown bytes (Aga,o, Ario and Arzg). Similarly, we can use
the 5 known bytes (Arg2, Arg o and 3 zero bytes) to decide the 3 unknown
bytes (Aqo,2, Ar1 2 and Ars o) in the third columns of the input and output.
We know Aop2 and Aoz because Agg o is equal to Aogo and Age g is
equal to Aoy 2. We now know the input differences (Al 2, Als2) and the
corresponding output differences (Aog 2, Aog 2) to the SB operation, and we
can deduce 4 actual values for 0g 2, 0o, 022 and 0 5. Although we have
4 actual values for 0g 2, 0f o, 022 and 05 5, we cannot separate the correct
values (0o 2 and 02 2) from the faulty ones (0j 5 and 0 ,). To overcome this
obstacle, we need one more fault injected into fs ¢ and repeat the above steps
because the correct values will emerge twice in both keystream processing.
After knowing the actual values of 09 2, 0f 5, 02,2 and 05 5, we know the actual
values of qo 2, .9, g2,0 and g5 after the SR operation.



