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Linear Equations Modulo q

Find s1 , s2 in Z11

5 · s1 + 2 · s2 = 5
1 · s1 − 3 · s2 = 4
4 · s1 + 7 · s2 = 7

mod 11

Matrix form
5 2
1 −3
4 7

· s1
s2

=
5
4
7

mod 11
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Linear Equations Modulo q

Solution:
s1 = 2 , s2 = 3 .

Indeed,
5 · 2 + 2 · 3 = 16 ≡ 5
1 · 2 − 3 · 3 = −7 ≡ 4
4 · 2 + 7 · 3 = 29 ≡ 7

mod 11

Matrix form
5 2
1 −3
4 7

· 2
3 =

5
4
7

mod 11
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Learning with Errors (LWE) [Reg09]

Find s1 , s2 in Z11, given that the errors ei are small:

5 · s1 + 2 · s2 + e1 = 6
1 · s1 − 3 · s2 + e2 = 4
4 · s1 + 7 · s2 + e3 = 6

mod 11

Matrix form
5 2
1 −3
4 7

· s1
s2

+
e1
e2
e3

=
6
4
6

mod 11

Unlike exact linear equations, LWE hides the secret using a small unknown
error vector.
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Learning with Errors (LWE) [Reg09]

One possible solution is

s1 = 2 , s2 = 3 , e1 = 1 , e2 = 0 , e3 = −1 .

Indeed,
5 · 2 + 2 · 3 + 1 = 17 ≡ 6
1 · 2 − 3 · 3 + 0 = −7 ≡ 4

4 · 2 + 7 · 3 + −1 = 28 ≡ 6
mod 11

Matrix form
5 2
1 −3
4 7

· 2
3 +

1
0

−1
=

6
4
6

mod 11
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Learning with Errors (LWE) [Reg09]

Find a fixed secret s ∈ Zn
q, given ”noisy inner products”

a1, b1 = ⟨a1, s⟩ + e1 (mod q)
a2, b2 = ⟨a2, s⟩ + e2 (mod q)

...
am, bm = ⟨am, s⟩ + em (mod q)
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Errors are sampled from the discrete Gaussian Dσ, where σ = αq
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Learning with Errors (LWE) [Reg09]

Find fixed s ∈ Zn
q, given some ”noisy inner product”

A,b = A · s + e mod q

b1
b2
...
bm

≡q

a1
a2
...

am

s

+

e1
e2
...
em

▶ Security parameters: n
▶ Standard LWE: q = poly(n), m = n log q, χ = DZ,αq and
αq = O(

√
n).
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Quantum in a Nutshell

▶ 1-qubit system

|0⟩ :=
[
1
0

]
, |1⟩ :=

[
0
1

]
.

A general quantum state is

|ψ⟩ = α0 |0⟩ + α1 |1⟩ , α0, α1 ∈ C, |α0|2 + |α1|2 = 1.

α0|0⟩+ α1|1⟩
{
|0⟩, with prob. α2

0

|1⟩ with prob. α2
1

▶ n-qubit system

|ψ⟩ =
∑

e∈{0,1}n

αe |e⟩ in C2n
,

∑
e∈{0,1}n

|αe |2 = 1.
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Hadamard Transform

Hadamard-basis states

|+⟩ = 1√
2

(|0⟩ + |1⟩) , |−⟩ = 1√
2

(|0⟩ − |1⟩) .

The Hadamard gate is

H = 1√
2

(
1 1
1 −1

)
.

Applying H gives
H |+⟩ = |0⟩ , H |−⟩ = |1⟩ .
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Example: Quantum Fourier Transform

For N = 4, the quantum Fourier transform is

QFT4 |x⟩ = 1
2

3∑
y=0

ωxy
4 |y⟩ , ω4 = e2πi/4 = i .

So one basis state becomes a superposition of all basis states:

|1⟩ 7−→ 1
2 (|0⟩ + i |1⟩ − |2⟩ − i |3⟩) .

If we measure, each outcome 0, 1, 2, 3 appears with probability∣∣∣∣12
∣∣∣∣2 = 1

4 .
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Dihedral Coset Problem

Dihedral Coset Problem (DCPℓ
N)

Find a secret s, given ℓ quantum samples of the form

{|0, xi⟩ + |1, xi + s mod N⟩}ℓ
i=1.

Find s, given N = 8 and some quantum samples.

|0, 1⟩ + |1, 4⟩
|0, 3⟩ + |1, 6⟩
|0, 7⟩ + |1, 2⟩

j = 0
j = 1

0 1 2 3 4 5 6 7

4 − 1 ≡ 6 − 3 ≡ 2 − 7 ≡ 3 (mod 8)
Thus the hidden shift is s = 3.
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Direct measurement loses the relation

Dihedral Coset Problem (DCPℓ
N)

Find a secret s, given ℓ quantum samples of the form

{|0, xi⟩ + |1, xi + s mod N⟩}ℓ
i=1

Find s, given N = 8 and some quantum samples
|0, 1⟩ + |1, 4⟩ → |0, 1⟩
|0, 3⟩ + |1, 6⟩ → |1, 6⟩,
|0, 7⟩ + |1, 2⟩ → |1, 2⟩.

1
j = 0

x = 0 1 2 3 4 5 6 7
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LWE
[Reg03]

≤ Dihedral Coset Problem (DCP)

LWE

a1, ⟨a1, s⟩ + e1 (mod q)
...

am, ⟨am, s⟩ + em (mod q)

BKW (time/samples)
2O( n log q

log n )

DCP

|0, x1⟩ + |1, x1 + s mod N⟩
...

|0, xl⟩ + |1, xℓ + s mod N⟩

Kuperberg (time/samples) [Kup05]

2O(
√

log N)
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LWE and (E)DCP

LWEm,n,q,α(
a, ⟨a, s⟩ + e

)
(mod q)

DCPℓ
N

|0, x⟩ + |1, x + s mod N⟩

EDCPℓ
n,q,M

M−1∑
j=0

|j⟩

∣∣∣∣∣∣∣∣∣∣


x1 + js1
x2 + js2

...
xn + jsn

 mod q
〉
.
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LWE and (E)DCP

LWEm,n,q,α(
a, ⟨a, s⟩ + e

)
(mod q)

DCPℓ
N

|0, x⟩ + |1, x + s mod N⟩

EDCPℓ
n,q,M

M−1∑
j=0

|j⟩ |x + j · s mod q⟩

[Bra+18]**

[Reg03]

[Bra+18; Dol21]

Our quasi-polynomial alg
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Complexity of U-EDCPn,q,M

M

#Samples

poly(n) q/c q − c M = q

poly(n)

2O(log2 n)

2O(
√

n)

exp(n)
[R04, K20]

exp(n)
[R04, K20]

2O(
√

n)
[K05, R10, D20]

poly(n)

This work
or Arora-Ge

poly(n)
This work

or Arora-Ge
or [CLZ22]

poly(n)

[CD07,K20]

M = 2
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Our result for U-EDCPn,q,M
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Improve state-of-the-art for power-of-two modulus q: nO(log q)
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Our algorithm for M = 2: Step 0

ωq = e2πi/q

|0⟩ |x⟩ + |1⟩ |x + s mod q⟩

QFT over Zn
q on the 2nd register

∑
y∈Zn

q

(
ω⟨y,x⟩

q |0⟩ + ω⟨y,x+s⟩
q |1⟩

)
|y⟩ = ∑

y∈Zn
q

(
|0⟩ + ω⟨y,s⟩

q |1⟩
)

|y⟩

y, |0⟩ + ω⟨y,s⟩
q |1⟩
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Technique: Base case: M = 2 ωq = e2πi/q

|0⟩ |x⟩ + |1⟩ |x + s mod q⟩ −→
(
y, |0⟩ + ω y·s

q |1⟩
)

we want y = 0 mod q/2
▶ when y = 0 mod q

2 ⇔ y = q
2 · k

|0⟩ + ω y·s
q |1⟩ = |0⟩ + e

2πi q
2 k·s
q |1⟩ = |0⟩ + (−1)k·s |1⟩

▶ measure the state in Hadamard basis

k · s = 0 mod 2 −→ |0⟩ + |1⟩ = |+⟩
k · s = 1 mod 2 −→ |0⟩ − |1⟩ = |−⟩

▶ collect n equations, solve linear sys. to get s̄ = s mod 2

k1s1 + k2s2 + · · · + knsn = t mod 2
▶ create fresh EDCP sample

|0⟩ |x⟩ + |1⟩ |x + s mod q⟩ −→ |0⟩ |x⟩ + |1⟩ |x + s − s̄ mod q⟩
19 / 24
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k1s1 + k2s2 + · · · + knsn = t mod 2
▶ create fresh EDCP sample

|0⟩ |x⟩ + |1⟩ |x + s mod q⟩ −→ |0⟩ |x⟩ + |1⟩ |x + s − s̄ mod q⟩
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Technique: Base case: M = 2

1. Tensor states:
n+1⊗
k=1

(
|0⟩ + ω⟨yk , s⟩

q |1⟩
)

=
∑

j∈Zn+1
2

ω⟨Y·j, s⟩
q |j⟩

y1 yn+1

Y

· · ·

n+ 1

n

2. Compute ∑
j∈Zn+1

2

ω⟨Y·j, s⟩
q |j⟩ |Y · j mod 2⟩

3. Measure 2nd register, get b = Y · j mod 2∑
j∈Zn+1

2 : Y·j=b mod 2

ω⟨Y·j, s⟩
q |j⟩
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This work – Merge Base case: M = 2

∑
j∈Zn+1

2 : Y·j=b mod 2

ω⟨Y·j, s⟩
q |j⟩

4. Since Y mod 2 is full rank with a high probability

Y · j = b mod 2 has two solutions j0 , j1

5. Compute, and rename

ω⟨Y·j0, s⟩
q |j0⟩ + ω⟨Y·j1, s⟩

q |j1⟩ = |0⟩ + ω⟨Y(j1−j0), s⟩
q |1⟩

6. Since Y(j1 − j0) = 0 mod 2, have 2y′ := Y(j1 − j0) mod q.

|0⟩ + ω
⟨y′, s⟩
q/2 |1⟩ → |0⟩ + ω

⟨y′, s⟩
q/4 |1⟩ → . . . → |0⟩ + ω

⟨y′, s⟩
2 |1⟩
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Analysis

▶ To produce one state |0⟩ + (−1)⟨y,s⟩ |1⟩, we need
▶ Θ(n) states |0⟩ + ω

⟨y,s⟩
q/(q/4) |1⟩

▶ Θ(n2) states |0⟩ + ω
⟨y,s⟩
q/(q/8) |1⟩

▶
...

▶ Θ(nlog q−1) states |0⟩ + ω
⟨y,s⟩
q |1⟩

▶ With Θ(n) states |0⟩ + (−1)⟨y,s⟩ |1⟩ we learn s mod 2.
Overall, To recover s mod q, we need nΩ(log q) states |0⟩ + ω

⟨y,s⟩
q |1⟩.
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Conclusions 1

Main theorem
Let q = poly(n) be a power of two, 2 ≤ M ≤ q. There is an algorithm
that solves U-EDCPℓ

n,q,M in time 2O(log n log q) = nO(log q) using ℓ =
nO(log q) samples.

▶ Reduction [Bra+18] yields only poly(n) many EDCP samples.
▶ Our algorithm needs Ω(nlog q) U-EDCP samples.

does not extend to standard LWE
Future work

1. Improve the reduction from LWE to EDCP.
2. Improve EDCP alg. to need only poly(n) EDCP samples.
3. Extend to non-power-of-2 modulus q?
4. How to take advantage of additional shifts? (2 < M < q/c?)
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