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@ Post-Quantum Cryptography: Why and What
© Isogeny-based Cryptography

© The DLP Analogue via Group Actions

@ ElGamal-like Encryption from Group Actions

© Our Work: Proxy Re-encryption from Isogenies [JSS26]
@ Security of Proxy Re-encryption
o Brief History of (PQC-based) PRE
@ Single-hop Unidirectional PRE
@ CCA2-Secure PRE

@ Open Problems and Outlook
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Today's Story in One Slide

- Classical public-key crypto (RSA, DH, ECC) rests on integer
factoring problem and discrete logarithms problem (DLP).

- Shor's algorithm threatens all of them on a quantum computer.

- Post-quantum cryptography (PQC) rebuilds public-key crypto on
new hard mathematical problems.

The tension this talk addresses

Classical DLP gives a rich group structure that powers advanced
primitives (identity-based cryptography, ring/threshold signatures, proxy
re-encryption, broadcast encryption, ...). Candidates do not naturally
expose such structure.

Isogenies give us a post-quantum analogue of the DLP setting.
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The Quantum Threat to Public-Key Cryptography

- Public-key crypto is built on a computational asymmetry: forward
(multiply, exponentiate) is easy; inverse (factor, discrete log) is hard.

- Shor (1994): a quantum algorithm solving factoring and discrete log
in polynomial time O((logn)?).

Scheme Hard problem Quantum status
RSA Integer Factorization broken (Shor)
DH / ElGamal Discrete Logarithm  broken (Shor)
ECC Elliptic Curve DLP  broken (Shor)

Longer keys do not help — the cost stays polynomial in the key Iengtl;jﬂi”%é
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What is Post-Quantum Cryptography?

Public-key cryptography that runs on classical computers but is expected to
resist attacks by quantum computers. J

Classical PKE/DS PQC

Security goals ~ IND-CPA/CCA, EUF-CMA  same
Proof structure reduction, game hopping same

Hard problems  factoring, discrete log LWE, SIS, Isogeny, MQ, SD

PQC keeps the security notions;
only the underlying hard problem changes.
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The Five Families of PQC

Family Representative schemes Hardness

Lattice-based ML-KEM, ML-DSA, Falcon LWE / SIS / NTRU

Code-based Classic McEliece, HQC syndrome decoding
Multivariate uov, QR-UOV, MAYO MQ problem
Hash-based sig. SLH-DSA (SPHINCS™) hash security
Isogeny-based CSIDH, SQlsign group action / isogeny

- Lattices dominate today: small keys, fast operations, strong theory.

- But a healthy ecosystem keeps a portfolio of assumptions.

- Today we focus on isogenies — the family with the richest algebrale'
structure.
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NIST Standardization: Where We Stand

Category Standard Basis
KEM/PKE ML-KEM (Kyber)'22 module lattice (LWE)
KEM/PKE HQC'25 syndrome decoding

Signature ~ ML-DSA (Dilithium)'22 module lattice
Signature ~ SLH-DSA (SPHINCS*)'22  hash-based
Signature  Falcon'22 NTRU lattice

- 2016 Call — Rounds 1-3 (2017-2022) — 2022 selection — 2024-
FIPS standards. — 2025 additional selection from alternatives

wtion,
- %

- PQC is no longer “future tech” — it is a current migration task. : @

o
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Where It Started: PQCrypto 2016, Fukuoka

PQCrypto 2016@fukuoka
The Seventh International Conference - The 7th Int. Conference on
on Post-Quantum Cryptography Post-Quantum Cryptography,
Fukuoka, Japan, February 24-26, 2016 Fukuoka, Japan (2016)

- NIST announced its PQC
standardization plan here.

- A useful reminder that this is a
global, decade-long community
effort.

- Participants 240 people (North America 80 / Europe 60 / Asia 100)

- NIST announced the PQC standardization plan, here.
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Recent Trend: The Additional Signatures “On-Ramp”

The first NIST signatures are
mostly lattice-based.

NIST opened an additional
call for signatures to diversify
assumptions.

Round-3 candidates span MQ,
code, symmetric/ MPCitH,
and isogeny (SQlsign).

Signal: the community actively
wants non-lattice structure.

Nine Candidates Advance to the Third Round of the Additional
Digital Sig for the PQC ization Process

Afer NIST! the Post.
" Process

« FAEST
« HAWK
- MAYO
« MaoM
+ QrRUOV

NIST Intornal Report

“tweaks"). NIST

message.

NIST! 7 NISTPQC
most ikely be held in (or near) Gaithersburg, Maryland.

gov. NIST' is
. which

SQIlsign carries the isogeny banner into the standardization arena.
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The Gap This Talk Targets

- Classical DLP supports a long list of advanced primitives:
o identity-based encryption, ring / threshold signatures,
o proxy re-encryption, broadcast encryption, ...

- These exploit the algebraic richness of cyclic groups and the
hardness of DL / Diffie-Hellman.

The problem in the PQC transition

Lattice- and code-based assumptions do not naturally expose a group
structure, so advanced functionalities are considerably more delicate to
construct.

Isogeny-based cryptography offers a post-quantum analogue of the
discrete-log setting.
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Elliptic Curves and Isogenies

@ Elliptic curve: E/F,, a nonsingular genus-1 curve with identity Og.
o Supersingular if #E(F,) = p+ 1; ordinary otherwise.

@ Isogeny: a non-constant morphism ¢ : E — E’ with ¢(Og) = Og/ (a group
homomorphism with finite kernel).

@ Endomorphism ring: End,(E) = O C Q(/—p). an order in an imaginary
quadratic field.

A Montgomery curve over F,, has the form

v =2 + Ax® 4z, A e, \ {£2}.

Isogenies connect curves into a graph; “walking” this graph is the basic operation, and
reversing the walk is conjecturally hard (even for quantum computers).
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Orders, Ideals, and the Class Group

e Fractional ideal: a finitely generated O-submodule of K = Q(\/—p).

o Invertible if 3b with ab = O; principal if a = aO.

e Class group: invertible fractional ideals I(QO) form a group under
multiplication; principal ones P(Q) form a subgroup.

Cl(O)=1(0)/P(0O), a finite abelian group.

This finite abelian group is the “ Z; analogue” that will act on curves.
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The Class Group Acts on Curves

EUly(O, m): supersingular curves E/F, with End,(E) = O (Frobenius
™ (2, y) = (2P, yP)).

e For anideal a C O: Efa] = {P : ¢(P) = 0 V¢ € a} defines an isogeny
¢a: E — E/Eldl.

@ This induces a free and transitive action:
w1 CUO) x ELUL(O, 1) — EUL(O,T)
(0, E) — axE.

Why “free and transitive” matters

Every curve is reachable from every other by exactly one group element —
this is precisely the structure of a principal homogeneous space (torsor). |
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Efficient Class Group Action (CSIDH)

@ FEla] often defined over large extension field = inefficient
@ [CLMPR18]:
- Choose p = 4fy - -+ £, — 1, £; small odd primes
- 4,0 = I with T; = (71
- EIl;] defined over IF,,, computable via Vélu's formulas

@ Efficiently compute a = []I;¢ as product of low-degree isogenies
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Efficient Class Group Action (CSIDH)

@ FEla] often defined over large extension field = inefficient
@ [CLMPR18]:
- Choose p = 4fy - -+ £, — 1, £; small odd primes
- 40 =Ll with [; = (7!
- Ell) deflned over IFp, computable via Vélu's formulas

@ Efficiently compute a = []I;¢ as product of low-degree isogenies

> Alice samples €= (e1,...,en) € [-B, B]", sets a =[], [;* € C£(O), then
computes [a] E and sends it to Bob.
e C2(O), then computes [b]E and

> Bob samples &’ = (ef,...,ep), sets b =[], [;

sends it to Alice. The shared secret is

[a][b] ' = [b][a] E,

using the commutativity of C£(O).
Here B is chosen s. t. (2B + 1)" > #C£(O) =~ /p.
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A Note on the 2022 SIDH Attacks

- In 2022, SIDH/SIKE were broken (Castryck—-Decru,
Maino—Martindale, Robert).

- Those attacks exploit auxiliary torsion-point images revealed by the
SIDH protocol.

Important distinction

The group-action line, such as CSIDH, hard homogeneous spaces,
effective group actions, does not reveal torsion-point images and is not
affected by these attacks.

This is exactly the framework we build on for advanced primitives.
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From Geometry to Abstraction: (Effective) Group Actions

Cryptographic group action

A group G acting on a set X, written g x x, that is efficiently computable and free &
transitive (a torsor), but for which the inverse problem is hard.

- Formalized by Couveignes and Rostovtsev—Stolbunov (2006) as “hard
homogeneous spaces.”

- Revitalized by CSIDH (2019); refined as effective group actions (EGA).
- Instantiation here: G = Cl(O), X = E00,(O, 7), x via isogenies.

This abstraction is the substrate for everything that follows.
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The Core Analogy

In a cyclic group (g) of order g, exponentiation a — g“ is the basic map. A group action
* replaces it by a — [a] Ey with a = g*.

Discrete-log world Group-action world

cyclic group (g), order ¢ class group C¢(O) 2 Zn
exponentiation g* action [a]Fo := g% * Eo

g* 9" =g’ [a] [B]Eo = [a + b] Eo

DLP: given ¢g¢, find a Vectorization: given [a]Ey, find a

CDH: given g%, ¢°, find g°®  Parallelization: given [a]Ey, [b] Fo, find [a 4 b]Fo

Vectorization <> DLP  and  Parallelization <+ CDH.
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What is (and isn't) Available

Available — and this is the point
- A commutative, free, transitive action: a clean “g®" analogue.
- An additive secret space Zn: keys add, actions compose.

- A DDH-like decision problem to build encryption on. )

Not available — the subtlety

- No “multiplication of two set elements”: F is a point in a torsor, not a group
element.

- Hence no direct pairing; some DLP tricks must be re-engineered.

.

Enough structure for EIGamal, signatures, PRE; delicate enough to be interesting.
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Computational Assumptions (CSIDH)

Fix C£(O) = (g) = Zn and write [a]E :=g* x E.

GAIP (Group Action Inverse Problem) = Vectorization
Given (E, E'), find a such that E' = [a] E.

MT-GAIP (Multi-Target GAIP)

Given Fy, ..., Eg, find a such that E; = [a]E; for some i, j.

C-CSIDH (Computational CSIDH) = Parallelization
Given (E, [a]E, [b]E), compute [a + b]E.
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Classical ElIGamal, Recalled

Cyclic group (g) of order g; secret s, public h = g°.

e Enc(h,m): pick r, output (gT, m- hr).

e Dec(s, (c1,c2)): m=cy- (cf)~L.

The mechanism

The shared mask h™ = g5 = (¢")® is recoverable by the secret holder.
IND-CPA security follows from DDH.

Now replace “¢g*" by “[a|Ey".
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CSIDH-ElGamal (CEG): a Group-Action ElGamal

- A natural variant of [MOT20]'s SiGamal.

Parameters: p = 4/1 --- £, — 1, base curve Ey/Fy, C{(O) = Zy, hash H'.

Keys: s & 2N E = [s]Eo; pk = Es, sk=s.
Enc(pk, m):

r <& Zy, Ei=[r|Eo, E»=[r]E., c=H/(coeff(E2))®m,ct=(E,c).

Dec(sk, ct):
Ey = [s]E, m = H'(coeff(E3)) @ c.

The mask is [r]Es = [r+s]Eo = [s]E1 — the parallelization value, recovered via s.
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Correctness and IND-CPA (Sketch)

Correctness. [s|E, = [s][r]Eo = [r] [s]Eo = [r]Es = E2, so
H'(coeff(E3)) = H'(coeff(E->)) and decryption returns m.
IND-CPA in the ROM (under C-CSIDH).
- Model H’ as a random oracle over Montgomery coefficients.
- Embed a C-CSIDH instance (E, [a]F, [b]E) into (Eq, pk, E1).

- To distinguish, A must query coeff([a+b]E); the reduction reads it off the query
list.

IND-CPA of CEG reduces to C-CSIDH (parallelization) — exactly as ElGamal reduces to
CDH/DDH.
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What is Proxy Re-encryption (PRE)?

e Proxy re-encryption (PRE) : allows a semi-trusted party (called a proxy)
to transform cty under pk, into ctp under pky, without decryption.

e The proxy uses rk 4, to convert ct4 under pk, into ctp under pkp
without learning m and sk 4.

cty «— Enc(pkg,m) ReEnc ctg « Enc(pkg,m)
= Dec by sk, = Dec by skg

Figure: Proxy Re-encryption
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PRE Classifications

o Unidirectional vs. Bidirectional
- Bidirectional (BPRE) : rka_p enables both pk, — pky and pkg — pky,.
- Unidirectional (UPRE) : Only pk, — pkp; preferred for fine-grained access control.
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PRE Classifications

o Unidirectional vs. Bidirectional
- Bidirectional (BPRE) : rka_p enables both pk, — pky and pkg — pky,.
- Unidirectional (UPRE) : Only pk, — pkp; preferred for fine-grained access control.

e Single-hop vs. Multi-hop
- Single-hop (SH) : One-time conversion.
- Multi-hop (MH) : Multiple conversions; flexible but more complex and costly.

> (Single-hop, practical for one-time delegation.)
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PRE Classifications

o Unidirectional vs. Bidirectional
- Bidirectional (BPRE) : rka_p enables both pk, — pky and pkg — pky,.

- Unidirectional (UPRE) : Only pk, — pkp; preferred for fine-grained access control.

e Single-hop vs. Multi-hop
- Single-hop (SH) : One-time conversion.
- Multi-hop (MH) : Multiple conversions; flexible but more complex and costly.

> (Single-hop, practical for one-time delegation.)

e Applications : Encrypted email forwarding [BBS98], Key escrow [ID03], Secure
distributed file systems [AFGHO5], Publish—subscribe systems [PRSV17] etc.

e Constructions
_ DH-based : [BBS98], [CWYD10], [CDL11], [MPW23] etc.
- Pairing-based : [AFGHO05], [CHO7], [LV08], [ABHO09] etc.
- Obfuscation-based : [Chandran12], [Chandran14] etc.
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IND-PRE Security Notions

e (Chosen Plaintext Attack)

- Adversary can obtain encryptions of chosen messages.

- No access to decryption or re-encryption oracles.
e IND-PRE-CCAL1 (Non-adaptive Chosen Ciphertext Attack)

- Oracle queries allowed before the challenge.

- After challenge ciphertext is given — no more oracle access.
e IND-PRE-CCA2 (Adaptive Chosen Ciphertext Attack)

- Adversary can query decryption and re-encryption oracles even after receiving the
challenge, except for the challenge ciphertext (and its re-encrypted forms).

e (Bounded Adaptive Chosen Ciphertext Attack)
- Same as IND-PRE-CCA2.

- The term “bounded” means that the adversary's total number of oracle queries is
restricted by a fixed bound.

Hierarchy of Strength

CPA < CCA1 < Bounded-CCA2 < CCA2
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Brief History of PRE

1998 Blaze et al. [BBS98] : the first PRE, a CPA secure MH-BPRE / DDH.
2006 Ateniese et al. [AFGHO06] : a CPA secure SH-UPRE / bilinear maps.
2007 Canetti & Hohenberger [CHO7] : CCA2 for PRE, a CCA2 secure BPRE / pairings.
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Brief History of PRE

1998 Blaze et al. [BBS98] : the first PRE, a CPA secure MH-BPRE / DDH.

2006 Ateniese et al. [AFGHO06] : a CPA secure SH-UPRE / bilinear maps.

2007 Canetti & Hohenberger [CHO7] : CCA2 for PRE, a CCA2 secure BPRE / pairings.
2008 Deng et al. [DWLCO08] : a CCA2 secure BPRE w/o pairings.

2008 Libert & Vergnaud [LV08] : a UPRE scheme w. replayable CCA security (denoted
by RCCA), which is slightly weak variant of CCA2 security.

2009 Ateniese et al. [ABHOQ9] : the first key-privacy for PRE, a key-private CPA secure
PRE / pairings.
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Brief History of PRE

1998
2006
2007
2008
2008

2009

2009
2010
2011

Blaze et al. [BBS98] : the first PRE, a CPA secure MH-BPRE / DDH.

Ateniese et al. [AFGHO6] : a CPA secure SH-UPRE / bilinear maps.

Canetti & Hohenberger [CHO7] : CCA2 for PRE, a CCA2 secure BPRE / pairings.
Deng et al. [DWLCO08] : a CCA2 secure BPRE w/o pairings.

Libert & Vergnaud [LV08] : a UPRE scheme w. replayable CCA security (denoted
by RCCA), which is slightly weak variant of CCA2 security.

Ateniese et al. [ABHQ9] : the first key-privacy for PRE, a key-private CPA secure
PRE / pairings.

Shao & Cao [SC09] : a CCA2 secure UPRE.
Chow et al. [CWYD10] : pointed out the insecurity of [SC09], a CCA2 PRE / DH.

Canard et al. [CDL11] : pointed out a flaw of the security proof of [CWYD10], a
modified scheme by using a non-interactive zero-knowledge (NIZK) system.
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Brief History of Lattice-based PRE

e Lattice-based PRE schemes with CPA security have been proposed in [CCLNX14],
[PRSV17], [FKKP19], [LWYYJW21] and [ZLHZ23].

2019 Fan & Liu [FL19] : tag-based PRE / LWE, tag-based CCA security (denoted by
tbCCA), weaker than CCA2 security.

2019 Cohen [Cohen19] : HRA security, one of practical lattice-based (CPA secure) PRE
of [PRSV17] was broken in the HRA security model.

2019 Fuchsbauer et al. [FKKP19] : CPA and HRA security under adaptive corruptions,
adaptive HRA secure schemes based on [AFGHO05], [ABHO09], [Gentry09b],
[CCLNX14].

2024 Zhou et al. [ZLH24] : an LWE-based construction of HRA secure fine-grained PRE
whose notion was introduced in [ZLHZ23].

2025 Sato & Shikata [SS25] : an MLWE-based construction (CRYSTALS-Kyber) of
Bounded-CCA2 secure PRE.
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Brief History of Lattice-based PRE

e Lattice-based PRE schemes with CPA security have been proposed in [CCLNX14],
[PRSV17], [FKKP19], [LWYYJW21] and [ZLHZ23].

2019 Fan & Liu [FL19] : tag-based PRE / LWE, tag-based CCA security (denoted by
tbCCA), weaker than CCA2 security.

2019 Cohen [Cohen19] : HRA security, one of practical lattice-based (CPA secure) PRE
of [PRSV17] was broken in the HRA security model.

2019 Fuchsbauer et al. [FKKP19] : CPA and HRA security under adaptive corruptions,
adaptive HRA secure schemes based on [AFGHO05], [ABHO09], [Gentry09b],
[CCLNX14].

2024 Zhou et al. [ZLH24] : an LWE-based construction of HRA secure fine-grained PRE
whose notion was introduced in [ZLHZ23].

2025 Sato & Shikata [SS25] : an MLWE-based construction (CRYSTALS-Kyber) of
Bounded-CCA2 secure PRE.

K

Therefore, there is no existing post-quantum PRE scheme with fully CCA2 security. '
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Syntax of Single-hop Unidirectional PRE

A PRE scheme consists of algorithms:

(Setup, KeyGen, ReKeyGen, Enci, Enca, ReEnc, Deci, Decs)

Setup: Setup(1*) — pp

KeyGen: KeyGen(pp) — (pk, sk)
ReKeyGen: ReKeyGen(sk;, pk;) — rki—;
Encl: Enci(pk,m) — ct1

Enc2: Enca(pk,m) — ct2

ReEnc: ReEnc(rk;—,;,cti) — cto

Decl: Decq(sk,ct1) — m/L

Dec2: Decy(sk,ctz) — m/L
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Correctness of Single-hop Unidirectional PRE

A PRE scheme

PRE = (Setup, KeyGen, ReKeyGen, Ency, Encz, ReEnc, Decy, Decs)

is correct if the following conditions hold with overwhelming probability:

@ Encryption Correctness: For any (pk,sk) <~ KeyGen(pp) and ¢ € {1, 2},

Decy(sk, Ence(pk, m)) = m.

@ Re-encryption Correctness: For any (pk;, sk:), (pk;, sk;) < KeyGen(pp) and

rki—; < ReKeyGen(sk;, pk;),

Deca(skj, ReEnc(rk;— ;, Ency(pk;, m))) = m.
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The State of the Art — and the Gap

- Classical PRE reaches the strongest notion, IND-CCA2 (e.g. Canetti-Hohenberger
'07, Chow et al. '10), all DLP / pairing based.

- Post-quantum PRE so far is weaker:

o lattice constructions achieve CPA, HRA, tbCCA, or bounded-CCA2,
o key switching injects noise and needs heavy NIZKs for validity.

There was no post-quantum PRE with full IND-CCA2 security.

Why might isogenies succeed where lattices struggle?
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Our Goal and Plan

- Goal: a unidirectional, single-hop PRE with full IND-CCA2 security
from CSIDH — the first from a post-quantum assumption.

@ Build a CSIDH-ElGamal PKE (CEG) that is IND-CPA (ROM).

@ Apply the Fujisaki-Okamoto (FO) transform = CCA2 “level-1"
encryption.

© Bind with CSI-FiSh signatures and a tailored KEM-DEM =- CCA2
at level-1 and level-2.

ey 3
5 %
g
3 :

ov;

S (
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Why CCA2-Secure PRE Works with Isogenies

o Noise-free, injective encryption (CSIDH-ElIGamal).

o The ciphertext uniquely determines the randomness.
o Enables QROM programming r = H(c): simulate decryption /
re-encryption oracles without secret keys.

@ Validity from structure.

o CSI-FiSh signatures block invalid / dummy-ciphertext substitution.
o The class-group action aligns cleanly with FO and KEM-DEM.
o Lattices: key switching adds noise; validity needs heavy NIZKs.

Fact: CCA2 PRE is feasible with isogenies (noise-free injectivity + group action
+ QROM).

> v
YNU

Hyungrok Jo (YNU) DLP Analogue in Isogeny Crypto Workshop on MathCrypt 32 /35



Comparison of Single-hop Unidirectional PRE

Scheme H Security ‘ Assumption ‘ Post-Quantum? ‘ Model
SC09 CCA2 DDH ROM
CWYD10 CCA2 CDH ROM
CDL11 CCA2 CDH ROM
AFGHO05 CPA DBDH ROM
LV08 RCCA 3-QDBDH ROM
FL19 tbCCA LWE v StdM
LWYYJW21 CPA LWE v StdM
ZLHZ23 CPA LWE v StdM
SS25 Bounded-CCA2 MLWE v StdM
Our work | CCA2 CSIDH v | (QROM
First fully IND-CCA2-secure PRE from a post-quantum assumption. wstien,
(Currently under review for publication in a peer-reviewed journal.) 19
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Open Problems and Research Directions

1. More advanced primitives from group actions

o (H)IBE / IBS, broadcast encryption, attribute-based encryption.
o Collusion resistance and revocation in the isogeny setting.

2. Removing idealized models

o NIZK and CCA2 PRE in the standard model (eliminate
ROM/QROM).

3. Sharper assumptions and efficiency

o Tighter reductions; faster class-group action; CSIDH parameter
security.

4. New mathematical substrates

o Other group actions, higher-dimensional isogenies,
representation-theoretic sources.
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- Shor's algorithm forces a move to new hard problems; PQC keeps
the notions, changes the substrate.

- Among PQC families, isogenies alone give a clean DLP analogue via
cryptographic group actions.

- Vectorization <> DLP, Parallelization «+» CDH — a structural
template.

- This yields EIGamal-like encryption, and in our work the first
IND-CCA2 PQC proxy re-encryption.

The discrete-log toolbox is not lost in the post-quantum world — isogenies
rebuild it, opening the door to advanced post-quantum cryptography.

| v{,umn
Thank youl 4
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