
An Introduction to Multivariate 
Public-Key Cryptography 

and the UOV scheme 

Yasuhiko Ikematsu
Institute of Mathematics for Industry 

Kyushu University

2 July 2026 

Workshop on Mathematics and Cryptography

1



Summary

ü UOV is a multivariate signature scheme

ü UOV provides compact sign and efficient signing

ü However, its public key size is large

ü an efficient variant QR-UOV was proposed

Topics 
• PQC、MPKC

• UOV

• QR-UOV
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§1.1 MPKC

ü based on the hardness of multivariate quadratic(MQ) problem

nMultivariate Public Key Cryptography(MPKC)

ü Matsumo-Imai first introduced MPKC in 1988[MI88]

ü MPKC is actively studied as a candidate of PQC

ü NIST PQC project considers UOV to be a good scheme

𝑝! = 11𝑥!" + 24𝑥!𝑥" + 5𝑥!𝑥# + 22𝑥"" + 𝑥"𝑥# + 17𝑥#",
𝑝" = 27𝑥!" + 29𝑥!𝑥" + 24𝑥"" + 27𝑥"𝑥# + 19𝑥#",
𝑝# = 4𝑥!" + 6𝑥!𝑥" + 𝑥!𝑥# + 25𝑥"" + 27𝑥"𝑥# + 26𝑥#".

𝑃 ∶= (𝑝!, 𝑝", 𝑝#) ∶ 𝔽#!# ⟶𝔽#!#

(𝑥!, 𝑥", 𝑥#) = (0,1,1) 𝑃 0,1,1 = (9,8,16)
𝑃 𝑥!, 𝑥", 𝑥# = (9,8,16) (𝑥!, 𝑥", 𝑥#) = ±(0,1,1)

Easy to substitute 
Hard to solve

Consider the following multivariate quadratic equations over 𝔽#!Ex:

[MI88] Matsumoto, T et al.: Public quadratic polynomial-tuples for efficient signature-verification and message-encryption, EUROCRYPT1988 

NIST would like submissions for signature schemes that have short signatures and fast verification (e.g., UOV).
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§1.2 PQC 

PKI
RSA(1978)
ECC(1985)

Quantum 
compute

Shorʻs
algorithm

Post Quantum Cryptography (PQC)

ü It is considered that it takes more than 10 years to bulit a large scale QC
ü However, it also take a lot of effort and time to update cryptosystem
ü Therefore developing PQC is required as soon as possible

n PQC?

n Until when︖

a lot of merit

5/27



Additional CFP 
for signature  

CFP open Round 3Round 2Round 1

82 152669

Shorʼs 
algorithm 

20202016 2018 2022 202320192017 2021

〜 〜

1994

§1.3 NIST PQC standardization 

NIST・・・National Institute of Standards and Technology 

https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization

PQC research 
is 

more active

• A project in NIST to standardize digital signatures, 
public key encryption, key exchange

Round 4

Four 
std.scheme

2024 2025
Round 1 Round 2

40 14

4
Another std. 

scheme

2026
Round 3

9

NIST PQC 
standardization project
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§1.4 Various PQC 

𝑝! = 11𝑥!" + 24𝑥!𝑥" + 5𝑥!𝑥# + 22𝑥"" + 𝑥"𝑥# + 17𝑥#",
𝑝" = 27𝑥!" + 29𝑥!𝑥" + 24𝑥"" + 27𝑥"𝑥# + 19𝑥#",
𝑝# = 4𝑥!" + 6𝑥!𝑥" + 𝑥!𝑥# + 25𝑥"" + 27𝑥"𝑥# + 26𝑥#".

Lattice based

Isogeny based

MPKC

Code based

Isogeny
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2-5 多変数公開鍵暗号
𝑝7, … , 𝑝8 ∈ 𝔽9 𝑥7, … , 𝑥: quadratic polynomials

𝑝!(𝑥!, … , 𝑥") = ∑!#$#%#" 𝑎$,%
(!)𝑥$𝑥% + ∑!#$#" 𝑏$

(!)𝑥$ + 𝑐(!),

⋮

𝑝)(𝑥!, … , 𝑥") = ∑!#$#%#" 𝑎$,%
())𝑥$𝑥% + ∑!#$#" 𝑏$

())𝑥$ + 𝑐()).

Find 𝑧 ∈ 𝔽9: s.t. 𝑝7 𝑧 = ⋯ = 𝑝8 𝑧 = 0.

This is proven to be NP-complete [GJ79]

§2.1 MQ problem
n MQ (Multivariate Quadratic) problem

n Fukuoka MQ Challenge*
ü A contest for estimating MQ problem
ü There are 6 types of MQ problem
Type Ⅰ Ⅱ Ⅲ Ⅳ Ⅴ Ⅵ

𝐺𝐹(𝑞) 𝐺𝐹(2) 𝐺𝐹(256) 𝐺𝐹(31) 𝐺𝐹(2) 𝐺𝐹(256) 𝐺𝐹(31)

variables 𝑛 𝑛 𝑛 𝑛 𝑛 𝑛

equations 2𝑛 2𝑛 2𝑛 2𝑛/3 2𝑛/3 2𝑛/3

*https://www.mqchallenge.org

[GJ79] M. R. Garey et al., Computers and Intractability: A guide to the theory of NP-completeness
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§2.2 General construction
n Def. Central map 

𝑓!(𝑥!, … , 𝑥") = ∑!#$#%#" 𝑎$,%
(!)𝑥$𝑥% ,

⋮

𝑓)(𝑥!, … , 𝑥") = ∑!#$#%#" 𝑎$,%
())𝑥$𝑥%𝐹 ∶= (𝑓7, … , 𝑓8): 𝔽9: ⟶ 𝔽98 quadratic map s.t.

for any 𝑑 ∈ 𝔽98, 𝐹(𝑥) = 𝑑 can be easily solved. 

n Secret key     𝐹 ∶ 𝔽9: ⟶ 𝔽98 central map

𝑇 ∶ 𝔽98⟶ 𝔽98
random linear maps𝑆 ∶ 𝔽!"⟶ 𝔽!"

n Public key 𝑃 ∶= 𝑇 ∘ 𝐹 ∘ 𝑆 ∶ 𝔽9: ⟶ 𝔽98 quadratic map
= (𝑝7, … , 𝑝8) Hide the structure of 𝐹

𝑆;7

𝐹;7

𝑇;7

𝔽*)

𝔽*)𝔽*"

𝑃
𝑠 ∈ ∋ 𝑑

Sign gen

Verification

MessageSing
𝔽*"

Without the secret key, no one can solve 𝑃 𝑥 = 𝑑.

Sign︓ 𝑑, 𝑠
𝑃 𝑠 = 𝑑
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§2.3 Various MPKC

UOV [Kipnis et al. Eurocrypt'99]  

HFEv- [Kipnis et al. Eurocrypt’99] 

Rainbow  [Ding et al. ACNS’05]

GeMSS  [Casanova et al. 2017] 

LUOV  [Beullens et al.  Indcrypt’17]

BACUOV  [Szepieniec et al. SAC’19]

MAYO [Beullens SAC’21]

QR-UOV [Furue et al. Asiacrypt’21]

⋮

Rainbow
[Ding et al. ACNS’05]

Signature 
MI [Matsumoto-Imai Eurocrypt’88]  

HFE  [Patarin Eurocrypt’96] 

ABC  [Tao et al. PQC’13]

ZHFE  [Porras et al. PQC’14] 

EFC  [Szepieniec et al. PQC’16]

EFLASH  [Cartor et al. SAC’18]

HFERP [Ikematsu et al. PQC’18]

PERN [Yasuda et al. PQC’20]

⋮

Encryption
UOV
[Kipnis et al. Eurocrypt’99]

Scheme depends on the central map construction.

MAYO
[Beullens  SAC’21] 

QR
[Furue et al.  Asiacrypt’21] 

GeMSS
[Casanova et al.]
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• 1997 Oil & Vinegar (OV) signature scheme proposed 

• 1998 OV signature scheme broken in polynomial time by the KS attack [1] 

• 1999 Unbalanced Oil & Vinegar (UOV) signature scheme proposed [2] 

• 2005 Rainbow signature scheme proposed [3] 

• 2017 Rainbow submitted to the NIST Post-Quantum Cryptography (PQC) standardization process 

• 2020 Rainbow selected as a finalist in the NIST PQC competition 

• 2022 Rainbow broken [4] and dropped from the NIST standardization process 

• 2023 Seven UOV-based signature schemes submitted to the NIST additional call for proposals 

• 2024 UOV, QR-UOV, MAYO, and SNOVA advance to Round 2 

• 2026 UOV, QR-UOV, MAYO, and SNOVA advance to Round 3

§3.1 UOV history

[1] Kipnis, Aviad and Shamir, Adi: Cryptanalysis of the oil & vinegar signature scheme, CRYPTO'98

[3] Ding, Jintai and Schmidt, Dieter: Rainbow, a new multivariable polynomial signature scheme, ACNS 2005

[4] W. Beullens: Breaking Rainbow Takes a Weekend on a Laptop, Cryptoʼ22

The difference 
between UOV and OV 

is parameter

[2] Aviad Kipnis, Jacques Patarin, and Louis Goubin. Unbalanced Oil and Vinegar signature schemes, EUROCRYPTʼ99 
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§3.2 The main idea of UOV

𝑓! ≔ 2𝑥!" + 𝑥!𝑥" + 𝑥"" + 𝑥"𝑥# + 𝑥#" + 𝑥!𝑥3 + 𝑥"𝑥3 + 𝑥#𝑥4 = 1

𝑓" ≔ 𝑥!" − 𝑥!𝑥" + 2𝑥"" + 𝑥"𝑥# − 𝑥#" + 𝑥!𝑥4 − 𝑥"𝑥3 + 𝑥#𝑥3 − 𝑥#𝑥4 = 2

We can easily solve the following equations over 𝔽%

𝑔! = 𝑥!" + 2𝑥!𝑥" + 2𝑥"" − 𝑥"𝑥# + 2𝑥#" + 𝑥!𝑥3 + 2𝑥!𝑥4 − 𝑥"𝑥3 − 𝑥"𝑥4
−𝑥#𝑥3 + 𝑥#𝑥4 + 𝑥3" + 𝑥3𝑥4 + 3𝑥4" = 1

𝑔" = 2𝑥!" − 𝑥!𝑥# + 3𝑥"" + 2𝑥#" + 3𝑥!𝑥4 + 3𝑥"𝑥4 + 𝑥#𝑥3 + 2𝑥#𝑥4
−𝑥4" = 2

𝑔! ≔ 𝑓! 𝑥 % 𝑆=

−1 1 −1 0 1
0
−1
3
0

3
2
0
1

1
−1
3
3

2
2
0
1

3
3
0
3

𝑆
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4.7 Rainbow 方式

§3.3 UOV construction

𝑥 = 𝑥!, … , 𝑥: , 𝑥′ = 𝑥:;!, … , 𝑥:;< , 𝑛-variables 

𝑓!(𝑥, 𝑥=) = ∑𝑎>,?
! 𝑥>𝑥:;? + 𝑞𝑢𝑎𝑑 𝑝𝑜𝑙𝑦. 𝑖𝑛 𝑥

⋮
𝑓<(𝑥, 𝑥=) = ∑𝑎>,?

< 𝑥>𝑥:;? + 𝑞𝑢𝑎𝑑 𝑝𝑜𝑙𝑦. 𝑖𝑛 𝑥

n UOV central map

𝐹 ≔ 𝑓!, , … , 𝑓< ∶ 𝔽@A ⟶ 𝔽@<

n Parameter:  𝑣, 𝑜 ∈ ℕ, 𝑛 = 𝑣 + 𝑜

vinegar variables oil variables

each coefficient is randomly chosen from 𝔽!

n UOV secret key

n UOV public key
𝑃 ≔ 𝐹 ∘ 𝑆 = 𝑝!, , … , 𝑝< ∶ 𝔽@A ⟶ 𝔽@<

𝑆: 𝔽@A ⟶ 𝔽@A non-singular linear map
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§3.4 UOV construction (matrix)

𝑓! 𝑥!, … , 𝑥$ = 𝑥! ⋯𝑥% 𝑥%&!⋯ 𝑥$

𝑎!!
(!) ⋯ 𝑎!%

(!)

⋮ ⋱ ⋮
𝑎%!
(!) ⋯ 𝑎%%

(!)

𝑎!,%&!
(!) ⋯ 𝑎!$

(!)

⋮ ⋱ ⋮
𝑎%,%&!
(!) ⋯ 𝑎%$

(!)

𝑎%&!,!
(!) ⋯ 𝑎%&!,%

(!)

⋮ ⋱ ⋮
𝑎$!
(!) ⋯ 𝑎$%

(!)

0 ⋯ 0
⋮ ⋱ ⋮
0 ⋯ 0

𝑥!
⋮
𝑥%
𝑥%&!
⋮
𝑥$

𝑓* 𝑥!, … , 𝑥$ = 𝑥! ⋯𝑥% 𝑥%&!⋯ 𝑥$

𝑎!!
(*) ⋯ 𝑎!%

(*)

⋮ ⋱ ⋮
𝑎%!
(*) ⋯ 𝑎%%

(*)

𝑎!,%&!
(*) ⋯ 𝑎!$

(*)

⋮ ⋱ ⋮
𝑎%,%&!
(*) ⋯ 𝑎%$

(*)

𝑎%&!,!
(*) ⋯ 𝑎%&!,%

(*)

⋮ ⋱ ⋮
𝑎$!
(*) ⋯ 𝑎$%

(*)

0 ⋯ 0
⋮ ⋱ ⋮
0 ⋯ 0

𝑥!
⋮
𝑥%
𝑥%&!
⋮
𝑥$

𝑣, 𝑜 ∈ ℕ, 𝑛 ≔ 𝑣 + 𝑜

⋮

vinegar variables

oil variables

Secret 𝑆 ∈ 𝔽&'×' , Public 𝑃 = 𝐹 ∘ 𝑆 = (𝑝), … , 𝑝*)

𝑆 𝑆I, 𝑆 𝑆I, , 𝑆 𝑆I( ⋯ )𝑄B, , … , 𝑄B- =

⋮
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§3.5 UOV practical parameters 

pParameters proposed in NIST PQC project

NIST security 
category

parameter
𝒒, 𝒗, 𝒐

Public key
size

Sign
size

I 16,96,64 66.6 KB 96 B
I (256,68,44) 43.6 KB 128 B

III 256,112,72 189.2 KB 200 B
V 256,148,96 447.0 KB 260 B

ü These parameters were proposed after Rainbow was broken (06/19/2022). 
ü Public key sizes are larger compared to lattice- and isogeny-based schemes. 
ü Several UOV variants have been submitted to the NIST PQC project.
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§3.6 Basic attacks for UOV

(iv) Reconciliation attack 

(iii) UOV attack 

(ii) Direct attack 

(i) Collision attack 

(v) Intersection attack 

Forgery attack

Key recovery 
attack
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§4.1  BAC-UOV 

0 1 2
1 2 0
2 0 1

• Can expand first row in each block to whole matrices

pBlock-Anti-Circulant(BAC) UOV[*]

1 2 3
2 3 1
3 1 2

• BAC-UOV reduces public key size!!

Idea︓
 A large UOV is constructed by combining small anti-circulant matrices.

1 2 3
2 3 1
3 1 2

0 1 2
1 2 0
2 0 1

6 1 1
1 1 6
1 6 1

0 1 2
1 2 0
2 0 1

3 1 0
1 0 3
0 3 1

5 2 4
2 4 5
4 5 2

6 1 1
1 1 6
1 6 1

5 2 4
2 4 5
4 5 2

0 0 0
0 0 0
0 0 0

[*] Szepieniec, A., Preneel, B.: Block-anti-circulant unbalanced oil and vinegar. SAC 2019.
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§4.2  An attack for BAC-UOV

• Can devide BAC-UOV to small one and big one !!

1
3

1 1 1
2 −1 −1
−1 −1 2

E
𝑎 𝑏 𝑐
𝑏 𝑐 𝑎
𝑐 𝑎 𝑏

E
1 2 −1
1 −1 −1
1 −1 2

1 2 3
2 3 1
3 1 2

0 1 2
1 2 0
2 0 1

6 1 1
1 1 6
1 6 1

0 1 2
1 2 0
2 0 1

3 1 0
1 0 3
0 3 1

5 2 4
2 4 5
4 5 2

6 1 1
1 1 6
1 6 1

5 2 4
2 4 5
4 5 2

0 0 0
0 0 0
0 0 0

[*] H. Furue, K. Kinjo, Y. Ikematsu, Y. Wang, T. Takagi.: A Structural Attack on Block-Anti-Circulant UOV at SAC 2019, PQCrypto 2020.

Idea・・・Decompose anti-circulant matirces

=
(𝑎 + 𝑏 + 𝑐) 0 0

0 (2𝑎 − 𝑏 − 𝑐) (2𝑐 − 𝑎 − 𝑏)
0 (2𝑐 − 𝑎 − 𝑏) (2𝑏 − 𝑎 − 𝑐)

6 0 0
0 4 3
0 3 0

3 0 0
0 4 3
0 3 0

1 0 0
0 3 2
0 2 2

3 0 0
0 4 3
0 3 0

4 0 0
0 5 3
0 3 6

4 0 0
0 4 1
0 1 2

1 0 0
0 3 2
0 2 2

4 0 0
0 4 1
0 1 2

0 0 0
0 0 0
0 0 0

6 3 1
3 4 4
1 4 0

0 0 0
0 0 0
0 0 0

0 0 0
0 0 0
0 0 0

0 0 0
0 0 0
0 0 0

4 3 4
3 0 3
4 3 5

4 3 2
0 2 2
3 4 1

0 0 0
0 0 0
0 0 0

3 0 3
3 2 4
2 2 1

6 1 2
1 0 0
2 0 0 便宜上

21/27



§4.3  Algebraic structure 

0 0 1
0 1 0
1 0 0

E
𝑎 𝑏 𝑐
𝑐 𝑎 𝑏
𝑏 𝑐 𝑎

=
𝑏 𝑐 𝑎
𝑐 𝑎 𝑏
𝑎 𝑏 𝑐

(2) A relation between anti-circulant and circulant matrices

(1) Can represent a quotient ring ℱ as a circulant matrix:

ℱ = 𝔽 𝑥 / 𝑥+ − 1
𝑎 𝑏 𝑐
𝑐 𝑎 𝑏
𝑏 𝑐 𝑎

𝑎, 𝑏, 𝑐 ∈ 𝔽

(3)  ℱ is decompose:

𝔽 𝑥 / 𝑥+ − 1 ≅ 𝔽 𝑥 / 𝑥 − 1 ×𝔽 𝑥 / 𝑥, + 𝑥 + 1

From these facts, BAC-UOV can be broken!!
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§4.4 The idea of QR-UOV
pGeneralization of idea of BAC-UOV

Change the quotient ring ℱ to any 𝒜 = 𝔽 𝑥 /(𝑓 𝑥 )

An irreducible polynomial 𝑓 𝑥 is not decomposed!!

Ex: 𝒜 = 𝔽Q 𝑡 /(𝑡R − 3𝑡 − 1)

𝑡" + 𝑡 + 6

2𝑡" + 6𝑡 + 2

6 1 1
1 2 4
1 1 2

2 2 6
6 1 6
2 6 1

1 0 0
0 0 1
0 1 0

E
6 1 1
1 2 4
1 1 2

=
6 1 1
1 1 2
1 2 4

1 0 0
0 0 1
0 1 0

E
2 2 6
6 1 6
2 6 1

=
2 2 6
2 6 1
6 1 6
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§4.5 QR-UOV[*]

6 1 1
1 1 2
1 2 4

2 2 6
2 6 1
6 1 6

2 2 6
2 6 1
6 1 6

0 0 0
0 0 0
0 0 0

𝑡. + 𝑡 + 6 2𝑡. + 6𝑡 + 2
2𝑡. + 6𝑡 + 2 0

Ex:

NIST security 
category

parameter
𝒒, 𝒗,𝒎, 𝒍

Public key
size

Sign
size

I 127,156,54,3 24.3 KB 200 B
III 127,228,78,3 72.9 KB 292 B
V 127,306,105,3 173.7 KB 392 B

pProposed parameters

We proposed QR-UOV

[*] H. Furue, Y. Ikematsu, Y. Kiyomura, T. Takagi. A new variant of unbalanced oil and vinegar using quotient ring: QR-UOV,  
ASIACRYPT 2021 

NIST security 
category

parameter
𝒒, 𝒗, 𝒐

Public key
size

Sign
size

I 16,96,64 66.6 KB 96 B
I (256,68,44) 43.6 KB 128 B

III 256,112,72 189.2 KB 200 B
V 256,148,96 446.9 KB 260 B
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§4.6 Other candidates 
2 1 3
0 1 1
1 2 0

6 1 1
1 2 4
1 1 0

6 1 1
1 2 4
1 1 0

1 2 4
1 3 5
2 3 0

A large UOV is constructed by combining small UOVs.

6 1 1
1 2 4
1 1 0

From some (2,1)-type UOV, one constructs (4,2)-type UOV

pMAYO[*]・・・

2 1 3
0 1 1
1 2 0

• Public key consists of some small UOVs. Public key size is reduced.
Constructing UOV using matrix ringpSNOVA[**]・・・

• One matrix generates multiple quadratic polynomials. 
• As a result, the public key size is reduced.

4 quadratic 
polynomials

[*] W. Beullens, F. Campos, S. Celi, B. Hess, M. Kannwischer. MAYO specification. 
[**] L.-C. Wang, C.-Y. Chou, J. Ding, Y.-L. Kuan, M.-S. Li, B.-S. Tseng, P.-E. Tseng, C.-C. Wang. SNOVA specification.
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§4.7 Size camparison 

NIST 
security 
category

Algorithm
Public key

size
Sign
size

I UOV
66.6 KB 96 B

43.6 KB 128 B
I QR-UOV 24.3 KB 200 B

I MAYO 
1.4 KB 454 B 
4.8 KB 186 B 

I SNOVA 
9.6 KB 124 B 
2.3 KB 165 B 
1 KB 248 B 
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Conclusion

ØPQC and MPKC 

ØNIST PQC standardization project 

ØUOV is a fundamental MPKC scheme 

ØQR-UOV improves efficiency over UOV
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