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Summar 2/27

v UOV is a multivariate signature scheme

v UOV provides compact sign and efficient signing
v However, its public key size is large

v' an efficient variant QR-UOV was proposed

Topics
- PQC. MPKC

- UOV

. QR-UOV
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§1.1 MPKC 4/27

B Multivariate Public Key Cryptography(MPKC)

v' based on the hardness of multivariate quadratic(MQ) problem

/Ex: Consider the following multivariate quadratic equations over F;, \
py = 11x2 + 24x,x, + 5x1%5 + 22x5 + x,x3 + 17x2,

py = 27x% + 29x,x, + 24x3 + 27x,%5 + 19x3,

p3 = 4x% + 6x1%, + x1%5 + 257 + 27x,%x3 + 26x3.

P := (p1,p2,p3) : IF§1 - Fgl
(%1, x2,x3) = (0,1,1) ===  P(0,1,1) =(9,816) Easy to substitute
Q(xll Xz,X3) = (9'8'16) ‘ (x11x2!x3) = i(O,l,l) Hard tO SOIVe /

v’ Matsumo-Imai first introduced MPKC in 1988[MI88]
v MPKC is actively studied as a candidate of PQC

v NIST PQC project considers UOV to be a good scheme

NIST would like submissions for signature schemes that have short signatures and fast verification (e.g., UOV).

[MI88] Matsumoto, T et al.: Public quadratic polynomial-tuples for efficient signature-verification and message-encryption, EUROCRYPT1988



§1.2 PQC s/27

[ | ?
P_O'L a lot of merit
( PKI Quantum
S < - compute
. RSA(1978) Shop
L ECC(1985) algo:‘)itlfm

Post Quantum Cryptography (PQC)

m Until when ?

v It is considered that it takes more than 10 years to bulit a large scale QC
v However, it also take a lot of effort and time to update cryptosystem

v" Therefore developing PQC is required as soon as possible



§1.3 NIST PQC standardization &2z

- A project in NIST to standardize digital signatures, NIST
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https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization



§1.4 Various PQ 121
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p1 = 11x12 —+ 24X1X2 + SX1X3 + 22x% + X2X3 + 17.76'%,
py = 27x% + 29x1x, + 24x% + 27x,%3 + 19x2,
p3 = 4xf + 6x1x, + x1x3 + 25x5 + 27x,x3 + 26x3.

MPKC
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§2.1 MQ problem

B MQ (Multivariate Quadratic) problem
" p1, e Pm € Fglxy, ..., x,] quadratic polynomials

kFind z €Fy st. pi1(z2) = =pp(2) = 0.

1 1
P1(X1, - Xn) = Di<isjen ai(,j)xixj + Yis<isn bi( )xi +

m m
Pm (X1, s Xp) = leistn alg,j )xlx] + Y1<izn bi( )xi

This is proven to be NP-complete [6379]

[GI79] M. R. Garey et al., Computers and Intractability: A guide to the theory of NP-completeness
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B Fukuoka MQ Challenge* e

v" A contest for estimating MQ problem

v' There are 6 types of MQ problem
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§2.2 General construction

B Def. Central map

F:=(f1, .., fm):Fg — Fg* quadratic map s.t.

for any d € F}, F(x) = d can be easily solved.

B Secret key

F:Fg — F  central map

S Fg— Fy
T:IFZ"—) IFZ"

€))

fi(xg, e xp) = leistn a; i XiXj,

(m)

fn (X1, o, %) = Xi<izjsn a; i XiXj

) random linear maps

B Publickey P:=ToFoS:F?— F™ quadratic map
= (pl' ""pm)
Sing p Message
s € Fg - Fg 5d
Verification
‘ s-1 T~ I Sign : (d,s)
Fo . >ign gen Fm P(s) =d
\_ F )

Without the secret key, no one can solve P(x) = d.



§2.3 Various MPKC 11/27

Encryption j
MI [Matsumoto-Imai Eurocrypt’88]

HFE [Patarin Eurocrypt’96]
ABC [Tao et al. PQC’13]
/HFE [Porras et al. PQC’14]

EFC [Szepieniec et al. PQC’16]

EFLASH [Cartor et al. SAC’18]
HFERP [lkematsu et al. PQC’18]

PERN [Yasuda et al. PQC’20]

—— Signature ——
Uuov [Kipnis et al. Eurocrypt'99]

HFEv- [Kipnis et al. Eurocrypt’99]
Rainbow [Ding et al. ACNS’05]
GeMSS [Casanova et al. 2017]

LUOV [Beullens et al. Indcrypt’17]

MAYQ [Beullens SAC’21]

___

Scheme depends on the central map construction.

\_

BACUQOV [Szepieniec et al. SAC'19]

QR-UOV [Furue et al. Asiacrypt’21]

/




Contents 12/27

§1 Background
§2 MPKC

§3 UQOV signature scheme
§4 QR-UQV signhature scheme

§5 Conclusion



§3.1 UOV history

e 1997 Oil & Vinegar (OV) signature scheme proposed

e 1998 OV signature scheme broken in polynomial time by the KS attack [1]

« 1999 Unbalanced Oil & Vinegar (UOV) signature scheme proposed [2] The difference
between UOV and OV

* 2005 Rainbow signature scheme proposed [3] IS parameter

e 2017 Rainbow submitted to the NIST Post-Quantum Cryptography (PQC) standardization process

e 2020 Rainbow selected as a finalist in the NIST PQC competition

e 2022 Rainbow broken [4] and dropped from the NIST standardization process

e 2023 Seven UOV-based signature schemes submitted to the NIST additional call for proposals

* 2024 UQV, QR-UQOV, MAYO, and SNOVA advance to Round 2

* 2026 UOV, QR-UOV, MAYO, and SNOVA advance to Round 3

[1] Kipnis, Aviad and Shamir, Adi: Cryptanalysis of the oil & vinegar signature scheme, CRYPTO'98
[2] Aviad Kipnis, Jacques Patarin, and Louis Goubin. Unbalanced QOil and Vinegar signature schemes, EUROCRYPT'99
[3] Ding, Jintai and Schmidt, Dieter: Rainbow, a new multivariable polynomial signature scheme, ACNS 2005

[4] W. Beullens: Breaking Rainbow Takes a Weekend on a Laptop, Crypto’22



§3.2 The main idea of UOV

We can easily solve the following equations over F-

f1 = 2x12 + X1Xp + x% + Xox3 + x% + X1X4 + Xpx4 + X3Xx5 = 1

fo = x12 — X1Xy + 2x§ + XyX3 — x§ + X1X5 — XpX4 + X3X4 — X3X5 = 2

4 )

11 -1 0 1
0 3 1 2 3 (S)
S =[-12 -1 2 3 .= f.(x -
3 0 3 0 0 i fl
9 0 1 3 1 3 y

| 4

g1 = x12 + 2x1Xx, + 2x§ — XpX3 + 2x§ + X1X4 + 2X1 X5 — XoX4 — X X5
—X3X, + X3Xc + X5 + X4xc + 3x§ =1

o = 2x% — x1x3 + 3x% + 2x5 + 3xyxs + 3xyXc + X3x,4 + 2X3Xc
2
_x5 =2



§3.3 UOV construction

B Parameter: v,0 € N, n=v+o

!/ .
x = (xq, .., %Xy), X = (Xpiq1,.rXprp),  N-variables
vinegar variables oil variables

B UOV central map

each coefficient is randomly chosen from F,

fi(x,x") = Zal] XiXy4+j + quad poly.in x

folx,x") = Za x iXy+j T quad poly.in x

B UOV secret key

Fi=(fi, o fo) : F2 — I

S:Fqg — Fg non-singular linear map
m UOV public key

P:=FoS=(p,.,po): Fg — g




§3.4 UOV construction (matrix) /27

v,oeENn==v+o

[ vinegar variables

fl(xlr ---»xn) = (xy Xy Xpg1t Xn)

[ oil variables /

fo(xlx ---rxn) = (xl Xy Xpg1to xn)

€] €]
( Ay 0 Qg
» @
Ay 7 Ay
(D €Y)
Apr11 " Apy1w
(1) ©
Anq Any
(0) (0)
/ A1 0 Qg
© (0
Ayy 7 Ay
(0) (0)
Apr11 7 Api1w
\ag o

(€9)
al,v+ 1

)

0 -

(0)

al,v+1 o

,©

0 -

v+l

0 -

€9)
A \
e
v+l @

0 -

n

Secret S € F¢*" , Public P =F oS = (py, ..., p5)

(o 0n,) = ( SEF ST, 5 FFISE,

SESt)



§3.5 UOV practical parameters 1727

OParameters proposed in NIST PQC project

NIST security parameter Public key
category (q,v,0) size
I

(16,96,64) 66.6 KB 96 B
| (256,68,44) 43.6 KB 128 B
[ (256,112,72) 189.2 KB 200 B
V (256,148,96) 447.0 KB 260 B

v These parameters were proposed after Rainbow was broken (06/19/2022).
v Public key sizes are larger compared to lattice- and isogeny-based schemes.
v' Several UOV variants have been submitted to the NIST PQC project.



§3.6 Basic attacks for UOV

—_—

(1) Collision attack
— Forgery attack

(i) Direct attack
(1ii) UOV attack n

(iv) Reconciliation attack — Key recovery
attack

(v) Intersection attack
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§4.1 BAC-UOV 20/27

OBlock-Anti-Circulant(BAC) UOVL™]

Idea :
A large UOV is constructed by combining small anti-circulant matrices.

1 2 3,01 276 1 1
/231 1 2 0:1 1 6
3 1 2:2 0 1:'1 6 1

3 1 2772 0 1 61T TS5 AT0 0 0
\1 1 6.2 4 5.0 0 o/
1 6 1'4 5 2:0 0 0

« Can expand first row in each block to whole matrices

« BAC-UOQOV reduces public key size!!

[*] Szepieniec, A., Preneel, B.: Block-anti-circulant unbalanced oil and vinegar. SAC 2019.



8§4.2 An attack for BAC-UOV 2127

Idea - - - Decompose anti-circulant matirces
1/1 1 1\ fa b ¢\ /1 2 -1
§(2 —1 —1>-<b c a)-(l —1 —1)

-1 -1 2 c a b 1 -1 2

(a+b+c) 0 0
= 0 (2a—b—-c) (2c—a-—>b)
0 (2c—a—-b) (2b—a-—c)

12 3,01 2/6 1 1 ® 06 0 0.0 0
/23151205116\ B 4 310 @ 60 G @
3.1 . 2:2 0 _1;1 6 1] 0D 32 000 B 0'0 2 @

0 1 2:3 1 0'5 2 4 I3 0 04 ®» €4 ® D
1 20103245 =) |pao d6 3.0 2 2
{2 0 1:0 3 1:4 5 2] 06 04 3 5:9 4 2

6 1 1'5 2 4:'0 0 0 a 0 003 0 86 0 |
\11652455000/ O G 2% 2 4.0 0 0
1 6 114 5 210 0 0 @ 22 2 22 0

« Can devide BAC-UOV to small one and big one !!

[*] H. Furue, K. Kinjo, Y. Ikematsu, Y. Wang, T. Takagi.: A Structural Attack on Block-Anti-Circulant UOV at SAC 2019, PQCrypto 2020.



§4.3 Algebraic structure

(1) Can represent a quotient ring F as a circulant matrix:

a b c
T:[F[x]/(x:%—l)ﬂ {(C a b) a,b,cEIF‘}

b ¢ a

(2) A relation between anti-circulant and circulant matrice:

0 0 1 a b c b ¢ a
(O 1 O) . (c a b) = (c a b)
1 0 O b ¢ a a b c
(3) F is decompose:

Flx]/(x3 — 1) = F[x]/(x — 1)XF[x]/(x* + x + 1)
From these facts, BAC-UOV can be broken!!



84.4 The idea of QR-UOV

OGeneralization of idea of BAC-UOV

Change the quotient ring F to any A = F[x]/(f(x))

» An irreducible polynomial f(x) is not decomposed!!

Ex: A=F,[t]/(t>-3t—-1)

6
t?+t+6 mmp (1

1

2
2t% + 6t + 2 =) <6
2

()

p—

1
4
2

6
6
1

)= |

g

1 0 0
0 0 1
0 1 0

1 0 0
0 0 1
0 1 0

)

)

2
6
2



§4.5 QR-UOVL™]
We proposed QR-UQOV

611@226\

EX:
NIST security parameter Public key
( category (q,v,0) size O |
I

(16,96,64) 66.6 KB 96 B

| (256,68,44) 43.6 KB 1288 /
1] (256,112,72) 189.2 KB 200 B
(256,148,96) 446.9 KB 260 B
category (q,v,m,l) size
I (127,156,54,3) 24.3 KB 200 B
Il (127,228,78,3) 72.9 KB 292 B
Vv (127,306,105,3) 173.7 KB 392 B

[*] H. Furue, Y. Ikematsu, Y. Kiyomura, T. Takagi. A new variant of unbalanced oil and vinegar using quotient ring: QR-UQV,
ASIACRYPT 2021



§4.6 Other candidates

OMAYOL*] < < < Alarge UOV is constructed by combining small UOVs.

2 1 3'6 1 1

N (1D [Lid
<0 1 1) 1 2 4‘ ‘ - —6———1——-1—:—1———2——21‘— -

1 2 0/ \1 1 0 L 2 401 3 ¢

1 10:2 30

From some (2,1)-type UOV, one constructs (4,2)-type UOV
« Public key consists of some small UOVs. Public key size is reduced.
OSNOVAL**] « « < Constructing UOV using matrix ring

/1 2 2 0 1 0: 2 2
ax2p7s) o Qe Ll 052 (1812 ey
0 TT0TTT02I00 1 .
_ 2 002 2:2 1.1 1| % 4 quadratic
F, = (X1X2X3X4)""6 ..... S e ST R x, .
Jzo12.00.0 0 0]\, polynomials
2727171707000
1 0:2 1:0 0:0 O

« One matrix generates multiple quadratic polynomials.

« As a result, the public key size is reduced.

[*] W. Beullens, F. Campos, S. Celi, B. Hess, M. Kannwischer. MAYO specification.
[**] L.-C. Wang, C.-Y. Chou, J. Ding, Y.-L. Kuan, M.-S. Li, B.-S. Tseng, P.-E. Tseng, C.-C. Wang. SNOVA specification.



§4./ Size camparison

NIST Public key
security size
category

66.6 KB 96 B
43.6 KB 128 B
I QR-UOV 243KB  200B
1.4 KB 454 B
I MO 4.8 KB 186 B
9.6 KB 124 B
I SNOVA 2.3 KB 165 B

1 KB 248 B
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> PQC and MPKC
» NIST PQC standardization project
> UOV is a fundamental MPKC scheme

» QR-UOV improves efficiency over UOV



