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Main message

Cryptography gives a new way to look at group actions (isomorphism).

It does not only ask:
“Can we solve this isomorphism problem?”

It also asks:
“Can this action support cryptographic protocols?”

Group actions
and isomorphism

Signatures and
privacy primitives

hardness

new questions

Viewpoint: a secret group element is a hidden motion between public mathematical objects.
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Classical picture: the DLP ecosystem

Classical public-key cryptography did not just give one protocol. It gave an ecosystem.

Group + exponentiation + DLP/CDH/DDH

key exchange, signatures, blind signatures, ring signatures,
threshold signatures, anonymous credentials

protocol language

Question
Can group actions provide a similar algebraic language for post-quantum cryptography?
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Group-action picture

Instead of a public group element g a, we have a public mathematical object moved by a secret action.

x0
public object

x1 = g ⋆ x0
public object

secret motion g

Easy: given g and x0, compute g ⋆ x0.

Hard: given x0 and x1, recover a suitable g .

Useful: many post-quantum assumptions are naturally isomorphism or equivalence problems.
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Why this is interesting for this workshop

A cryptographic scheme often asks for a group action with conflicting properties.

Useful structure
efficient action evaluation

compact representation

good sampling

enough algebra to build protocols

Dangerous structure

too many invariants

easy canonical forms

large stabilizers

exploitable automorphisms

Tension
Cryptography wants enough structure to compute, but not so much structure that the hidden action
becomes easy to recover.
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Group action

Let G be a group and let X be a set. A left action of G on X is a map

⋆ : G × X → X , (g , x) 7→ g ⋆ x ,

satisfying
1G ⋆ x = x , g ⋆ (h ⋆ x) = (gh) ⋆ x .

For x ∈ X :
Orb(x) = {g ⋆ x : g ∈ G}, Stab(x) = {g ∈ G : g ⋆ x = x}.

If G is finite,
|G | = |Orb(x)| · |Stab(x)|.
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Cryptographic group action

A group action becomes cryptographic when it supports a hard inverse problem.

Group Action Inverse Problem (GAIP) / Vectorization /

Given x0 ∈ X and x1 = g ⋆ x0, find a group element g ′ ∈ G such that

g ′ ⋆ x0 = x1.

Parallelization problem

Given
x0, g ⋆ x0, h ⋆ x0,

compute
(gh) ⋆ x0.
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Pseudorandomness intuition

In many applications we want action-generated objects to look random.

Random distribution (x , y) where x , y ← X

Pseudorandom distribution (x , g ⋆ x) where x ← X , g ← G

Interpretation

The pair (x , g ⋆ x) should not reveal that y was obtained by a hidden action from x .

This is the group-action analogue of DDH-type thinking.

It is very instantiation-dependent.
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Example 1: DLP

Let Cp be the cyclic group of order p, set X := Cp \ {id}
Let G := Aut(Cp) be the automorphism group of Cp. Note that G ≈ Z∗

p

Define the group action of G on X by, for a ∈ G , g ∈ X :

a ⋆ g := ga

⋆ is one-way iff the DLP is one-way

GAIP=DLP: given g , h ∈ X , compute a ∈ G such that ga = h

Parallelization Problem = CDH: given g , ga, gb, compute gab

G acts diagonally on X × X : (g , h) 7→ (ga, ha).

Pseudorandom assumption = DDH: distinguish between:

Random distribution: ((g , h), (g ′, h′)) = ((g , g a), (gb, g c)), for g ∈ X , a, b, c ∈ G
Pseudorandom distribution: ((g , h), (gb, hb)) = ((g , g a), (gb, g ab)
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Example 2: graph isomorphism

Graph Isomorphism

Two graphs G1 = (V1,E1) and G2 = (V2,E2), with the same number of vertices |V1| = |V2|, are
isomorphic if they are the same after relabelling the vertices.
Formally, G1 is isomorphic to G2 if there is a bijective map ϕ : V1 → V2 such that (u, v) ∈ E1 if and
only if (ϕ(u), ϕ(v)) ∈ E2. We write G2 = ϕ(G1).

Graph Isomorphism Problem (GIP)

The graph isomormphism problem (GIP) asks whether two given graphs G1 and G2 are isomorphic.

GIP is solvable in quasi-polynomial time1

1László Babai: Graph isomorphism in quasipolynomial time [extended abstract]. STOC 2016: 684-697
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Example 3: Isogenies2

p: a large prime, E : (supersingular) elliptic curve over Fp

X :=p (O) : set of elliptic curves defined over Fp with endomorphism ring O
G := cl(O): ideal class group, acts freely and transitively on p(O)
We can idenfify cl(O) with ZN , where N = |cl(O)| via

φ : ZN → cl(O)
a 7→ ga

Instead of writing ga ⋆ E , we write a ⋆ E

Quadratic twist: given E1 := a ⋆ E0, we can efficiently compute (−a) ⋆ E0 without the
knowledge of a. Denoted by E−1 or E−1

1 .

GAIP (GA-DLOG): Given E0 and E1 = a ⋆ E0, compute a

2Wouter Castryck, Tanja Lange, Chloe Martindale, Lorenz Panny, Joost Renes: CSIDH: An Efficient
Post-Quantum Commutative Group Action. ASIACRYPT (3) 2018: 395-427
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Example 4: Isomorphism of multivariate polynomials

Proposed by Patarin3: Hidden Field Equations, Rainbow

Given be a finite field Fq. Let F be the set of vectors of m polynomials (of degree 2) in
Fq[x1, · · · , xn]
The group G := GL(n, q)×GL(m, q) acts on F as follows:

Given (A,B) ∈ G and F ∈ F , define

(A,B) ⋆ F := BF (A(x1, · · · , xn)t)

First multiply A with the column vector (x1, · · · , xn)t : y := A(x1, · · · , xn)t
Then evaluate F at y to obtain z := F (y) - a vector of m polynomials in n variables of
degree D
Finally, multiply B with z - resulting a vector of m polynomials of degree D

Quadratic form map isomorphism problem (QFMI): restrict to homogeneous
quadratic polynomials.

3Jacques Patarin: Hidden Fields Equations (HFE) and Isomorphisms of Polynomials (IP): Two New Families
of Asymmetric Algorithms. EUROCRYPT 1996: 33-48
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Example: Code Equivalence

A code C is a vector subspace of dimention k in Fn
q

C can be described by a generator matrix G ∈ Fk×n
q , i.e., x ∈ C if and only if x = uG for

u ∈ Fn
q

Two codes C and C′ are linear equivalence iff ∃(S ,Q) ∈ GL(k, q)×Mon(n, q) such that
G ′ = SGQ

Here Mon(n, q) is the set of monomial matrix over Fq

The group G = GL(k, q)×Mon(n, q) act on the set of full-rank matrices in Fk×n
q .

⇒ LESS signature scheme: https://www.less-project.com/
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Example: Matrix Code Equivalence5

Matrix code: a subspace ofM(m × n, q) of dimension k endowed with rank metric
d(A,B) = Rank(A− B)

Two matrix codes C and D are called equivalent if there exist two matrices A ∈ GL(m, q)
and B ∈ GL(n, q) such that ACB = D, i.e., for all C ∈ C we have ACB ∈ D

The group G := GL(m, q)×GL(n, q) acts on the set of the set of matrix codes.

⇒ Matrix Code Equivalence (MCE) problem4

⇒ MEDS signarture scheme: https://www.meds-pqc.org/

4Thierry P. Berger: Isometries for rank distance and permutation group of Gabidulin codes. IEEE Trans. Inf.
Theory 49(11): 3016-3019 (2003)

5From slides of Samardjiska and Qiao - NIST PQC Seminar 2023
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Example: Alternating trilinear forms

A trilinear form ϕ : Fn
q × Fn

q × Fn
q → Fn

q is alternating if ϕ evaluates to 0 whenever two
arguments are the same.

i.e., ϕ(u, u, v) = ϕ(u, v , u) = ϕ(v , u, u) = 0 for all u, v ∈ Fq

Let ATF(n, q) be the set of all alternating trilinear forms definited over Fn
q.

GL(n, q) acts on ATF(n, q) by: A ∈ GL(n, q) sends ϕ ∈ ATF(n, q) to
ϕ ◦ A ∈ ATF(n, q), with

(ϕ ◦ A)(u, v ,w) := ϕ(Atu,Atv ,Atw), ∀u, v ,w ∈ Fn
q

This defines an equivalence relation ∼ on ATF(n, q) : ϕ ∼ ψ if and only if ϕ = ψ ◦ A for
some A ∈ GL(n, q)

⇒ Alternating Trilinear Form Equivalence (ATFE) problem

⇒ ALTEQ signature: https://pqcalteq.github.io/
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Example: Others

Lattice isomorphism problem: HAWK signature scheme6

The group is infinite acting on an infinite set

Other group actions on lattices7

Theorem

QFMI, MCE and ATFE are polynomial-time equivalent.a b c

aJ. A. Grochow and Y. Qiao. On the complexity of isomorphism problems for tensors, groups, and
polynomials I: tensor isomorphism-completeness. In ITCS 2021, pages 31:1–31:19, 2021.

bJ. A. Grochow, Y. Qiao, and G. Tang. Average-case algorithms for testing isomorphism of polynomials,
algebras, and multilinear forms. In STACS 2021, 38:1–38:17, 2021.

cSamardjiska and Qiao. Presentation at NIST PQC Seminar 2023

6https://hawk-sign.info/
7Ward Beullens, Shuichi Katsumata, Federico Pintore: Calamari and Falafl: Logarithmic (Linkable) Ring

Signatures from Isogenies and Lattices. ASIACRYPT (2) 2020: 464-492
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The common template

Setting Public object x Hidden action g

DLP group element exponent / automorphism

Graph isomorphism graph vertex permutation

Isogenies elliptic curve ideal class action

Code equivalence code / matrix coordinate transformation

Matrix codes rank-metric code left-right basis change

Tensors / ATFs trilinear form change of basis

The secret key is a mathematical isomorphism; the public key is the object after applying it.
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Alternating trilinear forms

Let V = Fn
q. An alternating trilinear form (ATF) is a multilinear map

ϕ : V × V × V → Fq

such that ϕ(u, v ,w) = 0 whenever two inputs are equal.

Equivalently,

ϕ ∈
3∧
V ∗, (or denoted by ATF(n, q))

In coordinates, it is a third-order tensor

ϕ = (ϕi ,j ,k)1≤i ,j ,k≤n

with antisymmetry:
ϕσ(i),σ(j),σ(k) = sgn(σ)ϕi ,j ,k .

Hence it is determined by the entries with i < j < k, and

dimFq

3∧
V ∗ =

(
n

3

)
.
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ATFE

For A ∈ GL(V ), define
(ϕ ◦ A)(u, v ,w) = ϕ(Atu,Atv ,Atw).

This gives the action
ATF(n, q)×GL(V ) −→ ATF(n, q)

Alternating Trilinear Form Equivalence (ATFE) – Decision Version

Given ϕ, ψ ∈ ATF(n, q), decide whether there exists an A ∈ GL(V ) such that ψ = ϕ ◦ A.

Alternating Trilinear Form Equivalence (ATFE) – Search Problem

Given ϕ, ψ ∈ ATF(n, q) with ψ = ϕ ◦ A, find an A′ ∈ GL(V ) such that ψ = ϕ ◦ A′.

A polynomial-time search to decision reduction is not known.

I will use ATFE for the search version in this talk.
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ATFE as a tensor-isomorphism problem

3TI

Given 3-way arrays D = (di ,j ,k) and E = (ei ,j ,k) with di ,j ,k , ei ,j ,k ∈ Fq and i , j , k ∈ [n], decide
whether there exist A,B,C ∈ GL(n, q) such that D = (A,B,C ) ⋆ E , where

(A,B,C ) ⋆ E :=

 ∑
r ,s,t∈[n]

ai ,rbj ,sck,ter ,s,t


i ,j ,k

Theorem

ATFE, 3TI, pGpI are polynomial-time equivalent.ab

aJ. A. Grochow and Y. Qiao. On the complexity of isomorphism problems for tensors, groups, and
polynomials I: tensor isomorphism-completeness. ITCS 2021

bJ. A. Grochow, Y. Qiao, and G. Tang. Average-case algorithms for testing isomorphism of polynomials,
algebras, and multilinear forms. STACS 2021

pGpI: class-2 and exponent-p p-group isomorphism problem. 20 / 39



Security landscape of ATFE

ATFE has been studied from both cryptographic and algorithmic viewpoints.

A foundation of ATFE-GMW-FS8 / ALTEQ signatures.9

Graph-theoretic algorithms.10, Invariant-based algorithms.11, Algebraic attacks.12

For this talk: I use ATFE mainly as a source of cryptographic questions for tensor isomorphism, rather
than focusing on concrete parameters.

8Gang Tang, Dung Hoang Duong, Antoine Joux, Thomas Plantard, Youming Qiao, Willy Susilo: Practical
Post-Quantum Signature Schemes from Isomorphism Problems of Trilinear Forms. EUROCRYPT 2022.

9Markus Bläser, Dung Hoang Duong, Anand Kumar Narayanan, Thomas Plantard, Youming Qiao, Arnaud
Sipasseuth, Gang Tang: The ALTEQ Signature Scheme. NIST Additional Digital Signature Schemes, Round 1.

10Ward Beullens: Graph-Theoretic Algorithms for the Alternating Trilinear Form Equivalence Problem.
CRYPTO 2023.

11Anand Kumar Narayanan, Youming Qiao, Gang Tang: Algorithms for Matrix Code and Alternating Trilinear
Form Equivalences via New Isomorphism Invariants. EUROCRYPT 2024.

12Lukas Ran, Simona Samardjiska, Martina Trimoska: Algebraic Algorithm for the Alternating Trilinear Form
Equivalence Problem. CBC 2023.
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GMW13 Σ-protocol from ATFE

Public key: ϕ0, ϕ1 with ϕ1 = ϕ0 ◦ A. Secret key: A ∈ GL(V ). Let A0 = I and A1 = A.

Prover Verifier

R ← GL(V )

τ := ϕ0 ◦ R τ

c c ← {0, 1}

Z := A−1
c R Z Check ϕc ◦ Z = τ?

Completeness:

ϕc ◦ Z = (ϕ0 ◦ Ac) ◦ (A−1
c R) = ϕ0 ◦ R = τ.

13Oded Goldreich, Silvio Micali, Avi Wigderson: Proofs that Yield Nothing But their Validity and a
Methodology of Cryptographic Protocol Design. FOCS 1986
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From the Σ-protocol to signatures

Fiat–Shamir transformation14 converts an identification scheme to a digital signature.

For parallel repetition, choose commitments

τi = ϕ0 ◦ Ri , i = 1, . . . , r .

Hash the message and commitments:

(c1, . . . , cr ) = H(m, τ1, . . . , τr ).

Return responses
Zi = A−1

ci Ri .

A signature is
σ = (τ1, . . . , τr ,Z1, . . . ,Zr ).

14Amos Fiat, Adi Shamir: How to Prove Yourself: Practical Solutions to Identification and Signature
Problems. CRYPTO 1986.
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Soundness: extracting an ATFE equivalence

Soundness: “A prover who does not know the secret should not be able to convince the verifier”

Suppose an adversary produces two accepting responses (τ, 0,Z0), (τ, 1,Z1) for the same commitment τ
but for two different challenges:

ϕ0 ◦ Z0 = τ, ϕ1 ◦ Z1 = τ.

Then
ϕ0 ◦ Z0 = ϕ1 ◦ Z1.

Hence
ϕ1 = ϕ0 ◦ Z0Z

−1
1 .

So from two valid openings we extract an equivalence

A := Z0Z
−1
1

between the two public ATFs.

Message

Breaking soundness =⇒ solve ATFE.
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Zero knowledge: simulating transcripts

In the real protocol, the prover chooses R ← GL(V ) and sends

τ = ϕ0 ◦ R.
After receiving challenge c, the response is

Z = A−1
c R.

For honest-verifier zero knowledge, simulate by choosing

c ← {0, 1}, Z ← GL(V ),

and setting
τ = ϕc ◦ Z .

Since ϕc = ϕ0 ◦ Ac , the simulated commitment has the same orbit distribution:

ϕc ◦ Z = ϕ0 ◦ (AcZ ).

Message

HVZK follows from orbit randomization and simulatable accepting transcripts; no witness information is
needed to sample an accepting transcript.
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Practical compression issues

The basic protocol has binary challenge space {0, 1}.

Soundness error is 1/2 per round.

Repetition produces many responses Z1, . . . ,Zr .

Signature size is therefore a central issue.

Standard improvements include:

larger challenge spaces;

seed-tree and unbalanced challenge-space techniques;15

MPC-in-the-head compression.16

15Ward Beullens, Shuichi Katsumata, Federico Pintore: Calamari and Falafl. ASIACRYPT 2020.
16Antoine Joux: MPC in the Head for Isomorphisms and Group Actions. CBCrypto’23/IACR ePrint 2023/664.
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Larger Challenge Space

Public key: ϕ0, ϕ1, . . . , ϕN with ϕi = ϕ0 ◦ Ai . Secret key: Ai ∈ GL(V ), i ∈ {1, . . . ,N}, again A0 = I .

Prover Verifier

R ← GL(V )

τ := ϕ0 ◦ R τ

c c ← {0, 1, . . . ,N}

Zc := A−1
c R Z Check ϕc ◦ Zc = τ?

multi-ATFE

Given ϕ1, . . . , ϕm ∈ ATF (n, q) with promise that ϕi ∼ ϕj for all i , j ∈ [m]. Find A ∈ GL(V ) and i ̸= j
such that ϕi = ϕj ◦ A.
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Ring Signature

An ordinary signature proves:

“I know the secret key for this public key.”

A ring signature proves:

“I know the secret key for one public key in this ring.”

Given a ring of public keys
R = {pk1, . . . , pkN},

the signer uses one secret key skI , but hides the index I .

Security goals

Unforgeability: only a real ring member can sign.

Anonymity: the verifier cannot tell which member signed.

For ATFE-based signatures:
pkj = (ϕ0, ϕj), ϕj = ϕ0 ◦ Aj .

The signer proves knowledge of one hidden equivalence AI , without revealing I . 28 / 39



Basic ring Σ-protocol from ATFE

A ring contains public ATFs
R = {ϕ1, . . . , ϕN}, ϕj = ϕ0 ◦ Aj .

The prover knows AI for one hidden index I .

Prover Verifier

R ← GL(V ), π ← SN

τk := ϕπ(k) ◦ R for k ∈ [N] τ1, . . . , τN

c c ← {0, 1}

c = 1 : send π,R π,R Check τk = ϕπ(k) ◦ R ∀k

c = 0 : W := AIR
W Check ϕ0 ◦W ∈ {τ1, . . . , τN}
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Linkable ring signatures: basic idea

A linkable ring signature is a ring signature with an extra feature:

same hidden signer signs twice =⇒ the two signatures can be linked.

But the signer should still remain anonymous inside the ring.

Common idea
Each signer has a deterministic linkability tag Ti .

The same hidden signer produces the same tag, so repeated signatures can be linked.

However, the tag should not reveal the signer index i inside the ring.
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Implementing linkability for ATFE

For the main ATFE action, each public key has the form

ϕi = ϕ0 ◦ Ai ,

where Ai ∈ GL(V ) is the signer secret.

For linkability, introduce a separate public base object

ρ0,

used only for the tag action.

Define a second action, denoted by ⋆:
Ti = ρ0 ⋆ Ai .

A natural choice
ρ ⋆ A := ρ ◦ A−T .

Hence the tag is
Ti = ρ0 ◦ A−T

i .
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Checking linkability and trivial stabilizers

In a linkable ring signature, linking is checked by comparing tags:

σ1 ∼ σ2 ⇐⇒ T1 = T2.

Suppose two users produce the same tag
Ti = Tj

Then
ρ0 ◦ AT

i = ρ0 ◦ AT
j ⇔ ρ0 ◦ (A−1

j Ai )
T = ρ0.

Thus
(A−1

j Ai )
T ∈ Stab(ρ0).

Why trivial stabilizer matters

If
Stab(ρ0) = {I},

then
Ti = Tj =⇒ Ai = Aj .
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Why trivial stabilizers matter

Linkable ring signatures:
Ti = ρ0 ⋆ Ai .

If
Stab⋆(ρ0) = {I},

then equal tags imply equal hidden keys:

Ti = Tj =⇒ Ai = Aj .

Ordinary ATFE signatures: if
Stab(ϕ0) = {I},

then the GMW response is unique. This unique-response property supports QROM security for the
Fiat–Shamir signature17 18.

Message

Trivial stabilizers enable linkable ring signatures and QROM-secure digital signature.
17Q. Liu and M. Zhandry. Revisiting post-quantum fiat-shamir, CRYPTO 2019
18J. Don, S. Fehr, C. Majenz, and C. Schaffner. Security of the fiat-shamir transformation in the quantum

random-oracle model, CRYPTO 2019 33 / 39



Trivial stabilizers: evidence and conjecture

For an ATF
ϕ ∈ ∧3V ∗, Stab(ϕ) = {A ∈ GL(V ) : ϕ ◦ A = ϕ}.

Immediate obstruction. If 3 | (q − 1), then there exists λ ̸= 1 with λ3 = 1, and hence

ϕ ◦ (λI ) = ϕ.

So the stabilizer is non-trivial.

Experiments
q n trivial stabilizer
2 10, 11 100/100
3 10, 11 10/10

Conjecture (2022)

For n ≥ 10 and 3 ∤ (q − 1), a random ATF over Fq has trivial stabilizer with high probability.

⇒ Confirmed by Qiao et al. (2026)
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From linkability to paired ATFE samples

For an ordinary ATFE public key, signer i has

ϕi = ϕ0 ◦ Ai .

For linkability, we also publish a tag
Ti = ρ0 ⋆ Ai .

In the GL(n, q) instantiation, the tag action can be written as

ρ ⋆ A := ρ ◦ A−T .

Hence the public information contains two related ATFE-type samples:

ϕi = ϕ0 ◦ Ai , Ti = ρ0 ◦ A−T
i .

Hardness question

Does publishing the tag Ti make it easier to recover the hidden equivalence Ai?
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Towards t-ATFE

The linkability tag motivates a broader multi-instance problem.

t-ATFE
Given

ψ1 = ϕ1 ◦ A, ψ2 = ϕ2 ◦ A, . . . , ψt = ϕt ◦ A,

with A ∈ GL(n, q), find an A′ ∈ GL(n, q) such that

ψ1 = ϕ1 ◦ A′, ψ2 = ϕ2 ◦ A′, . . . , ψt = ϕt ◦ A′,

Question
How large must t be before the hidden transformation A becomes easy to recover?
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Solving t-ATFE

One approach: Transform ATFE instances into MCE instances.

1 Utilize existing attack against t-MCE19: hence t ≈ ⌈ n2

n−1⌉ ≈ n samples would be enough

2 Use algebraic modelling 20 (.... naive prediction ... in progress with Hyungrok Jo...)

1 Quadratic linearization: t ≈ n2+1
n−3 ≈ n

2 degree-3 XL: ≈ n
3

Other approaches?21

19Alessandro Budroni, Jesús-Javier Chi-Doḿınguez, Giuseppe D’Alconzo, Antonio Josè Di Scala, Mukul
Kulkarni: Don’t Use It Twice! Solving Relaxed Linear Code Equivalence Problems. ASIACRYPT 2024

20Lars Ran, Simona Samardjiska, Monika Trimoska: Algebraic Algorithm for the Alternating Trilinear Form
Equivalence Problem, CBCrypto 2023

21Anand Kumar Narayanan, Youming Qiao, Gang Tang: Algorithms for Matrix Code and Alternating Trilinear
Form Equivalences via New Isomorphism Invariants. EUROCRYPT 2024
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Upcoming Book
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Thank you very much!
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