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Broadcast in The Head:
Increased Ciphertext
Capacity & Anamorphism

A generic technique to embed multi-bit
messages into 1-bit ciphertexts using
virtual recipient sets, achieving optimal
LWE ciphertext sizes and robust
anamorphic cryptography.




The Coercive Threat & The Anamorphic Paradigm
Introduced by Persiano, Phan, and Yung (Eurocrypt 2022)

/, The Dictator
(Coercive Threat)

Bob

Alice
(Receiver)

(Sender)

The Problem

Standard PKE fails in a coercive environment. Allow users to communicate privately in

If the Dictator forces Bob to hand over his authoritarian settings by concealing hidden,

covert messages entirely inside of innocuous,

secret key, all confidentiality is lost. :
Y y standard ciphertexts.




Anamorphic Cryptography [PPY22]

Standard PKE (Visible to Dictator)

Dictator Demands Key: K:_By Decryption: Dictator Result: Dictator observes
Ob surrenders as ecrypts the intercepte the Innocent decoy message
Bob d k decrypts the i P he i decoy g
(anamorphic secret key) ciphertext ct ): m and is satisfied.
i
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Anamorphic encryption deploys a double key (dk) to construct a covert bypass tunnel.
Surrendering the primary key (ask) only reveals the decoy message.



Syntax of an Anamorphic Triplet X

Underlying PKE = (KGen, Enc, Dec) :  Anamorphic Triplet £ = (aGen, aEnc, aDec)
: * aplk: Anamorphic public key

KGen(1%) - (pk, sk) ~ Key Generation: R T et
aGen(lA) = (apk, ask, dk) ?Ssur}enggpelgrt% cll?ctsz?t(c:)rr()e 4
l * dk: Double key
Enc(pk,m) — ct Encryption: aEnc(apk, dk, m, m) = act
l Overt , Dec(ask, act) » m

Dec(sk,ct) »> m Decryption

Covert aDEC(agk, dk, aCt) - m

act =, ct

To a dictator holding only ask, the anamorphic ciphertext is computationally indistinguishable
from a standard ciphertext.




Asymmetric Anamorphic Encryption
dk

Q==

The Vulnerability @T@
Alice Bob

sdk (Encryption)

If the sender (Alice) is corrupted, the shared double key dk is exposed,
compromising the covert channel.

Shared with the Sender.

Splitting the Key

———) Kcpt secret by the Receiver.

rdk (Trapdoor Key)
Updated Syntax

The anamorphic key is split into a encryption component (sdk) and decryption component (rdk).
. Key Generation: aGen(1*) —» (apk, ask, sdk,rdk)

r

" Decryption: aDec(sdk, rdk, ask, act) — m




The Bandwidth Bottleneck
in Unstructured Lattices

> Dual-Regev and unstructured LWE yield
highly secure but highly inefficient 1-bit

encryption.

» Classic methods to encrypt multiple
bits  scale linearly,  destroying
efficiency.

> BitH achieves multi-bit capacity without

increasing the ciphertext size.

-

|-

Standard Growth:
ICT:| = 0(t) X |CTy]

BitH Target:
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Primitives: Anonymous Broadcast and Anamorphic KEMS

Merging two distinct worlds: hiding WHO receives a message vs. hiding THAT a message is sent.

Anonymous Broadcast Encryption (Anon BE)

ct < Enc(ek, (($,S))) where S € |N]

Anamorphic KEM

(ct, kem) « kenc(pk)

{A Anamorphism ensures the hidden message remains perfectly concealed even upon full

surrender KEM secret key.

]




Anamorphic Security

Formalizing two advanced security notions beyond standard anamorphism.

1. Asymmetric Anamorphism

mgo VS m4

|Pr[aCPAGY,, ] — Pr[aCPAG,, ]| < negl()

2. Adversarial Robustness

Standard

KEM
Ciphertext

(ct)

Prevents malicious ciphertext
forgery by non-ring members.
aDec(rdk, ct) =1

with overwhelming probability



Challenges: Bandwidth-Scaling and Insider Corruption

Existing anamorphic schemes fail to scale efficiently or fail catastrophically upon insider corruption.

Security
Symmetric Anamorphism _ Asymmetric Anamorphism
1-bit
= Early Work Do et al. (DPPY, EC25)
(&)
m -
o " 1
S | :
- |
Multi-bit | : :
High Latency/Randomness 1 The BitH Target: Zero-Latency, |
Embedding : Multi-bit, Asymmetric l



Broadcast in the Head (BitH)

Instead of encrypting a message as the payload, we use the message
Bits to select the virtual recipients of a 1-bit broadcast.

The Message Shadow users Selection Encryption
SR i
’--‘\\ |l‘--~\\
1fof1fo] mp "7
e TG
T Bit String Input = ,\-"é,‘ = i -'=l~ &
i 1 e¢1 e | g o }
F Assign Virtual Users ]
i {ifi‘ht hsljlt}\wjf] Letm = my &..mN Shadow set § = ct « 1aBE.Enc(mpk, (1,5))
onstruct Se : 1 . , —
@ e in {0,1} {/ € [N]:m; =1}

Broadcast Algorithm
act « 1aBE.Enc(mpk, (8=1,5))




I The ‘Broadcast in the Head’ Paradigm
1. Create N virtual shadow recipients.
2. Map message bits to shadow identities.

Message: m = mims ... my
Shadow Set: S = {j € [N] : m; =1}

3. Encrypt a single ‘1’ to the subset S. Encryption: ct <~ AnonBE.Enc(mpk, (1, S))
i Encoding
Payload — 1

{The message is not the ‘1’. The message is who receives the ‘1’.]




The Decryption Ambiguity

IND-CPA security in unstructured lattices means decryption outside
the target set doesn't neatly fail-it returns a random coin flip.

Path A: UserisIN Set S Shadow Receiver Path B: Useris NOT in Set S
C[l] =1 =7InyS T/ trial decrypts C[l] =0=inotinS

4 LA
0

PriC'lili=1] =1 PricC il =1]'=



Mapping Cryptography to Information Theory: The Z-Channel

Lattice decryption noise creates an asymmetric Z-channel. We solve the
ambiguity using a Constant-Rate Error Correcting Code (ZECC).

Input O

Zin(00)=1/2
Z1/2(0,0) = 1/2
Z1/2(1,0) =0
Z1,2(1,1) =1

Input 1




Decoding Noise: Z-Channel

Input Bits Output Bits
Legitimate recipient key: Deterministic

‘I’ (Correctness).

50%
Non-recipient key: LWE noise forcesa ~  § ¥ >
random coin flip. ?

Solution: Constant-rate ZECC (rate
~ 3.11) recovers original string.

S D
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| =1 —negl(A)
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Generic Construction 1: Asymmetric & Robust Anamorphism

By wrapping BitH in a ZECC, we achieve Asymmetric Anamorphism

Codeword C

Encoder Set S Block

Block Mapping

Encryption Key: sdk = mpk
(Sender Double Key).

|
i
i
i
L
[
|
J



Achieving Robustness via
the Double-Key
Mechanism

Every shadow user receives
TWO independent secret keys.
An anamorphic ciphertext
must decrypt to the exact
same bit under both keys to
be accepted.

Ciphertext

Consistency Check

 If mq{ = my
- Accept

|

X 1f my '=m,
- Output L (Reject)




Generic Construction 2: Trading Asymmetry for Optimal Bandwidth

Using a 2-channel Anon BE eliminates the noisy Z-channel entirely. Optimal rate (N=m), but requires

a symmetric setting.
NO NOISE / NO ECC

Message String (10110)

Trade-off:

act < 2aBE. Enc(msk, ((0,5), (1,S51)))
Encryption now requires the master secret key (msk),
shifting the security model to symmetric.




Generic Construction 2: Bypassing the Z-Channel

Zero noise = No ECC required

(1:1 optimal message rate). ®
O

Tradeoff: Requires sharing msk, ®

.\..

downgrading to Symmetric Anamorphism.

so_{z'e;mj:mjij_O}

= {1t € [m] : m|i] =1}
ct + 2aBE.Enc(msk, ((0, Sp), (1,.51)))
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Every virtual node is
assigned to a
channel, no node is
left out.

Decryption failure is
mathematically
eliminated.




Achieving Robustness via the Double-Key Mechanism
Every shadow user receives TWO independent secret keys. An anamorphic ciphertext
must decrypt to the exact same bit under both keys to be accepted.

Standard / Forged Ciphertext

Accept if: 2aBE.Dec(act, ask;') = 2aBE.Dec(act, ask?)



Concrete Lattice-Based Instantiations

Generic Concrete LWE Instantiation

Host Primitive Dual Regev KEM (DRegev)

Instantiated via DPY Anon 1-BE
(Bounded universe via k-LWE)

BitH Construction 2 (Symmetric) Instantiated via DPPY Anon 2-BE

BitH Construction 1 (Asymmetric)

Under the k-LWE assumption, using projective sampling families, the ciphertexts of
DPY/DPPY for an empty set are computationally indistinguishable from a Dual Regev
ciphertext encapsulating a random bit.

e =
a 2

Dual Regev supports a robust, asymmetric anamorphic mode via BitH without structural
modification to the host ciphertext format.




LWE-based Instantiation

Instantiating BitH with the DPY broadcast scheme (k-LWE assumption) achieves multi-bit
capacity while maintaining the same asymptotic ciphertext size as 1-bit Dual Regev.

o gy £ L2 L0 £ L L g fof- -4 fasfimy g Y- gy o 4
Lt £ g gy Lk L g Gy f Ly Ly [foF

Multi-bit = IBE EHiEEE B i

l

Message | NN IS | [

lact| = O(m log q)
Compact Zy*** vector block 6 - O(n 1082 n)



The Ciphertext Compatibility Bridge

To prove anamorphic security, a broadcast to an empty set must be computationally
indistinguishable from a standard random KEM encapsulation.

KEM Algorithm Output:
(ct, kem) < Kenc(pk)

1aBE Algorithm Output:
Broadcast to empty set: @

Intuition: Under k-LWE assumptions, removing all constraints (an empty set) causes the noise
distribution to span the entire space uniformly, mathematically mirroring a random bit encryption.




* Security Intuition: Ciphertext Compatibility via k-LWE

Dual Regev (KEM)

k-LWE
Projective

Sampling

DPY (Anon BE, S=9)

ct=1y+ e.-I- (L%J, O)T,

where y < U(Z’;H)



Pushing the Boundaries of Anamorphism

BitH achieves fully asymmetric anamorphism, adversarial robustness, and
multi-bit payloads with zero-latency.

Scheme  (Bandwidth Scaling |  Security/Robustness Latency
Do et al. 1-bit = s
(DPPY25) (Receiver-scaling) No Asymmetric Security Zero-latency
Deo-Libert26/ Embeds in Honest-sender it
Banerjee et al.|  randomness robustness only TIPS
BitH Fully Asymmetric + Zero-latency

Multi-bit capacity

(This Work) Adversarial Robustness [(Single Ciphertext)




BitH vs. State-of-the-Art Anamorphism

Moves beyond randomness embedding. Achieves high capacity without latency or
symmetric key requirements.

Zero- Aaurrmatie Adversarial Multi-bit Avibieach
Latency y Robust per CT PP
DPPY [EC25] X v X X Black-box
Deo-Libert
?Eczl 6]e v 4 v 4 X v 4 Randomness
Banerjee et al.
[Cr?ptoZ 6 X v v X Randomness
BitH (Const. 1) v 4 v 4 v v 4 Black-box
BitH (Const. 2) v 4 x v v Black-box




Beyond the Shadows

BitH opens a new paradigm for manipulating implicit hidden target-set structures

rather than encryption randomness.
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What new primitives are unlocked
when we merge virtual shadow networks
with real broadcast networks?
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