Eurocrypt 2020 Chair<eurocrypt2020programchairs@jiacr.org>
To: Fuchun Guo

Cc: eurocrypt2020programchairs@iacr.org REJECTED

Dear Fuchun Guo;

We are sorry to inform you that your submission

----------- Reseaichaindl\iitiines

3 Killed My Submission

Fuchun Guo

fuchun@uowedu.au

S UNIVERSITY
[Ikgg{.[;:ﬁ_i\.:\l}ﬂ In.sl'ltute of DS P P 202 5 OF WOLLONGONG
oL rsecurity and Cryptology AUSTRALIA




Outline

1 Perspective

1 Research
d Writing
d Conclusion

something I learnt, something I found

i Fuchun Guo Research & Writing: Why IACR Killed My Submission DSPP 2025
|



1.Perspective: TACR Papers are Important

Self-Fulfillment
(BRI

Good job and High salary
F TAERREN)

Survive in this chaotic world

IACR Papers CHEAF TR
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1.Perspective: IACR Papers are Challenging

DSPP2025

People in every research field are PEGPICOUAtAIN-PEOPIC-SCA:

A A REREEBFERET?

MF—IREISSEEA . BTHAIMNEERES T2 SIERRIERAL8? SRS Figt=
Growing topics: new security, new foundations, and new primitives.

Finding simple and interesting topics has become more difficult. Most
topics must consider multiple factors.

Short papers are harder to produce now, with research often requiring
multiple contributions and resulting in longer papers (60 pages).
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1.Perspective: Traps in the Path to IJACR

Understand why IACR says “no” through research contribution and _
will help boost the success chance (at least 1% ©)
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1.Perspective: Fuchun’s Experience

*20 years in cryptologic research (started in Sep.2005 at BT 7’() At
*Have had many rejected submissions (first submission in 2008). @g
*Served on some IACR PC and have analyzed many samples.

*Deep thinking on what cryptologic research is when booking.

*Spent two months summarizing writing tricks together with Al
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2.Research

Whether a research contribution is good enough for IACR
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2.Research: Above and Beyond (1/3)

Cryptography is studied by humans, @

Introduction
to Cryptographic
Definitions

CHEIRA
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2.Research: Above and Beyond (2/3)

= When conducting cryptologic research, we might be able to change
the world, but for most of time we only advance human knowledge

(#8 B A 2K A F27 [R) even when publishing TACR papers.

" Advance human knowledge = Above and Beyond

" Above and Beyond = Benefits (Impact) and Novelty (_)

» Benefits = Functionality + Security + Efficiency (FSE ©)
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2.Research: Above and Beyond (3/3)

Benefits (Impact) | Novelty (Intelligent)

Wow, this is good! Solid
Level 1 ’ g
cve (EMRBEME, ok [ 4) (R, FLIRR—EE)

Well, {ust so so! Incremental
Level 2 > ]
cve (S5, (EAARET) (T, 3 AT 25 )

| It could be good! New
ik BT 2 L 1 3 g
cve (A % B T R A 68 FEt, BRI )
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2.Research: Level 3 (1/3)

2.
3.
4

ElGamal Encryption

Enc(pk, m):
1.

Choose a random r

Compute C_1=g"r

Compute C_2— 00

Return CT=(C_1, C_2)

i Fuchun Guo
)

) Guo Encryption

-

Choose a random r

Compute C_1 :-

Compute C_2=g"r
Return CT=(C_1, C_2)
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2.Research: Level 3 (2/3)

|

2.
3.
4

) Guo Encryption

|

Enc(pk, m):
1.

Choose a random r

Compute C_1 :-

Compute C_2=g"r
Return CT=(C_1, C_2)

Contribution: We propose a new PKE.

* Novelty: New because it is different
* Benefits: ?°?

CPU Memory

- Fuchun Guo

Research & Writing: Why IACR Killed My Submission DSPP 2025



2.Research: Level 3 (3/3)

These research belong to Level 3 due to less convincing benefits:
1.Our proposed algorithms are simpler.

2.We solve a new research problem that hasn't been solved.

3.0ur scheme allow users to have the controlling capabilities.

4.0ur scheme can be secure against X attacks by Fuchun Guo.

5.We use a new building block to construct this primitive.

6.The KeyGen algorithm in our scheme has better security.

7.We successtully propose a secure scheme for this new primitive!
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2.Research: Level 1vs Level 2 (1/10)
‘“2”‘“'1 JCED
XA Beneiits (tmpact) | Novelty (Intelligent).

Wow, this 1s good! Solid
Level 1 ; g
cve (MM, e ) (R, HORR—) LD

Well, fust so so! Incremental
Level 2 > J
cve (S TkE, EFTRET) GRS, A 2 )

@Authors: If they (PC) read our papers carefully and think hard,
they will see that our research belongs to Level 1.

‘@Authors: We “prove” that our research belongs to Level 1.
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2.Research: Level 1vs Level 2 (2/10)

@Authors: If they (PC) read our papers carefully and think hard,
they will see that our research belongs to Level 1.

GD aamarone  #3 SOK: Research Motivations of Public-Key Cryptography » Rejected

Decision

1. Reject

Paper summary

The paper seems to be trying to categorize research motivations within cryptographic research.

Detailed comments for authors

| wish the paper could have been more concise. As a paper of this sort, trying to systemize knowledge
or categorize various motivations, | would have been happier if it was a shorter read.

s

Y
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2.Research: Level 1vs Level 2 (3/10)
@Authors: We “prove” that our research belongs to Level 1.

A submission belongs to incremental 1f
Some Optimization  (4E424MD), or
Tradeoff (}’FFE% “FQ), or
Limited Applications (#/7KZEH), or
Dependent (ﬁ[MEﬁ}}'EUEE), or

° ) / m

Not Surprising (UE%)HL,EE&E) .

-
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2.Research: Level 1vs Level 2 (4/10) (ozcs

Some Optimization (4F4Z4 M)

Example:

We proposed a more efficient/secure scheme based on [12].

Truth;

We achieve this via double encryption based on [12].
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2.Research: Level 1vs Level 2 (5/10) ezcs

Tradeoff (TFFE:\% M)

Example:

We first time achieve O(1) size ciphertext for X primitive.

Truth;

We achieve this in a very weak security model.
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2.Research: Level 1vs Level 2 (6/10) &uzcs

Limited Applications (#/7KZG=%F)

Example:

We proposed a new primitive that is very useful for X application.

Truth:
The construction requires the application with perfect setting (e.g;

all users must be online at the same time).
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REJECTED

2.Research: Level 1 vs Level 2 (7/10)

Dependent (ﬁ[MEﬁE"EuEE)

Example:
We solve the X open problems proposed in Crypto 1995.

Truth;

We actually solve it by using [12] after a simple modification.
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2.Research: Level 1vs Level 2 (8/10) uzcis

Not Surprising  ({ERREEAR)

Example:

We first time propose an efficient scheme for X in standard model.

Truth;

We add some well-known tricks to the scheme in [12] using RO
for X to obtain our scheme in standard model.

Fuchun Guo Research & Writing: Why IACR Killed My Submission DSPP 2025



2.Research: Level 1vs Level 2 (9/10)
\@Authors: We “prove” that our research belongs to Level 1.

A submission belongs to “Well, just so so” 1f
" the benefit in this submission is not what other
researchers are concerned about.

;ii \-

/e}i’..
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2.Research: Level 1vs Level 2 (10/10) ozcts

Small Impact (BLEXEH)

Example:
We propose the first O(1)-size digital signature scheme with tight
security under DL assumption in standard security model.

So what? I don’t think this problem is important!
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2.Research: Summary (1/2)

SoK: Research Motivations of Public-Key Cryptography

Efficiency: Storage/Computional/ Communication Efficiency

Security: Better (Foundations, Security Model, Security Proof)

Functionnality: Decentralized, Boundable, Traceable, Revocable,
Hierarchicel, Provable, Robust, Verifiable, Fuzzy, Partially, Fully,
Proxy, Aided, Convertible, Dynamic, Multiple, Batch,

v

The number of research problems is increasing, but they EIREIISItIEfollowing a pattern.

m; L:O
UNIVERSITY N
T W NG
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2.Research: Summary (2/2)

Fuchun’s Personal View

Compared to 20 years ago, it is harder to prove “Level-1” because:

" Most tricks (novelty) look similar from here to there.

" Increased number of research problems and most problems are

losing their importance.
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3.Writing

Whether a manuscript is ready for IACR submission.
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3.Writing: A Fake Email (1/3) %)

Based on the number of papers submitted to eprint, it is evident that the

population of cryptologic researchers is growing, with many striving to have
their submissions accepted by the IACR.

I propose that the IACR should increase its acceptance rate to accommodate
the rising number of researchers. Having their papers accepted would boost
their confidence, encouraging them to make further contributions to the
cryptology community.

Thanks & Regards,
Fuchun

30

, Fuchun Guo Research & Writing: Why IACR Killed My Submission DSPP 2025 §5§§§f§5¥0m et




3.Writing: A Fake Email (2/3)

Reasoning Reasoning

GHEIR) GHEIR)

Background »  Proposal »| Contributions

increase acceptance rate

cryptologic researchers

are orowin o
g S further contributions

from them to this
community
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3.Writing: A Fake Email (3/3)

Reasoning Reasoning

GHEIR) GHEIR)

Background »  Proposal »| Contributions

Motivation

(@)

Background »  Proposal Contributions

Academic Writing
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3.Writing: Structure (1/4)

In academic writing, all text can be categorized into two main purposes:

= Substance: This includes the core content(1% /0> N %) of the paper, such as
background (A), proposals (B), and contributions (C). It represents the what of the
research, what the paper is about, what it argues, and what it concludes.

Reasoning: This refers to the logical connections CEZ4EHERL)  between A, B,
and C. It explains how the paper moves from background to proposal and from
proposal to contributions, using deduction, induction, analogy, or validation.

A well-structured paper ensures that substance is clearly presented and reasoning is well-
articulated, making the argument both persuasive (Uil /7) and coherent(GZZ 5 14).
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3.Writing: Structure (2/4)

Substance 1

Reasoning 1

Substance 6

Reasoning 5

Substance 2

Reasoning 2

>

Substance 3

<3

Reasoning 6

Substance 7

Reasoning 7

Substance 5

Reasoning 3

Reasoning 4

<

Substance 4

/ Fuchun Guo
[ -y
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Substance 8

Reasoning 8

g

Substance 9
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3.Writing: Structure (3/4)

Motivation Analysis

(@) (531)

Background » Proposal » Contributions

— Substance (20-40% ):B+ P+ C

Academic Paper —

_ Reasoning (60-80 %): M + A
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3.Writing: Structure (4/4)

Motivation Analysis

(@) (531)

Background » Proposal » Contributions

= Reliabile(R]SE):
Comprehensive(Z HE4):
Clarity (BHTE):
Effectiveness(B R4

— Substance

Academic Paper = Necessity(WEE):
Completeness(yiﬁg'ﬁ):
Correctness(%i%’ﬁ):
— Reasoning— Consistency(—E4)
Rigor (=1E4):
Sufficiency(FE73"14):
Concreteness(ﬁ-ﬂi’ﬁ):
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3.Writing: One-by-One (1/8)

Substance(Background)

= Reliabile(ﬂ:'?;'ﬁ):

1. The paper has a severe misunderstanding about XXX in every section.

= Comprehensive(éﬁ'ﬁ):

1. The recent work of [XXX] on YYY should have certainly been mentioned,
since they also obtain ZZ7Z7Z like this paper.
The authors fail to consider the most recent works on the topic, namely the
articles of Asiacrypt 2020 and 2022 from XXX et al. [X] and [Y] respectively.
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3.Writing: One-by-One (2/8)

Substance(Proposal)

= Clarity (B E):

1.

A high-level description is missing and it would improve this paper
considerably.

= Effectiveness(B33[E)

1.
2.

The construction seems over-complicated.
The correctness error 1s so high that the protocol is really inetficient,
when repeating it to boost correctness.
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3.Writing: One-by-One (3/8)

Reasoning(Motivation)

1. The motivation of the paper 1s unclear, and the reasoning behind the

research goal 1s not well explained.
The problem trying to solve is not scientifically challenging.

Improving the concrete efficiency of MPC protocols is an important
research question.
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3.Writing: One-by-One (4/8)

Reasoning(Proposal and Analysis)

= Completeness(i%iﬂ_i%_.—_g’ﬁ):

1. The X algorithm 1s not defined in Definition 2.

2. The proof of Lemma 2 is incomplete. Why 1s XXX a valid forgery
against the scheme?
What 1s a “strong adversary”’? How i1s it different from a “weak
adversary”’? The authors didn’t explain it in the paper.
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3.Writing: One-by-One (5/8)

Reasoning(Proposal and Analysis)

I don’t think the protocol achieves the X properties claimed because.....

Equation (8) in the proof of Theorem seems wrong because...

In the security model, Adv 1s said to make all queries in advance, but
later Adv is said to adaptively query the signing oracle.
The input of algorithm X in definition and scheme are not consistent.
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3.Writing: One-by-One (6/8)

Reasoning(Proposal and Analysis)

" Rigor(GRIAFHENM):

1. Itis easy to see that

2. 'The scheme and security definitions should be formalized...
3

The security definitions are not stated formally (even though this is
supposed to be a contribution).

4. 'The paper lacks rigorous security definitions and proofs. There are
significant concerns about the scheme's security against X attacks.
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3.Writing: One-by-One (7/8)

Reasoning(Proposal and Analysis)

= Sufﬁciency(i%?f}ﬁﬁj\’ﬁ):

The formal security proof is lacking sufficient details.

I would also have liked a more thorough and systematic description of
how the parameters are chosen and a more precise description of the
attacks that are taken into account.

The technical part seems correct but is really missing some
explanations.
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3.Writing: One-by-One (8/8)

Reasoning(Proposal and Analysis)

In Section 5 I would have liked to get a slightly more intuitive
description of what a conditional XXX is.

It needs more intuition how the result (theorem 3.1) improves over the
analysis of the sampler in XXX.
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3.Writing: Summary

SoK: Research

Reliabile(R] S 14):
Comprehensive(E H4):
Clarity GEHIE):
Effectiveness(BXXIE)

— Substance

Academic Paper = Necessity(HEH):
Completeness(Foreft):
Correctness(?f,iane’ri):
— Reasoning-q Consistency(—ﬁﬁ'ri)
Rigor 1)
Sufficiency(FE704):
~— Concreteness(E{ZIK’ri):

It is not easy to complete a well-written paper. Rejection makes perfect!
IMRSRZIEE, PAREARFIEN. SHIBJLURERUX)HEE T !
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4.Conclusion
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Driver Knowledge Test
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Driver Qualification Test

G
@

Full licence
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Driving Test in AU

To pass the driving test we must

(1) score at least 90%, and

(2) have no fail items.
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4.Conclusion: Research + Writing (1/2)

Instinct (ZIS
Fast for Energy-save Accept w9 Find reasons to accept

Decision @
Paper-—>
Reject ———» Find reasons to reject

Itis therefore important to prove novelty effectively!
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4.Conclusion: Research + Writing (2/2)

The novelty in our work is solid.

BERBBEE AR, EAPCRAOBREART!
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“ Fuchun Guo

Dear author,
We are sorry to inform you that your submission
Title: Fully Tight Security Reduction for Unique Signatures
Authors: Fuchun Guo (University of Wollongong)

Willy Susilo (University of Wollongong)

was not accepted to Eurocrypt 2021.

We received many good submissions, but could only accept a small number of them to the program.

B1-2 BE#F2S (Eurocrypt) F 20211 BAHH—HIERE

R R E R R R B — R, HHARE =
ARHE SIS RO/ B ARIF T, TTH 9 2 SEBR A B R B X,
AR, BEHER . KEERNE e, BEEdARNEE

[T A, A5 77, AKSF DA PR Y B A6 2 S 28 0 5T 9 A A F 5T Tk

ARE—HBAEENERE, BEXEREXIEE —EBLIINENFH

fr

Research & Writing: Why IACR Killed My Submission DSPP 2025

UNIVERSITY
OF WOLLONGONG
AUSTRALIA




