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Abstract. We use combinatorial methods and permutation groups to
classify homogeneous boolean functions. The property of symmetry of
a boolean function limits the size of the function’s class. We exhausti-
vely searched for all boolean functions on V5. We found two interesting
classes of degree 3 homogeneous boolean functions: the first class is de-
gree 3 homogeneous bent boolean functions; and the second is degree 3
homogeneous balanced boolean functions. Both the bent and balanced
functions discovered have nice algebraic and combinatorial structures.
We note that some structures can be extended to a large boolean space.
The application of homogeneous boolean functions for fast implementa-
tion on parallel architectures is mooted.
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1 Introduction

The S-box theory emerged quite recently as a part of Cryptology. Shannon [I]
established its foundations by formulating the principles for secure product ci-
pher design. To get secure encryption algorithms, it is enough to design two
elementary blocks: a permutation block (or P-box) and a substitution block (or
S-box). P-boxes provide diffusion while S-boxes furnish confusion. Encryption
algorithms, according to Shannon’s concepts, are nothing but a sequence of ite-
rations. Each iteration uses a layer of S-boxes controlled by a secret key. Between
two consecutive iterations, a single P-box of known structure is used (the P-box
is not keyed).

Shannon’s product cipher is easy to implement. If we select building blocks
at random (so both P-boxes and S-boxes are random), we can still get with a
high probability a strong cipher provided we use “a large enough” number of
iterations [2]. The real challenge in the S-box theory is how to design S-boxes so
we can reduce the number of iterations without loss of security. Boolean functions
are universal tools for S-box design and have received considerable attention over
the last decade [45]. The cryptographic usefulness of a given boolean function
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is measured by its cryptographic properties. The collection of these properties
includes balance, strict avalanche criterion or SAC, high nonlinearity [10] [9] and
higher-degree propagation criteria [3]. If an S-box (or corresponding collection
of boolean functions) is implemented as a lookup table, then the length or the
form of boolean functions is not important. This is no longer true when the
evaluation of the function is done on the fly — this is the case in all MD-type
hashing algorithms (MD4, MD5, SHA-1, HAVAL)[15]. It was argued in [13], that
symmetric boolean functions can be very efficiently evaluated. Since symmetric
boolean functions are composed by a series of homogeneous parts in a boolean
space, we study the symmetric properties of boolean functions starting from
homogeneous boolean functions.

This work studies homogeneous boolean functions which create subclass of
symmetric functions whose terms (in the algebraic normal form) are of the same
degree. In particular, we examine symmetric properties of 3-homogeneous bent
functions and highly nonlinear balanced ones in V.

2 Boolean Functions and Permutation Groups

We first introduce necessary notations. The n-dimension boolean space V;, con-
tains the following 2" vectors (binary sequences with length n)

040:<0,"'70,0),CY1:(07"',071),"'7&27171:(17"',1,1). (1)

Let a = (a1,---,an), a; € GF(2), be a vector in V,,. Then a single term of a
boolean function on a boolean space V;, is written as ® = z{* - - - 2% In general,
a boolean function can be represented by its algebraic normal form as

flzx) = @ Cax® o =0 or 1. (2)

acV,

The values of a function form a binary sequence of the length 2. For a binary
sequence &, wt(§) denotes its Hamming weight which equals the number of 1s
in the sequence. A function, f(x), is called a d-homogeneous if all o € V,, in the
function (2) have the same Hamming weight and equal to d (wt(a) = d).

Let S,, denote a permutation group with n entries and e the unit element
of S,,. The the order of the group is n!. The minimum number of generators of

Sp is n — 1. For example, the generators can be (1 n), (1 n—1), ---, (1 2).
The highest order of the elements of S, is n. We use the traditional definition
of writing m = (i j --- k) for the permutation

(20 @)

Definition 1. Let m be an element of the permutation group S,. Assume that
permutations from S, are used to permute n variables of a boolean function. So
for a permutation © = (ij) € Sy, we can write that

7{'0{:(ij)(al’...’ai...’ajv...’an):(al’...7aj...7ai’...’an). (4)
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We say that a permutation T € S, acts on a boolean function f(x) if it permutes
the function’s variables, i.e.

rf(z)=m @ Cox® = @ Crax™" = @ cpa” (5)

aeV, TaEV, BEV,
where Ta = 3.

The permutation is a 1-1 transformation for a function f(z). Under the all
permutations in Sy, a function f(z) generates a function set {wf | 7 € S, }. For
each boolean function f(z), there exists a minimum subset, denoted by PG(f),
of S, such that {nf | 7 € PG(f)} ={nf | 7€ Sp}.

Lemma 1. Letw be an element of the permutation group Sy, and 7 f(z) = g(x).
Then

1. all the functions, nf(x) (x € S,), have the same cryptographic properties
such as Hamming weight, nonlinearity and SACUH;
2. the set {mf(x) | m € S, } forms a group if ef (x) = f(x) (e the unit of Sy,) is

the unite of the set and the group operation “o” is defined as follows

[mif ()] o [m; f(x)] = (mim;) f(2) = mi f (), (6)

where o stands for composition of functions or permutations and all 7;, 7j, ™, €

PG(f). The group is denoted by PG(f).

[19N))

The group operation “o” on PG(f) is not the operation in S,. The equality
(mimj) f(x) = 70 f () (7)

does not ensure that m;m; is equal to m except mm; € PG(f). For example,
suppose m;m; = mm, and 7} f(z) = f(x). Then we get the above equality and
T # T except m, = e.

Proof. Consider the following two parts of the proof.

1. Since the permutation is a linear 1-1 variable transformation, it preserves all
the properties of the function f(z).

2. To be a group, the set with the operation o must satisfy the following condi-
tions: (7) the unit element must exist; (i) each element must have the inverse
in the set and the left inverse is equal to the right inverse; (i7i) the associa-
tive rule must hold for the operation; (vi) the set must be closed under the
operation.

The unit element of the set is the function itself f(z). Let m;f(z) be an
element of the set. Then the element has its inverse 7; f (), such as m; = 7w, v
in the set, since

[mf(x)] o [n " f(z)] =[x~  f()] o [nf(x)] = f(x). (8)
! For the cryptographic desirable properties of boolean functions, see paper [4] [10]
[12] [11]
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According to the definition of group operation,

[mif (x) o mj f ()] o mi. f () = mi f () o [m; f () 0 e f ()] (9)

is true. Hence the associative rule holds. The set, {7 f(x) | V& € S,,}, contains
all different boolean functions generated by permutations in S,,. Therefore,
the set is closed. So we have proved that the set, {rf(x) | 7 € S}, with
composition o is a group.

The group PG(f) is a homomorphism to symmetric group S,,. Consider a
relation between the groups PG(f) and S,. There exists subgroups of S,, say
H(f), such that 7; f(x) = f(z) for some 7; € S,,. For any given boolean function
f(x) on V,,, there is at least one subgroup H(f) of S, which is the subgroup
containing the unit element {e}. By convention, for a given boolean function
f(z) we denote H(f) is the biggest subgroup of S,,. Since PG(f) = PG(f)f(z),
then

Sn=H(f)+mH(f)+mH(f)+-- 7 € PG(f) (10)
where “+” denotes the union of sets. Equation ([0) is true, since all the inters-
ection sets, m H(f) N m;H(f), where m;,7; € PG(f), are empty. Therefore the
order of the group H(f) is |[H(f)| = nl/|PG(f)|.

For a boolean space Vj,, there are 22" different boolean functions and the
size of the permutation group is n!. Since 22" > n!, it is impossible to discuss
all PG(f). However, we can use the permutation group to discuss homogeneous
boolean functions in which some of them have nice combinatorial structures. The
study of the group H(f) is more important than the group PG(f). For example,
the function f(z) = x; has the group H(f) with order (n —1)! and f(z) = z;z;
has the group H(f) with order 2(n — 2)!.

Throughout the paper, the boolean function containing all terms of degree
d over V,, is denoted by piY (z). Clearly the group H (Rgd)) = S,,. For the sake
of simplicity, we use the natural numbers to encode the terms. For example, 123
stands for xjzox3. Thus a function

f(x) = 1223 ® T 12204 B T 12275 B T1X2%6 D T123%4 D T123T5 D
T1X4%6 D T1T5T6 D T2T3%4 D T2X3T6 D T2T4x5 B TaX526 O

T3L4X5 D T3X4X6 D T3T5Tg D T4T5T6
can be equivalently represented as
flx) = Pﬁ(?’)(z) D x103T6 B T124T5 D ToT3T5 B TaxyTe (11)
or

f(z) =123 124 @ 125 126 @ 134 & 135 & 146 & 156 &
234 @ 236 ® 245 @ 256 @ 345 @ 346 ® 356 @ 456.
= P (2) ® 136 & 145 & 235 & 246.
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Combinatorial parameters are useful to discuss homogeneous boolean func-
tions allowing easy determination of in-equivalence. We take each single term as
a block so that x1zox3 is the block 123.

We will use the concept of BIBD [17]. BIBD stands for balanced incomplete
block design which is a block design within v varieties and has parameters k
the number of varieties in block, # the number of blocks in the design and
r1,- -, 7, the numbers of repetitions of varieties respectively. Sometimes we use
the parameters Aj, Ag,--- to stand for the numbers of repetitions of pairs in
the block design. Let v stand for the space dimension, x for the order of the
function, § for the number of terms in the function and let rq,---,7, be the
numbers of repetitions for variables x1, ..., z, in the function, respectively. Then
the structure of a d-homogeneous boolean function can be considered as a BIBD
with parameters {v, k, 3,71, ,7,}.

Lemma 2. Let f be a homogeneous boolean function on'V,,. If the element (ij) €
Sy, belongs to the group H(f), the repetitions of x; and x; must be equal i.e.
i =Tj.

Proof. By contradiction. Suppose 7; # rj, then (ij) f(z) # f(z). Then we have
(ij) ¢ H(f) which is a contradiction.

3 3-Homogeneous Boolean Functions

We conducted an exhaustive computer search of all 3-homogeneous function on
Vs and found the complete set of bent?] and balanced 3-homogeneous boolean
functions which exist on Vg. These are used as the basis on which we discuss
3-homogeneous boolean functions.

Definition 2. Let f(x) be a d-homogeneous boolean function on V,. Then the
homogeneous complement of f(x) is defined by

fe(z) = P\ & f(z) (12)

It is clear that a given homogeneous function f(z) can be equivalently repre-
sented by the terms it contains (i.e. the function f(x)) or the terms it does
not contain (i.e. the function f.(z)). The function f.(z) preserves all symmetric
properties of the function f(z). We use the shorter, f(x) or f.(x), representation.

3.1 3-Homogeneous Bent Functions
We know that the function
fx) =124 1250 126 ® 134 @ 135 @ 136 B 146 @ 156 &
234 @ 235 @ 236 D 245 @ 256 @ 345 © 346 B 456
= PP (2) ® 123 @ 145 ® 246 @ 356 = P°) () @ fo(x)

2 For the definition of bent function see the papers, for example, [6], [7], [8].
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is bent on Vg, where f.(z) is the homogeneous complement of f(x),

folz) = 123 @ 145 ® 246 @ 356 = P.°) () @ f(x) (13)

The function f.(z) can be seen as a combinatorial design with parameters as
follows,
{I/? R, ﬁv r1,7T2,73,7T4,T5, TG} = {67 37 47 27 27 27 23 27 2} (14)

This is a BIBD(v, b, k,r, \) = BIBD(4, 6,3,2,1) in which the parameters v = 3,
b= v, k = k. The group H(f) is generated by the elements (12)(56), (13)(46)
and (24)(35). The elements (12), (13), (14) are 3 generators of Ss. If we take the
mapping

(12) + (12)(56), (13) «> (13)(46), (14) <> (24)(35), (15)
we find that H(f) is isomorphic with Sy, i.e. H(f) ~ S4. Hence the order of
PG(f) = 6!/4! = 30, which means that there are only 30 bent functions of this
kind on V. Let Zo = {e, (16)(34)}, Z5 = {e, (16)(25)} and

S5 ={e, (12)(56), (13)(46), (23)(45), (123)(465), (132)(456)}.
Then the group can be expressed as
H(f)=Zy x Z) x S5. (16)

There are many ways to represent the groups H(f) and PG(f). The explicit
forms of the two groups are as follows.

e, (12)(56), (13)(46), (14)(36),
(15)(26), (23)(45), (24)(35), (16)(34),
Hf) = (16)(25), (34)(25), (25)(1364), (25)(1463), (17)
(34)(1562), (34)(1265), (16)(2453), (16)(2354),
(123)(465), (132)(456), (124)(365), (142)(356),
(263)(145), (154)(236), (135)(264), (153)(246)
I (45)f, (56) f, (465) f,
(456) f,  (46)f, (34)f, (345) f,
g G s (0
354 35)f, 3564)f,  (35)(46)f,
PG(f) = (356)f,  (3546)f, (3654)f,  (365)f, (18)
(364)f,  (3645)f,  (36)f, (36)(45) f,
(2 )(35)f, (26)(354) f, (26)(345) f, (26)(34) f,
(25)(45)f, (26) f
For any bent function on V,,, its nonlinearity is
Np=2n"1t 2571 (19)

So on Vg, Ny = 28.
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3.2 3-Homogeneous Balanced Functions

We found two classes of balanced functions on Vg. One class contains functions
with 14 terms. The other class includes functions with 15 terms. All the boolean
functions in the two classes have the nonlinearity Ny = 24. Comparing with
other balanced boolean functions, it is not lower (for bent Ny = 28). There exist
more classes of homogeneous balanced boolean functions on the boolean space
with n > 6. The maximum nonlinearities are 52 on V7 (maximum for all boolean
functions is 56) and 112 on Vg (for bent function, it is 128).

(A) A 14-term 3-homogeneous boolean function

fla) = P ©126 @136 @ 145 @ 234 © 235 @ 456 (20)

is balanced and its complement f.(x) can be characterised by its combina-
torial parameters,

{V7 H,,@7T1,T27 7"3,7‘4,7“577"6} = {6a 3) 673737 37 3’ 3?3} (21)

which is also a BIBD(v, b, k, A1, A2) = BIBD(6,6,3,2,1). Under the permu-
tation operations {(16), (23), (45)}, the function f does not change. Also,
the set of permutations

{(124635), (125634), (134625), (135624)} (22)

leaves the function unchanged. The set

6), 3), 5);

6)(23), (16)(45), (23)(45), (16)(23)(45),

e, (1 (2 (4

(1 (1 (2 (1
(124635), (125634), (134625), (135624),
(124)(356), (125)(346), (134)(256), (135)(246),
(142)(365), (152)(364), (153)(264), (143)(265),
(153642), (143652), ( (

152643), (142653)

forms a group H(f). We point out that the group H(f) is not isomorphic to
the symmetric group Sy, since Sy does not contain any element of order 6.
The group H(f) is isomorphic to the group

ANCiNCyNC3NCy (24)

where A = Z5 X Zo X Zy is an Abelian group, and C4, Cs, Cs, Cy are four
cyclic groups of order 6 which are generated by elements

(124635), (125634), (134625), (135624),

respectively.
The balanced function f(x) can also be expressed as

5
f(z)= Pég)(gc) @ @ 7Th($1$21'6) (25)
=0
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where 7 is an element of order 6 in H(f). Since the order of the group is 24,
we have

|Ss] 6!

PG()| = 52 = = =30, (26)
which says that there are 30 3-homogeneous balanced functions with exactly
14 terms only.

A representative of the balanced 3-homogeneous boolean functions with 15

terms

f(z) = 6(3) () @ x124%6 ® T1T5T6 B T2T3T5 D TaXaTs D T3T4T5
= PP (2) ® 146 & 156 & 235 & 245 & 345.
is invariant under the permutation operations {e, (16), (23), (16)(23)}. The-
refore, H(f) = {e, (16),(23), (16)(23)} and PG(f) has order 180. Among all

15-term 3-homogeneous boolean functions, there are 4 functions with the
same symmetry. We can see the functions

fe1(x) = 146 + 156 + 235 4 245 + 345

(x)
feo(x) = 146 + 156 + 234 + 245 + 345 27)
fo3(x) = 145 + 146 + 234 + 235 + 456
(x)

fea(z) = 145 4 156 + 234 + 235 + 456
share the same symmetry under the subgroup
H(f) = {e, (16),(23), (16)(23)}.
The four functions also have the relations
fi(@) = (45) f> = (12)(36) fs(z) = (12)(36)(45) fu(x). (28)

The combinatorial parameters of the complementary function of the function
are
{Va R, 67 T1,72,73,74,T5, TG} = {6a 37 57 27 2a 2) 37 47 2} (29)

Discussion

Let V,, and V,, be two boolean spaces. If m < n, then V,, is a subspace of

Vi,

(Vin, C Vi,). If a function is balanced on V,,,, the function is balanced on V;,.

For n < 5, there is no 3-homogeneous boolean function which is either balanced
or bent. The above discussion can be directly extended to the boolean spaces
Vén [14]. 3-homogeneous balanced boolean functions may exist in any boolean
space V,, (n > 5). For example,

T1X2T3 D X1T2X4 B T1X2T5 B X1T2X6 D T1X2T7 S 1734 B 12375 D
T1T3%6 D T123T7 D 10405 D T1204%6 O 12477 O T1T526 D T2x3T4 D
ToT3%5 D TaX3Te D T2T3T7 D TaxsXs5 O X2T4Te D T2T527 B ToXeT7 D

T3T427 D X325T7 D T3Tex7 D T4X5T6 D TaTs5T7 © T4X6XT7 O T5T6T7
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is a balanced on V7 and

12223 D 12274 O 17225 @ T122%6 O T1T2T7 © 17228 G T123T4 D
T123T5 D T1X3Tg D T1X3T7 D 12378 D T1X4T5 D T1T4Te D T1T4T7 D
12428 D 12527 © 212528 D T1T6T7 B T1T6x8 O 22375 D T2T3T6 D
ToT3T7 D Tax3xy O T2X4X5 D TaTyT7 B TaTexy O T2x7xs D T3T4T5 B
T3TaZ7 D T3T5T6 D T32T527 D T3T5T8 D T3x7x8 O Tux528 D TaTeTg O

T4T728 D T526T7 D T5Texs D T5x7T8 D TeT7T8

on V3. So far, we have not found any 3-homogeneous bent functions in Vg or Vig.
Since the functions we discuss are homogeneous, every single term in a function
has the same properties on the boolean space. Therefore, the repetitions of varia-
bles and pairs of variables directly affect the properties of the boolean function.
Further study will be undertaken to try to construct boolean functions that sa-
tisfy the cryptographic desirable properties through the study of repetitions of
variables and pairs.
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