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Abstract. Given an RSA modulus n, a ciphertext ¢ and the encryption
exponent e, one can construct the sequence )

ro=cmodn, zi41 =1z modn, i=0,1,...

until ged(xi41 —o,mn) # 1 ori > B, B a given boundary. If i < B, there
are two-cases. Case 1: ged(ziy1 — To,n) = n. In this case z; = m and the
secret message m can be recovered. Case 2: 1 # ged(zit1 — o, n) # n.
In this case, the RSA modulus n can be factorised. If : < B, then Case 2
is much more likely to occur than Case 1. This attack is called a cycling
attack. We introduce some new generalised cycling attacks. These attacks
work without the knowledge of e and c. Therefore, these attacks can
be used as factorisation algorithms. We also translate these attacks to
elliptic curves. For this case we call these attacks EC generalised cycling
attacks. Finally, we review criteria that a strong RSA prime must satisfy.

1 Preliminaries

The reader is assumed to be familiar with the RSA cryptosystem, [RivShaAdl78].
A brief introduction to Lucas sequences and elliptic curves is given in the ap-
pendix. Throughout this paper we will use the following notations. If zg, z1, 25, . . .
is a sequence of elements, then {X} will denote the whole sequence. If the ele-
ments are taken modulo a certain number, say p, and the sequence is periodic,
then we will denote its period by 7xy},. We write a | b for a divides b. (a|n)
denotes the Legendre or Jacobi symbol if n is prime or composite, respectively.

1.1 The Carmichael and Omega Function

We will make use of the Carmichael and Omega functions A(-) and £2(-,-), re-
spectively. A(-) is defined as follows (see, for example, [Riesel85]):
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A(2)=1, \4)=2, A\8) =2,
and for k£ > 3
AM2F) = 2x(2F 1),
For prime p > 3 and k£ > 1 we have
Mp)=p—1, AP*) =pA(p* ™).
Finally, for n = pi* - ... p*, p; prime, e; > 1:
A(n) = lem(A(pSY), - . ., A(pe*)).

The Carmichael function A(-) and the well known Euler totient function ¢(-) are
intimately connected. If, for example, U(Z,) denotes the multiplicative group of
units in Z,, then we can describe the following via these two functions:

— the order of the group |U(Z,)| is equal to ¢(n);
— the maximum order of an element z € U(Z,) is A(n);
— as a consequence of the above two statements: U(Z,) is cyclic if and only if

A(n) = ¢(n).
The Omega function £2(,-) is defined as follows:

1 D is even

22,D) = {3 D is odd

and for k > 1
22, D) = 20225, D).

For prime p > 3 and k£ > 1 we have
2(p,D) =p—(Dlp), (Dlp) #0
2(p,D) =2, (Dlp) =0,
2(p*, D) = p2(p*~1, D)
Finally, for n = p{* - ...- pg*, pi prime, ; > 1:
2(n, D) = lem(2(p}*, D), ..., 2(pi*, D)).

2 Generalised Cycling Attacks on RSA Moduli n = pq

2.1 Introduction: The Function Enc(-,-)

In this section we show that all the attacks involve the same function, subse-
quently called the Enc(-,-) function. Enc(-, -) means a generalised RSA or Rabin
encryption function. In this paper we define Enc(-,-) for three different mathe-
matical settings, namely:



— the multiplicative group of U(Z,) or U(Z,);
— Lucas sequences V(P,1) mod p or V(P,1) mod n;
— the additive group of points on an elliptic curve E(Fy,) or E(Z,).

Other mathematical settings are possible. Let m be an element of the corre-
sponding mathematical setting M and let z € Z. Then the function Enc(:,-) :
M x Z — M is defined as follows.

m*® for integers modulo a prime or composite
Enc(m,z) = ¢ Vy(m,1) for Lucas sequences modulo a prime or composite
z-m for elliptic curves over Fy, or Z,

Note that m must be an element of the corresponding mathematical setting
M. In particular, for the last case (elliptic curve), m must be a point on the
elliptic curve. From the definition of Enc(-,-), we have Enc(Enc(m, z1),z2) =
Enc(Enc(m,z2),z1) = Enc(m,z1z2). Let now, for prime p and D = P%? — 4

Alp) for integers mod p
V(p) = { £2(p,D) for Lucas sequences mod p
p+ 1+t for elliptic curves over F),

and for RSA modulus n = pg and D = P? — 4

A(pg) for integers mod n
W(pq) = { 2(pq, D) for Lucas sequences mod n
(p+ 14t1)(q + 1+ ¢t3) for elliptic curves over Z,

where (p+ 1+ ¢1) and (¢ + 1 + t2) are the orders of the additive groups of
the elliptic curves over F}, and Fy, respectively. Observe that now Enc(m,z) =
m mod p for £ = 1 mod ¥(p) and Enc(m,z) = m mod n for £ = 1 mod ¥(n)
1. For the cycling attacks one now hopes that either F(¥(p)) or F(¥(q)) for this
mathematical setting is smooth (smooth is defined below), that is, F(¥(p)) or
F(¥(q)) has only small factors. F(-) is a function which depends on the particular
attack chosen. For each of the three mathematical settings, there are now two
possible cycling attacks.

Attack 1: zo = Enc(seed, €®), ziy1 = Enc(z;, e) = Enc(seed, etl), i=0,1,...

Attack 2: 2o = Enc(seed, ffo(ﬁ, 1)), zip1 = Enc(seed, V,-+1(15, 1)), ¢=0,1,...

where V(P, 1) is a Lucas sequence.

! The reader may have noted that W(.) does not necessarily coincide with the or-
der/period of the corresponding mathematical setting. However, the following state-
ment is always true: the maximum order/period of an element of the corresponding
mathematical setting divides ¥(-). Also to be more precise, the function ¥(-) has one,
two or three arguments depending on whether one is working with integers modulo a
prime or composite, Lucas sequences or elliptic curves, respectively. This is omitted
for the sake of simplicity.



The cycling attacks described under Attack 1 will have a complexity whose upper
bound is given by min(A(¥(p)), A(¥(g))) whereas the upper bound of the com-
plexity of the cycling attacks described under Attack 2 will be min(2(¥(p), P% -
4), 2(¥(q), P2 — 4)). More precisely, the running times of attacks belonging to
Attack 1 will divide O(min(A(¥(p)), A(¥(q)))) whereas the running times of at-
tacks belonging to Attack 2 will divide O(min(R2(¥(p), P2—4), 2(¥(q), P*-4))).

In the subsequent sections, we describe cycling attacks mod n. All the sequences
{X} have a possible empty aperiodic part and a periodic part (or cycle) of length
T{x},n- To understand the behaviour of {X} = z; mod », we must first study
{X} mod p and calculate the period m(x} p, that is, the length of the periodic
part of {X} mod p. The aperiodic part, if it exists, is usually very small (O(logp)
elements). All the attacks have the following calculations in common:

Algorithm Cycling Attack:

Input: n, starting values seed, starty, .. .;
parameters parg, pary, . .., ¢ boundary B
Output: “success”,p,q; or “fail”
set g = Enc(seed, ) mod n;
set start = |logn|;
repeat
set ziy1 = Enc(z;,-) mod n;
unti ¢ > start;
repeal
set ;41 = Enc(z;, ) mod n;
set test = ged(zit1 — Tstare, N);
until test # 1 ori > B;
Iftest # 1 and test # n then Ouipui(“success”,test,n:test); else Output(“fail”);

Instead of starting with seed, a random number, it is a good idea to let seed =
Enc(seed,2). Since all the group orders/periods considered in this paper are
even, o may now have half of the original order, or the sequence associated with
zo may now have half of the original period. This would increase the efficiency
of the algorithm by 100%. The only purpose of the first repeat-loop is to skip a
possible aperiodic part of the sequence {X}. (This repeat loop can be omitted
if it is known that {X} can not have an aperiodic part.) That is, Zss4r: should
now be in the periodic part of {X}. In the second repeat-loop we are trying to
factorise n. (As in many factorisation algorithms we could accumulate a product
of ;s mod n and test for the ged in, say, every 100th step to speed up the
performance.) There are now three possible cases:

— The period m(x}, or T(x},, is less or equal than the boundary B: and
T{X},p F T(X},¢: In this case, 1 < test < n and the algorithm succeeds.

— The periods 7(x} , and 7(x} , are less or equal than the boundary B; and
T{x}p = T{x},: This case occurs with very low probability. In this case



test = n and the algorithm fails. We can simply retry the algorithm with
some other seed and/or parameters.

— The periods 7{x} , and T(x} , are greater than the boundary B: In this case
test = 1 and the algorithm fails.

All the attacks subsequently described have in common that the next element
zit+1 in the sequence can be calculated from the current element z; in O(1) steps.
We need one theorem for further discussions. A proof of this theorem is given in
the technical report, [GysSeb98].

Theorem 1. Let {X} and {Y} be two sequences. Let {X} = z; = seed’ and
{Y} =y =Vi(P,1), let n > 0, gcd(seed,n) = 1. Then

(i) the period m(x} , of {X} mod n satisfies: m(x}n | A(n);
(1i) the period iy}, of {Y} mod n satisfies: iy} n | 2(n, P? - 4).

2.2 Enc(-,-): Integers mod n

Attack 1 Let
zg = seed mod p, ;41 =z modp

where seed,e > 2. We examine the period of z; mod p. We first note that z; =
seed®” mod p. We consider & mod p—1.2 If p—1 = €4 and gcd(e, £) = 1, then

— the above sequence will have a maximum aperiodic part of length t;
— for the period m{x} , we have m(x), | A(£).

The algorithm has a high chance of success if either A(A(p)) or A(A(q)) is either
small or smooth.

Prevention of the attack:

To prevent this attack the designer of a public—key cryptosystem or CSPRBG of
the RSA or Rabin type must choose p and ¢ such that A(A(p)) and A(A(q)) are
not small and not smooth. In particular, a strong prime p designed to withstand
this attack must have the following properties:

— p— 1 must have a large factor, say t;
— t — 1 must have a large factor.

Similar statements can be made about the other prime q.

2 More precisely, we have to consider €' modulo the order of seed mod p. Since the
order of seed mod p divides p — 1 and A(z) | A(y) and £2(z,D) | 2(y,D) for z | y
and we only state m(xj} , divides some number, everything works out nicely at the
end. The aperiodic part might be less than the maximum number stated because
the order of seed mod p divides p — 1 and is not necessarily equal to p — 1. Similar
considerations need to be made for all the other algorithms but they are omitted for
the sake of simplicity.



Attack 2 Let
zo = seed”® mod p, z; = seed”® modp, iy = seedV+1 mod p

where seed > 2 and V(P,1) is a Lucas sequence. We examine the period of
‘z; mod p. We consider V(P,1) mod p — 1 and note that my(p1),—1 | 2(p —
1, P?2—4). There is no aperiodic part. The algorithm has a high chance of success
if either 2(A(p), P2—4) = 2(p—1, P> —4) or 2(\(q),P?-4) = 2(¢—1,P?-4)
is either small or smooth.

Remark:

In the repeat loop z;4; = zF - 27}, = seedPVi(PD-Viei(Pl) = geedVir1(PD),
Therefore, one does not need to keep track of the individuals values of V(P, 1)
since these are calculated implicitly.

Prevention of the attack:

To prevent this attack the designer of a public—key cryptosystem or CSPRBG of
the RSA or Rabin type must choose p and g such that £2(A(p), D) and £22(A(g), D)
are not small and not smooth for any values of D. In particular, a strong prime
p designed to withstand this attack must have the following properties:

— p — I must have a large factor, say ¢;
— t—1 and t + 1 must have a large factor.

Similar statements can be made about the other prime gq.

2.3 Enc(-,-): Lucas Sequences

Attack 1 Let
zo = Vi(P,1) mod p, zi41 = Veira(P,1) mod p

where e > 2. We examine the period of z; mod p. If (P? —4|p) = 1, then we
have to examine ¢/ mod p — 1, if (P% - 4|p) = —1, then we have to examine
¢/ mod p + 1. The case (P2 - 4|p) = 0 occurs with neglible probability. The
case (P?2 — 4|p) =1 has the same complexity as the attack in Section 2.2 (since
in this case A(£2(p, P? — 4)) = A(\(p))). Therefore, we assume (P? —4|p) = —1.
If, now, p+ 1 = €' and ged(e,£) = 1, then

— the above sequence will have a maximum aperiodic part of length ¢;

— for the period 7(x} , we have m(x}, | A(£).

The algorithm has a high chance of success if either A(£2(p, P2—4)) or A(£2(¢q, P?—
4)) is either small or smooth.

Remarks:
(1) We need to explain how to calculate V,i+1 (P, 1) mod p from V,:(P, 1) mod p.

We let
01
w=[4p]:



then V; can easily be derived from M7 (see also appendix). (ii) For e = 2 the
calculations in the repeat-loops can be simplified to z;+; = z? — 2 mod n. This
is because z;41 = Va(zi, 1) = 22 — 2 mod n.

Prevention of the attack:

To prevent this attack the designer of a public-key cryptosystem or CSPRBG of
the RSA or Rabin type must choose p and ¢ such that A(£2(p, D)) and A(£2(¢, D))
are not small and not smooth for any values of D. In particular, a strong prime
p designed to withstand this attack must have the following properties:

— p—1 and p+ 1 must have a large factor, say ¢t and w;
— t~1 and w — 1 must have a large factor.

Similar statements can be made about the other prime q.

Attack 2 Let V(P,1) and V(P,1) be two Lucas sequences. Let
2o = Vyp)(P 1) mod p, @iy1 =Vy, (51)(P,1) mod p

We examine the period of z; mod p. Since V' (P, 1) mod p has a period which di-
vides 2(p, P?—4), z; mod p has a period which divides 2(£2(p, P? —4), P —4).
There is no aperiodic part. Note that £2(p, P2 —4) = p—1, if (P? — 4|p) = 1 and
2(p, P? —4) = p+1,if (P? — 4]p) = —1. The case (P? — 4|p) = 0 occurs with
neglible probability. We only examine the case (P2 - 4[p) = —land, ifp+1
has a large factor, say t, (152 - 4|t> = —1 since all the other cases are implicitly

covered by the above attacks.

Remarks:

(i) Again we need to describe how one can calculate V"/.+1(15,1)(P’ 1) from
Vi.(8,1)(P 1) in O(1) steps. The idea is similar to the above. Let M be as above
and let M; be a sequence of 2 x 2 matrixes. In particular,

My = MV®PV = g2 = M ®D = P
and then
My = Mip X Mi_—ll = MIBV‘(PJ)—V'—I(PJ) - MV"+1(P5,1)‘

Therefore, there is no need to keep track of the individual values of f/(l5 , 1) since
these are calculated implicitly. (if) A simple implementation of this algorithm
turns out to be about two to three times slower than a simple implementation
of the algorithm in Section 2.2, due to the many matrix—operations involved.
However, this algorithm is the most general one, in the sense that it induces the
strongest requirement on a strong prime p or ¢ (see also below). In particular,
a strong prime p or ¢ designed to withstand this attack withstands all previous
attacks.



The algorithm has a high chance of success if either £2(£2(p, P? — 4), P2 —4) or
£2(12(q, P? — 4), P? — 4) is either small or smooth.

Prevention of the attack:

To prevent this attack the designer of a public-key cryptosystem or CSPRBG
of the RSA or Rabin type must choose p and ¢ such that £2(£2(p, D), D) and
2(£2(q, D), D) are not small and not smooth for any values of D and D. In
particular, a strong prime p designed to withstand this attack must have the
following properties:

~ p—1 and p+ 1 must have a large factor, say ¢ and w;
—t—1,w—1andt+1, w4+ 1 must have a large factor.

Similar statements can be made about the other prime gq.

2.4 Enc(-,-): Elliptic Curves

Two more attacks involving elliptic curves are elaborated in the following sec-
tions. These are slightly different to the generalised cycling attacks, since there
might be a failure of the inversion step during the addition of points on the ellip-
tic curve (which is the most welcome since then we can factorise n). However, the
general idea is exactly the same except that the mathematical setting involved
is the additive group of points on an elliptic curve. The elliptic curves are the
most promising because of the large variety of group orders they offer. That is,
if below one elliptic curve “does not work” there is a chance that another one
“does work and will be successful”.

Attack 1 Let zop = P = (z,y) be a point on an elliptic curve over Fy, let
e > 2. We then form the sequence of points {X}, where z;41 = e - z;. (That is,
ZTiy1 = x; +2; + ...+ x;, where ‘4’ is performed e times and ‘+’ corresponds
to the addition of two points on the elliptic curve over F,.) Let o = #E(F))
denote the number of points on this particular elliptic curve. (We do not make
any further considerations about the group structure of E(Fy). This does not
falsify our analyses - however upper bounds given could be slightly improved by
considering such group structures.) If o = e*¢ and gcd(e,£) = 1, then

- the above sequence will have a maximum aperiodic part of length ;
— for the period m(x} , we have m(x} , | A(£).

The algorithm:

The algorithm takes a point P = (z,y) and the parameter a as an input. These
determine the elliptic curve 3> = z3 + az + b mod n uniquely. The function
zcoord(P) returns the z—coordinate of the point P. There are now two possible
outcomes that lead to the factorisation of n: (i) i1 = sart mod p, or, 241 =
Zstart mod ¢ but not both (in fact, zcoord(z;4+1) = wcoord(zsiqrs) mod p, or,
zcoord(z;y1) = zcoord(zsiqr:) mod ¢ but not both is sufficient and may occurs
earlier). (it) The inversion step for the partial addition of two points on E(Z,)



fails. This is indicated by the variable invfail in the algorithm. If this occurs,
then the variable test will be set accordingly, that is, test now holds p or q.

An algorithm for factorising n = pg can now be sketched as follows:

set b= y?> — 23 — az mod n;
set start = |log, n|;

setzg = P;

repeat

set x;41 =€ X ;;
until i > start;
repeat
set £ip1 = e X z;; (* This sets also invfail and test *)
if not invfail then set test = ged(zcoord(zit1) — xcoord(xsiart), n);
until test # 1 or invfail or i > B;
Iftest # 1 and test # n then OQutput(“success”,test,n:test); else Output(“fail”);

Remarks: -

(1) Instead of testing ged(zcoord(ziy1) — zcoord(zsiqrt),n), we could test
ged(ycoord(ziyy) — yeoord(xsiart), n) or both. (ii) Doubling the z—coordinate of
a point is independent. of the y—coordinate. Therefore, for e = 2, the algorithm
can be simplified as follows: choose a,b,zo € Z, such that 23 + azo + b is a
square. In the repeat-loops we set:

g} — 2az? +a® — 8z;b

d n.
423 + dax; + 4b modn

Tit1 =

This equation is obtained from the doubling of point equation and the elliptic
curve equation and some simple transformations.

Prevention of the attack:

Since the orders o of various elliptic curves are in between p+1—1t and p+1+t¢,
where t? = 4p, it is impossible to design a strong prime to withstand all of these
specific attacks. The best advice is to choose a large prime p. “Large” depends
on security requirements and on the amount of computing cycles that can be
performed in a given time unit. This will be discussed in another paper.

Attack 2 Let P = (z,y) be a point on an elliptic curve over Fj. Let V(P,1)
be a Lucas sequence. We then form the sequence of points {X}, where zo =
Vo(P,1) - P, ziy1 = Viq1(P,1) - P. Let 0o = #E(F,) denote the number of
points on this particular elliptic curve. For the period 7(x}, we now have
Tixyp | £2(o, P? — 4). There is no aperiodic part.



The algorithm:
The algorithm takes a point P = (z,y) and the parameter a as an input. These
determine the elliptic curve y?> = 22 + ax + b mod n uniquely. The function
zcoord( P) returns the z—coordinate of the point P. As above there are now
two possible outcomes that lead to the factorisation of n. The second possibility
(failure of the inversion step) is again indicated in the variable invfail and
test below. Given P, the algorithm calculates the sequence {X} where z; =
V(P 1)-P. Note that Vi(P, 1) does not need to be calculated explicitly. If z;_; =
_1(P,1)-Pand &; = Vi(P,1) - P then ;41 = P -2 — zi_1 = Viz1(P,1) - P.
An algorithm for factorising n = pg can now be sketched as follows:

Input: n, P_(:c Y), a, P, B; Output: “success”,p,q; or “fail”

3

set b = y% — 23 — ax mod n;
setzg=2x P;
setzy = P x P;
set start = 0;
repeat
set ziyg = P X &; — zi—y; (* This sets also invfail and test *)
if not invfail then set test = ged(zcoord(z;s1) — xcoord(Tsiart), n);
until test # 1 orinvfail ori > B;
Iftest # 1 and test # n then Outpul(“success”,test,n:test); else Quiput( “fail”);

Prevention of the attack:
The comments for the prevention of this attack are now similar to those of the
previous subsection.

3 Comparison with Pollard’s p Method

Observe the similarity of the algorithm in Sections 2.2 and 2.3, for e = 2 and
some instances of Pollard’s p method, [Pollard75]. If we compare these three
methods for factorising an RSA modulus n = pq we have:

zg = seed, zi11 = z2 + ¢ mod n, ¢ # 0, ~2, Pollard’s p method
zo = seed, z;11 = ¢ mod n, algorithm in 2.2

zop = seed, Tip1 = :c? — 2 mod n, algorithm in 2.3

Note that Pollard’s p method requires ¢ # 0, —2 while the other two algorithms
use exactly these values of ¢. A contradiction? Not according to the authors.
The idea behind Pollard’s p method is to construct a cyclic sequence with some
random properties. It can be shown that due to these random properties, fac-
torisation of n is obtained after O(,/p) or O(,/q) steps (whichever is smaller).
The algorithms in Section 2.2 and 2.3 try to exploit some anticipated structure
of p and/or ¢ in order to achieve factorisation — a different scenario.



4 Conclusion and Future Research

Strong RSA Primes A strong RSA prime until now was a prime p where (1):

~ p—1 has a large factor, say ¢;
—~ p+ 1 has a large factor;
— t — 1 has a large factor.

Applying our generalised cycling attacks described above, we obtain the following
symmetric conditions. A strong RSA prime is a prime p where (2):

— p—1and p+ 1 both have a large factor, say t and w;
— t— 1 and ¢t + 1 both have a large factor;
— w—1 and w+ 1 both have a large factor.

There is no reason to prefer (1) to (2) (see also below). The attacks that give rise
to (2) have the same order of complexity as the attacks that imply (1). However,
it is certainly debatable to drop all of these conditions, that is, (1) and (2) (or
only insist on p — 1 and p + 1 having a large factor). This is because (1) and
(2) offer no protection against the elliptic curve method, [Lenstra87] and the
EC generalised cycling attacks presented in this paper. Moreover, primes that
satisfy (1) and/or (2) might be too “sparse” and/or “not random enough” ~ a
disastrous scenario from an information security point of view.

At this moment the attacks described in this paper are of theoretical value only.
We do not anticipate that the attacks pose a practical threat to RSA if the primes
are chosen large enough. In future research we will (i) quantify primes of a given
size that are susceptible to generalised cycling attacks and therefore throw more
light on the above discussion; (ii) examine and discuss the EC generalised cycling
attacks and variants thereof.

Maurer’s Theorem 6, [Maurer95], Does not Apply Maurer’s Theorem 6
in [Maurer95] does not apply to the attacks presented here. [Maurer95], Page
148 states that “Iterated t—fold encryption in an RSA cryptosystem reveals the
plaintext z if and only if z¢° = z( mod m) for some u < ¢, i.e., if and only if
e* = 1( mod ord,(z)) for some u < t” (remark: m in [Maurer95] is the RSA
modulus, that is, n in our paper). Page 149 concludes “Theorem 6 illustrates
that, in order to prevent decipherability by iterated encryption, the condition,
suggested by Rivest [78] and other, that p—1 (where p is the largest factor of
p—1) must also have a very large prime factor p", is unnecessary.” The scenario
considered in [Maurer95] corresponds to Case 1 in the abstract of our paper.
Case 2 (cycling attacks and EC generalised cycling attacks) is not considered.
Hence, Theorem 6 covers only Case 1 and does not apply to our attacks.
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A Appendix

A.1 Lucas Sequences

Let P>3, Vo=2,Vi=Pandforn>2 V, = PV,_1 — QV,_2. This sequence
is called a Lucas sequence. (Often instead of only writing V,, we write V,,(P, Q).
The whole sequence {V'} will be denoted by V(P,Q).) The following properties
(amongst many others) are elementary and well known:

1. If « and @ are distinct roots of the polynomial 2 — Pz + Q = 0, then
Vo =a™+ 6"

2. Va(Vi(P, @), Q%) = Vor(P, Q). In particular, if @ = 1, then V,(Vi(P, 1),1) =
Var(P,1) = Vi(Va(P,Q),1). This property forms the basis for many RSA
and ElGamal type cryptosystems.

Note that if @ = 0 then V;; = P" for n > 1. In other words, Lucas sequences
can be looked at as generalised exponentiation. This property and the above
mentioned property (2.) is the basis for many RSA and ElGamal type cryp-
tosystems, cryptographically secure pseudo-random bit generators (CSPRBG),
and factorisation algorithms based on Lucas sequences.

Let us now try to calculate the period 7y (p 1), of V(P,1) mod p, p prime. Let
D = P?-4Q = P? -4, D # 0 and assume D is square—free. From above we

have
P++D P—-—vD
:——-———2 s ﬂ:——-——~2

and using Fermat’s theorem in the quadratic field Z,[v/D]

P
of = (—_*-QLE-)” = %(PP+ vD) = %(P+ VD) mod p.
Since . Y
VD' = (D%)? = D% D% = (D|p) VD mod p,
we obtain

ap={amodp (Dip) =1
= {8 mod p (Dlp) = ~1

and similarly for 8

ﬁp

{,3 modp (Dlp)=1
a mod p(D|p) = -1

It can be shown that,

_[GF() (Dlp) =1
%Wm‘{Gﬂ§Mm£=—l

This property allows us to calculate V,_1, V5, Vp41, Vp42 mod p for the two cases
(Dlp) = 1 and (D|p) = —1. The values are shown in Table 1. Note that
Vp(P,1) = P mod p. This property can be used for probablistic primality tests



Vo—1{Vo|Vp+1|Vot2
(Dlpy=1] 2 [P V2 [ V&
(Dlp)=-1| V2 |P| 2 | P

Table 1. Some values of V(P,1) mod p.

based on Lucas sequences.

Since V5 = 2, Vi = P and the sequence is fully determined by its last two el-
ements we now have for (D[p) = 1, V(P,1) mod p repeats itself after at most
p— 1 steps; and for (D|p) = —1, V(P,1) mod p repeats itself after at most p+1
steps. More precisely, 7y(p1),, | p — (D|p)-

V(P,1) mod p is symmetric. More precisely, V; = Vv (p1y,p—i mod p. This can
be seen as follows. V;_y = PV; — V; ;1. Therefore, Vivienyo=1 = PVaypay, —
Vivieny,+1 = PVo— Vi = P = Vimod p as claimed. The proof that V; =

Tv(pay,p—i Mod p follows now by induction on i.

The calculation of the period 7y (p g),, of V(P,Q), @ # 1 can be done similarly,
and it can be shown that, in this case, Ty (p g), [p®-1.

It is important to realise that V;(P,1) (and in general Vi (P, @)) can be calcu-
lated in O(logk) steps by square-and multiply techniques. In other words, one
does not have to calculate V4, ..., Vi_2, Vi _1 In order to be able to calculate V.

One possibility to calculate V3 (P, 1) in O(log k) steps is the following. Consider

the 2 x 2 matrix
01
M = [—1 P] ’

ai k 2
[o)= 3]
It can be shown, [Vajda89], that @ = Vi(P,1) and b = Viy1(P,1). M* (and

therefore V%) can be calculated in O(log k) steps by square—and multiply tech-
niques.

and the matrix multiplication

A.2 Elliptic Curves

We only give a brief introduction into elliptic curves. The reader is referred to
[Menezes93] for more details. We only consider elliptic curves over the field F,
or the ring Z,, where n = pq, p, ¢ two primes > 3.



An elliptic curve E is the set of solutions (z, y) to the affine Weierstrass equation
y? =2+ az + b, (1)

together with a point at infinity denoted by O. If E is over F}, or if E is over Z,,
we denote the solutions to (1) by E(F},) or E(Z,), respectively. The number of
solutions to (1) including O will be denoted by #E(Fy) or #E(Z,), respectively.

If 4a® + 276? # 0 mod p, then it can be shown that E(F}) is an abelian group
by defining a suitable operation ‘4’ on its points. O is the identity element.
That is, P+ O = O+ P = P. For P = (z1,11), @ = (z2,92), P # O # Q,
P + @ is defined as follows. If £; = z2 and y2 = —y1, P+ Q = O. Otherwise
P+ Q= R=(x3,ys3), where

g3=A —z1— 23, y3=Az1—23)— 1,
and

w=u p2Q

A=
2y, P= Q

Let E be an elliptic curve over F,. It is well known that E(F,) ~ Z,, X Zn,

where ny | ny and ny | p— 1. Furthermore, #E(F,) = p+ 1 +t, where t? < 4p.

We can generalise these addition laws to the case E(Z,). Clearly, E(Z,) will not
be a group, since the inversion step will not be possible if the denominator and
n are not co—prime. Therefore, we call this operation partial addition. Whenever
partial addition on E(Z,) is defined, we have for P = (z,y) € E(Z,), P, =
(z mod p,y mod p) € E(F,) and P, = (z mod ¢,y mod ¢) € E(F,;). Therefore,
this partial addition will have the following properties:

— if it is defined, it will yield a new point on E(Z,);
— if it is not defined, it will lead to the factorisation of n.
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