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Abstract.

we explore' the use of some combinatoriel designs for possible use @s
secret codes. We are motivated to use designs os

(1) combinatorial designs are often hard to find,

(2) the algorithms. for encryption and decryption are of reasonable
tength, _ '

~ (3) combinatoria)l designs have very large numbers of designs in each

equivalence class lending themselves readily to seiection using a secret
key.

1. Introduction.

we explore some possible ways combinatoriat designs might be used
as secret codes. We hope our ideas will encourage much more research into
~opplications of combinstorisl cryptogrephy Cryptosecurity con be
~enhanced by using different methods for producing sequence of random
permutations (see Slosne[1983]} end also by permuting the encoded
messoge with o random permutetion using 8 secret key (see Ayoubl1981]).

where we heve considered combinatorial designs which are well
known we refer the reader to stenderd texts such as Hell {1967] ,
Raghavarao{1971] or Wallis,Street and Wallis(1972] for definitions and
constructions. For less frequently used or less well known designs @
definition or reference is given. '

All these methods lend themselves to further opacity if rondom

number generators (an excellent survey can be found in Slosnel1983)) are
- used to apply permutstions at any or all stages of encryption.
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2. Encryption method using mutually orlho_gonal Lotin
- Squares.

Suppose we heve 8 set of k mutuslly orthogonal 1etin squares of order
n. A key is used which chooses o pair of the k-set at random. Encryption is
now achived by tronsmitting for massaage i,j the i, th position of the
selected poir of orthogonal squares.

Example. The following are three 4 X 4 mutusily orthogonal meatrices:

1234 1234 1234
A=2143 B=4321 C(C=3412
3412 2143 4321
4321 3412 2143

Suppose the key chooses the third and first latin squeresThen to
transmit the messege 1,4 we send the (1,4) th element of the third snd
first latin squares i.e. 4,4. '

Decryption is achieved by looking el which row end columns of the
squares contain the pair 4,4 ond thet is the (1,4) th position.

Extre security is ensured by |

(o) permutations of the rows ond columns of the latin squares as o
set, :
(b) permutations of the elements within one or more of the latin
squares,

{c) the key can change the pair of latin squeres used after every two
byte message if needed,

(d) the key cen alter the size of the pairs of the 1atm squeres being
used after every two byte message if needed,

(e) the key cen be used to choose another lnequwalent end
hon= isomorphic peir et any stnge

Mutually orthegonal 1etin squares of size n can used to send any of the
n2 possible two byte messages.

Longer ~ messages  use arinogons!  F-squeres  ond
n-gimenstanal orroys.

We illustrate vie en example. Suppose A, B, C are, es before,
psirwise mutuatly orthogonal latin squares then
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A= AA By = BB C; =12342143
AA BB 34124321

- ' 43213412
21431234

34124321

12342143

21431234

43213412

ere mutusliy orthogonal in the sense that each of the 43 messages fromea
4-ary alphabet occur in the position i,j position of Ay ,Bi,'cl_ For

example, the message 1,4,3 occurs in the 2,6 position.

This process of adding more mutually orthogonal faces to a8 higher
dimentional array allows . -

(8) 8 key to be used to choose any subset of the faces of the erray,

(b} the rows and columns of the faces to be permuted,

(c) the elements of the Taces to be permuted,

(9 compression of the message,

(e) the key to be used to choose inequivalent higher dimensiona)
srrays et any stage of the encryption process.

3. Encryption methods using Room sguares.

Kaom sguéres can 81so be used to send messages in a fashion
similar to that described for latin squares. As currently defined not all
messages are available. For exampie consider the Room square

01 45 27 - 36 - -
- 0256 31 - 47 -
- - 0367 42 - 52

62 - - 04 71 53 -
- 73- - 051264
75 - 14 - - 06 23

3416 - 25 - - 07

The situation becomes o littie better for encryption if we note
this exemple is of o skew Room squore end so if the i,j entry is emply
the j,i entry, i # j is not.Thus we can send sny message.

239



Example. Use the modified Room square

11 45 27 - 36 - -
- 2256 31 - 47 -
- - 3367 42 - 5!
62 - - 44 7153 -
- 73 - - 5512 64
7 - 14 - - 66 23
34 16 - 25 - - 77

Then to encode the message 76 we observe 67 in the 3, 4th position
and send 43.

All the permutations that were previousiy used for the latin
squares can still be used.

we note further that the Room square of the example is
constructed using the starter-asdder technique and each element can be
found from the first row

11 45 27 - 36 - -

g0 thet if the t1,j element is x,y the i,j+i-1 element {with j+i-1
reduced mod n , the size of the Room square) is x+i-1,y+i-1 where x+i-1|
ond y+i-1 are reduced mad n, but n = n{mod n).

The differences between the elements of the first row are all
different so to encipher 76 we first note that 6-7=-1 and 45 has
difference 1 hence 76 can also be encrypted by -1,2 meaning

{(a) starl with the peir distance t apart,

(b) add two to both,

{c) reverse the order.

Thus to decode -2,4wenote 7 and 2 are -2 appart and S0 decode as
64.

" To encrypt longer messages the higher dimensionai an]ogues of
skew Room squares are most useful.

4. Designs with two wey elimination of heterogeneity.
These designs were first studied in conneclion with estimating

tobacco mosaic virus by Youden{1937) and heve subsequently been studied
by 6 number of outhors including Agrawal [1966i,ii], Agraws! ond
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Mishral 1971} Preecel 1966i,ii], Seberry[1979i), Street[1981], Sterling and
wormald[1976]. A number of infinite families s well as one-off
examples are known, -

These designs comprise two designs with parameters
(vi.b,ry.k, Ay} ond {ry,b,v{,k,A5) , such that the incidence matrices Ny

end N, of the designe satisfy the additional property
NN, T = kJ.

- Example. Let the designs have the parameters

vy :r2=9, ry=vy=4, b=12, k=3
~and treatments A8,C,D,EF,GH,I and a,b,c.d respectively.

The two way design is

ADbD a d c
B c 8 d b
Cd o b c
Nyo= D ¢ d a b
E d c 8 b
F b da c
G b c d
H c d b 8
I d ¢ b 8

Note tha_t the blocks of N2 are

b,c,b,a,8,8,4,d,b,c,b
cdcdcdaeaaabc
dbdcdcbbdas

r’

c
b
a

The design N has blocks
| B,

L4 L ’ » » 4 ’

B
D

b
Mmoo

A BC
D F
6 |

T

MmO

,A B
EF
| &

o O

E
H
The two-way design is

Ab Dc Gb Aa Ba Ca Ad 8d Cb Ac Bb Cc

Bc £d Hc Dd Ec Fd Fa Da Ea Eb Fc Db
Cd Fb id Gc Hdic Hb Ib Gd_ la Ga Ha
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There are & number of encryption methods possible using these
designs.

(1) the treatment of N, is sent to indicete the message given by
the ry -tuple of treatments of N, associated with that treatment,

In the above example sending F would actual]g send the message
{b,d,8,c).

(2) the block of Ny is sent to indicete the message given by the
Koy~ tupie of treatments of I*«l2 associated with that block. |
In the example sending 5 would uctuu!lg send the message (u,c,d)

(3) A pair of trestments of Ny are sent. Since N is & block design
any pair of treatments occur in }1 blocks and the message is those pairs
(in the order given by the treatments of N;).

In the example sending AG actually sends the message ac, where
GA sends ca.

Now o secret key can be used to

(a) permute the rows of the two-way designs,
{(b) permute the columns of the two-way design,
(c) permute the treatments of the second design,
{d) permute the blocks of the second design.

The sdvantages of using such designs are

(a) message compression,

(b) esse of decoding/encoding,

(c) if used in reverse it is asymmetric,

{d) the reverse procedure can combine encryption with error
correction,

(e) these designs are hard o find even before permutations ere
used on them. '

5. Crypto and coloured designs.
Some designs exist which may be more useful for encryption
method 3 of the previous section. For exemple in the following design on

five symbols every peir of elements (x,y), %, y € {0 b,c,d e} occurs as en
mtersectlon of some pair of rows.

242



AR abc

B a de
C b ee
D b o
E a e
F c de¢
6 dd b

So to send say (a,c) we send DC but to send (e,8) we send CD. All
the permutations that cen be effecled by the secret key are available.

Similer designs where pairs (or t-tuples) occur exactly once in o
row or column have not been widely studied and offer a fruitful area of
research. ' :

Cryptodesigns with the less restrictive condition that every
element occurs once in 8 row (so every row is en r-tupte) but each
element in column is different are celled coloured designs and have
proved extremely useful in constructing new BIBDs and SBIBDs{(see
Seberry(1985ii), Servate end Seberry(1985) end de Launey and
Seberry(1985).). |

6. Encryption method using ordered designs.

The method described in this section is for encrypting an k-ary
message by using combinstorial designs with blocks,whose elements are
ordered. We encrypt @ message of length t into 8 message of length 2, in
other words we compress the message.

Example of such designs are modified directed balanced
incomplete block designs i.e. DBIBD (see Seberry and Skilticorn {1960],
Street ond Wilsonl 1980}, Colbourn and Colbourn[1984]), cyclic BIBD (see
Colbourn end Colbourn[1984]) and directed packings {see Skillicorn and
R.G.Stenton{ 1982}, Dewson, Seberry, end Skillicorn [1984]) over v
treatmenis , v 2 k. The method cen be easily extended to unordered
designs. '

Cruciel observetion of & DD(t k,v) where k-ary alphabet is used in
blocks of size v where each ordered t-tuple occurs &t least once, is that
if we number ny n,, .. N, the s = (_: ) ways of selecting & t-tuple from

the block. Then sny t-digit message can be sent by treansmilting two
symbols the first giving the block number and the second the number n,

which corresponds to the required t-tuple.
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The sender needs & large d1ctionary the receiver needs only a list

of the blocks and the way of choosing the n;'" t-tuple from each block.

This rhelhocl has advantages of

(1) message compression of a high order
(2) smal! storage and time needed for decryption.

For example,

in transmission

activities or other remate receivers.

Exemple: Let the messege be sab dcc adc. Suppose we use the
following design, DD(3,4,4) together with 14 extra blocks to cover ail

the possible triples.

to space-shutties,

DD(3,44): Byz=ebcd By=bedc Bz=cadb
Bjzdacb Bezdbce  Bg=cbdae

Extrablocks: By=ebab Bgzecac Bg=adad
Big=bcbc B,y=bdbd ~ By,=cdcd
Byz=obaa By4bchbd Byg=cdcc
Bjgzdded By7zdbbe Byg=cdos
Big=ccab Bys=ddbc

underses

Suppose ny indicates we should choose positions 123 of the block,
Ny.Nz,ng indicate choosing positions _124, 134, 234 respectively of the
block. Then since asb is found in B85, aab is encoded &s 7,nz. dcC 113
encoded 15,n4 and adc is encoded 2,n4.

This design is not optimal in the sense that many pairs and triples
occur 2 and 3 times. Optimal solutions where each possible t-tuple
occurs and the fewest number of blocks used would be of great interest.

7. A praclice) Method.

~ Aninteresting applicstion of the Rubic cube, in games or teaching,
is when the message is of length less then or equal to 54 units. The
sender and the receiver know how to read the message on the cube The
sender aspplies operstions Pl' ,P2,..‘Pn-and sends the cube vie a8 messenger.

The receiver applies Pn",...,P,'l and recovers the massage.
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