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Abstract

The recent incorporation of the HAVAL (Hashing Algorithm with Variable Lengths)
into the Tripwire security package for SUN workstations and research for the latest
LOKI family of algorithms, both of which use bent functions, have led many to ask us
“What are bent functions?”.

This article is to help introduce bent functions to those who work in Combinatorial
Theory.

1 Definitions

We consider functions from V,, to GF(2) (or simply functions on V), where V,, is the vector
space of n tuples of elements from GF(2), V,, = (0,1)". These functions are also called
Boolean functions.

Example 1 (Vector Space) V; = (0,1)?, therefore 00,01,10,11 are all the vectors in V5.

Notation 1 (Vectors) We use the notation:

ag = (0,...,0,0), a1 = (0,...,0,1), ... ;agm-1_q =(1,...,1,1).

Definition 1 (Sequence, Truth Table and Matrix of a Function) Let f be a func-
tion on V,,. Use a; as in Notation 1. The (1,—1)-sequence defined by ((—1)7(@0) (—1)/(e1)]

. ,(—1)f(a2"—1)) is called the sequence of f. The (0,1)-sequence defined by (f(ag), f(a1),...,
f(agn_1))is called the truth table of f. The (1,1)-matrix of order 2" defined by ((—1)/(®®))
is called the matriz of f.

Example 2 (Truth Table, Sequence and Matrix of a Function) Let f(z) = z12223F
x123 P 29 B x3 B 1 be a function on V.



The truth table of f

£(000) = 1, f(001) =0, f(010) =0, f(011) =1, £(100) =1, f(101) =1, f(110) =0, f(111) = 1.

The sequence of fis —1, 1, 1, -1, -1, —1, 1, —1.

The matrix of f is

e i
+ - -+ - - - 4
+ - -+ + - - -
e

-+ - -+ + -
e
+ - - -+ - - 4
-+ - - -+ + -]

Definition 2 (Balanced Functions) A function f on V,, is said to be balanced if its truth
table has 2"~! zeros (ones).

Example 3 (Balance) f = x5 @ 23, a function on Vi, is balanced since the truth table
of fis
0,1,0,1,0, 1,1, 0.

f takes the value zero 23~ = 4 times.

Definition 3 (Affine and Linear Functions) An affine function f on V), is a function
that takes the form of f = @121 & -+ & a2, & ¢, where aj,¢ € GF(2), j = 1,2,...,n.
Furthermore f is called a linear function if ¢ = 0.

Example 4 (Affine and Linear Functions) An affine function is one like
f=asdrdl
and a linear function is one like
=23 2.

Note: There are no terms such as xyxz9 or $%$3.

Definition 4 (Affine Sequence) The sequence of an affine (or linear) function is called
an affine (or linear) sequence.

Definition 5 (Hamming Weight and Hamming Distance) The Hamming weight of
a vector a € V,,, denoted by W (a), is the number of ones in its truth table. Given two
functions f and ¢ on V,,, the Hamming distance between them is defined as d(f,g) =
W(f(z)® g(z)), where 2 = (21, 22,...,2,).



Example 5 (Hamming Weight) If o = (101) than W(«a) = 2.

Example 6 (Hamming Distance) If f(z) = 2125 and ¢g(z) = 21 & z3 then

d(f,9) = W(f(z) © g(x)) = W(zre2 @ 21 © 22).

Hence for 2 = (21,22) = {(0,0),(0,1),(1,0),(1,1)}

d(f,g) =0,1,1,3 respectively.

Notation 2 (Scalar Product) Let a = (aq,---,a,) and 5 = (b1, --,b,) be two vectors
(or sequences), the scalar product of o and [, denoted by (a, ), is defined as the sum of
the component-wise multiplications. In particular, when a and g are from V,,, (a,f) =
ajby @ -+ & ayb,, where the addition and multiplication are over GF'(2). If @ and 3 are
(1,—1)-sequences, (a, ) = >, a;b;, and the addition and multiplication is taken over the
reals.

Lemma 1 If £ = (ay,...,azn) and 5 = (b1,...,ban) are the sequences of functions fi and
fa on 'V, respectively, then

Exn = (aiby,aby, ..., anbyn)

is the sequence of fi(x) @ fa(x), where x = (x1,22,...,2,).

Proof. The two sequences are given by
a; = (=1)71(@) and b; = (=1)2(®9) | for a; as before.

Then a;b; = (_1)f1(ai)(_1)f2(ai) — (_1)f1(ai)69f2(ai) 0O

Example 7 (Sequence of The Sum of Two Functions) We use the notation — to rep-
resent —1. Let fi(2) = x123, which has sequence

52 (_1)f1(070)7(_1)f1(071)7(_1)f1(170)7(_1)f1(171) =111-
and fy(z) = 2, which has sequence
n= (_1)f2(070)7(_1)f2(071)7(_1)f2(170)7(_1)f2(171) =1-1-.

Now fi(2)® fa(2) = x122B; has the sequence 1 — 11, which is £xn = (agbg, a1b1, a2b2,asbs).



Definition 6 (Walsh-Hadamard Matrix) A (1,—1)-matrix H of order m is called a
Hadamard matrix if HH' = ml,,, where H! is the transpose of H and I, is the identity
matrix of order m. It is well known that the order of a Hadamard matrix is 1, 2 or divisible
by 4 [24]. A special kind of Hadamard matrix, called Sylvester-Hadamard matriz or Walsh-
Hadamard matriz, will be relevant to this paper. A Sylvester-Hadamard matrix of order
2", denoted by H,, is generated by the following recursive relation

_ _ Hn—l Hn—l _
Ho_.LHn__lHn_l i ],n-_l,Qw.”
Lemma 2 The ith row of H, is the sequence of linear function p;(z) = (a;,x), where
x € V,, and «; is the binary representation of 1,1 =0,1,...,2" — 1.
. . . + +

Proof. By induction on n. Let n = 1. Since Hy = Lo ly = (4 +), the sequence of
(0,2) and {4 = (+ —) , the sequence of (1,2) where # € V5, + and — stand for 1 and —1
respectively. Suppose the lemma is true forn = 1,2,...,k — 1.

Since Hp, = Hy X Hy_q1, where x is the Kronecker product, each row of H, can be
expressed as 6 x { where 6 = (+ +) or (+ —), and { is a row of H,_y. By the assumption
( is the sequence of a function, say ¢(z) = (o, ), where a,2 € Vi_q. Thus 6 x { is the
sequence of (3,y) where y € Vi, § = (0 ) or (1 @) according as 6 = (+ +) or (+ —). Thus
the lemma is true for n = k. O

Example 8 (Walsh-Hadamard Matrices) The first few Walsh-Hadamard matrices are:

HO:[l]v
1 1
Hl:[l _1]7
1 1 1 1
1 -1 1 -1
=11 | 0 4|
1 -1 -1 1
i 11 1 1 1 1 1
-1 1 -1 1 =1 1 -1
1 -1 -1 1 1 =1 =1

Hs =

— o e e e R

-1 -1 1 -1 1 1 -1




Notation 3 Let 6 = (i1,¢2,...,%,) be a constant vector in Vj,. Then Ds, the D-function of
0, is a function on V), defined by

D(S(ylvy%"' 7yp) = (3/1 S3] Z])(yp <, Zp)

This notation is very useful in obtaining the functional representation of a concatenated
sequence. Let fo..o(z1,...,24), foa(z1,...,24), ..., fr.a(z1,...,24) be functions on V,
and let &o..0, &0..15 - -+, &1...1 be their sequences. Let £ be the concatenation of &...9, &o...1,
v &ra (e, €= (€0o0580015 - -5 E101) ). Then € is the sequence of the following function
on Vi

f(y:2) = D Ds(y) fs(x) (1)

§EVp

where y = (y1,...,¥p) and @ = (21,...,2,). (See also Lemma 9 of [20]).

In particular, if &, & are the sequences of functions fi, fz on V,, then n = (&, &) is
the sequence of the following function on V,, 14

glu,z1, .., xn) = (1B w) filer, ..., 20) B fal@1,...,20).

Example 9 (Finding Polynomial from Truth Table) Consider the sequence
T T —I_v —I_v

which corresponds to the binary sequence 0, 0, 1, 1. In order to find the equivalent
sequence we consider

a @ bry © cxy O dryixs
for 00, 10, 01, 11 respectively, obtaining upon substitution the equations
0=a, 0=a®b, 1=aPec,l=ahbDHchHd

which have solution ¢« = 0, b = 0, ¢ = 1 and d = 0, so the associated boolean function is
f(z) = 29, which is linear. We note that the matrix

[abed] = [0011]

e R R R
o O ==
o~ O
e

gives the same equations and so the solution is
~1

[abed] = [0011] = [0011]

(en i e
—_ = = =
(en i e
—_ = = =

o O O =
o O ==
o O O =
o O ==

Because [abed] = [0010] the boolean function is f(z) = 25.



Example 10 (Formula (1)) To find the boolean function associated with the sequence
00101001 for a three variable solution, we consider

a1
T2

T1T2

[00101001] obtaining vy B w129 B 3B w123 D

T3
T1T3
T3

oo oo oo~
e R e Bl e Wl e Bl Wl e R S
e R e Bl e R e Bl o S S S
e i e Bl W o S SO S SO U
coo RO OO~
OO, P OO R~
oL, O, O~ O
el T e T e e e

L1223
T1T2T3.

Lemma 3 In general if Go = 1 and

_ Gn—l Gn—l
= ]

the boolean function associated with the binary sequence a = (apay ...azn_1) is aGpaT,

T _
where 2 = (1,21,22, 2122, %3, 2183, T2T3, T1T2L3, Tdy- -, ).

Example 11 (Application of Lemma 3) Now we consider the balanced sequences (01101001)

and (10011001) respectively, which give
(01101001)G32zT = (01101000)2”

and
(10011001)Gsz” = (11100000)zT,

which are the boolean functions f(z)= 21 ® 22 G 23 and f(z)=1F 21 P z3.

2 Cryptographically Desirable Properties

We list these and then give more details and discussion of each. The art of cryptography
has led practitioner to believe that cryptographically desirable properties are:

e Balance,

e Nonlinearity,

o SAC, propagation,

Correlation immunity,

Algebraic degree.



2.1 Balance

Definition 7 (Balanced Functions) A function f on V,, is said to be balanced if its truth
table has 2"~! zeros (ones).

Example 12 (Balance) f = 22, ® x3, a function on Vs, is balanced since the truth table
of fis
0,1,0,1,0, 1,1, 0.

f takes the value zero 23~1 = 4 times.
We noted before, in Definition 7, that a function, say f on Vn is balanced if f takes
the value zero 2"~ ! times.

We now explore further properties of balanced functions.

Lemma 4 (Nondegenerate Transformation) Let

g(z) = f(zB @ )

where B is any nonsingular matriz of order n and 3 is any vector in'V,. Then g is balanced

if and only if f is balanced.

Proof. We note that if B is nonsingular, then 2 runs through all vectors ag = (0,...,0) to
agn_1=(1,...,1),s0y =aB & j.

Hence if f(x) is balanced so is

9(z) = f(zB @ B).

Example 13 (For Lemma 4) Set

g(z) = f(zB @ )

where

Thus
g($17$27$3) = f(xl S3] T2 S5] 17 a1 S3] z3 S5] 17 T2 S5] 1)

¢ is also balanced since g(z¢) = 0, if and only if f(zqB & §) = 0.



Lemma 5 (Sum of Functions) Let f and g be functions on V,, and V,, respectively.

Then f(x)® g(y) is balanced if f is balanced.

Proof. Since ¢(y') is constant for given 3y’ and since the truth table of f(2) is zero (one)
half the time the truth table of f(z) @ g(y') is zero (one) half the time. 0

2.2 Nonlinearity

We recall from Definition 5 the Hamming distance d( f, ¢). The following definition is given
by Pieprzyk and Finkelstein [16]:

Definition 8 (N; or nonlinearity of a function f)
N¢=min{d(f,¢)|p is affine}

is called the nonlinearity of f.

Example 14 (Nonlinearity) To show a calculation using this definition we consider

2 | fl@) =220 di(z) =121 ¢(a)=1Gzy ¢3(z)=1F a1 Py
00 0 1 1 1
01 0 0 1 0
10 0 1 0 0
11 1 0 0 1

So that d(f, (bz) = Zf(l,);ég(l,) =1 gives
d(f’ ¢1) = 37 d(f7 ¢2) = 37 d(f7 ¢3) =1

and the nonlinearity or mind(f,¢;) = 1.

Lemma 6

d(fvg) = 2n_1 - %<£7 77>

where £, n are the sequences of [ and g respectively.

Proof.  Write £ = ag,a1,...,a3n_1 and 5 = bg,b1,...,ban_1. Let p(+) (p(—)) denote the
number of j, such that a; = b; (a; # b;). Hence (£, n) = p(+) — p(—) = 2" — 2p(—) and
hence p(—) = 2771 — (¢, n). Obviously, p(—) = d(f,g). This proves the lemma. 0



Example 15 (For Lemma 6) The sequences of f,¢1,¢q,¢s, are £ = (1,1,1,—-1), ;; =
(=1,1,-1,1), p2 = (—=1,-1,1,1) and n3 = (—1,1,1, —1) respectively, so

<£7 771> = -2, <£7 772> = -2, <£7 773> =2

and so
d(f’¢1) :37 d(f7¢2):37 d(fv(bS): 1
and the nonlinearity or mind(f,¢;) = 1.

Lemma 7 Any nonzero affine function is balanced.
Proof. The lemma immediately follows Lemma 5. O

Lemma 8 (Nonlinearity Inequality) Let f be an arbitrary function on V,,. Then the
nonlinearity of f, Ny, satisfies

1

Nf g 2n—1 _ 2571—1‘

Proof. There exist many proofs for this lemma. We now give a direct proof.

Let f be any function on V,, and & be the sequence of f. Let {; be the jth row (column)
of H,,7=0,1,...,2" — 1. Note that

an = <£7£0>7 <£7£1>7 R <£7£2"—1>-
Hence €H, H, (T = Z?ZBIQ,@)Q and hence 27¢¢7 = Z?Za%f,ﬁﬁz. This proves

2"—-1

> (6 4) =2 (2)

J=0
(2) is called Parseval’s equation (see P. 416 of [11]). Thus there exist a jo, 0 £ jo = 2" — 1,
such that (£,€;,)* 2 2" and thus (£,(;,) = 23" or (&,0;) = —923m,

From Lemma 2, {;; is the sequence of a linear function, denoted by ¢;,. In the first
case, by using Lemma 6, d(f,¢;,) < 2" — 25"~ Tn the second case, (£,—(;,) 2 9257,
Note that —(;, is the sequence of affine function 14 ¢;,. By using Lemma 6, d(f,1® ¢;,) <
gn=1_95n-1, By the definition of the nonlinearity, we have proved Ny < 2771 — 25n-1

Lemma 9 Let
g(z) = f(aB &)

where B is any nonsingular matriz of order n and § is any vector in V,. Then

N, = Ny.



Proof. Let ¢ be an arbitrary affine function on V,,. By the definition of the nonlinearity,
there exists an affine function on V,,, say ¢, such that d(f,¢) = Ny. Set ¢(z) = (2B & 3).
Obviously d(g,v) = d(f,¢). Note that ¢ is also an affine function. By the definition
of nonlinearity, N, < d(g,v). This proves that N, < Ny. Since B is nonsingular, the
deduction can be reversed and thus Ny £ N,. The proof is completed. O

2.3 Propagation Criterion

Now we introduce the definition of the propagation criterion.

Definition 9 (Propagation and SAC) Let f be a function on V,,. We say that f satisfies
1. the propagation criterion with respect to o if f(x)@® f(x @ ) is a balanced function,
where 2 = (z1,22,...,2,) and a is a non-zero vector in V,,,

2. the propagation criterion of degree k if it satisfies the propagation criterion with re-
spect to all @ € V,, with 1 £ W(a) = k,

3. strict avalanche criterion (SAC) if the propagation criterion degree of f is 1.

The above definition of the propagation criterion is from in [18]. Further work on the
topic can be found in [17] where a nonsystematic method for obtaining balanced functions
satisfying the propagation criterion was suggested. Note that the strict avalanche criterion
(SAC) introduced by Webster and Tavares [25, 26] is equivalent to the propagation crite-
rion of degree 1 whereas the perfect nonlinearity studied by Meier and Staffelbach [12] is
equivalent to the propagation criterion of degree n where n is the number of the coordinates
of the function.

Example 16 (Propagation Criterion) Consider f = zy2z5 @ 23, a function on V3. Let
a=(1,1,0). Hence
f@)dfrda)= (21220 23) D (21 D 1) (22D 1) Daz) =21 D220 1

is balanced. Thus f satisfies the propagation criterion with respect to a = (1,1,0).

Example 17 (Propagation Criterion) Consider the following function on Vj
fla1,22,03,24,25) = 1 B 2125 P 224 B T2T5 B T2T4T5 B T3T4T5.
Let a =(0,0,1,0,0) then
f(2)@ f(x @ a) = za3vs2s5 © (23D 1)r425 = 2425

which is not balanced. In fact, f does not satisfy the propagation criterion with respect to
any vector in the subset of vectors

¥ = {(0,0,0,0,0),(0,0,0,0,1),(0,0,0,1,0),(0,0,1,0,0),(0,0,1,1,1)}.

10



Theorem 1 Let f be a function on V,, and A be a nonsingular matriz of order n over
GF(2). If f(x)® f(z @ ~y) is balanced for each row v of A. Then (x) = f(xA) satisfies
the strict avalanche criterion (SAC).
Theorem 2 Let fi,..., [ be functions on V,, Set

R ={yf;(2) @ f;(z ® a),is not balanced for a j, 1 £ j < m}.
If |R| < 2771 then there exists a nonsingular matriz of order n over GF(2) such that each
¥i(x) = fi(zA) satisfies the SAC.
Example 18 (For Theorem 1) f = z,25 @ x3 does not satisfy SAC as

f@)& flx®es) =z B asdriry @ (v 1) =1
is not balanced, for e3 = (001). On the other hand, for e; = (100), e; = (010), v = (111)
f@)@ fle®er) =g, f(2) B [z Deg) =21, f(2) B flzDy) =182, 1

are balanced.

Consider
€1 1 00
A=]e | =10 1 0
~ 1 1 1
Then
g(z) = f(zA)

satisfies the SAC.

Example 19 (For Theorem 2) Let f; = oy @ a3 @ x93, fo = x1 O 29 O x129 D 2223
and fs = @129 B xox3 B x1x3. Since fi; does not satisfly the propagation criterion with
respect to only (1,0,0), fo does not satisfy the propagation criterion with respect to only
(1,0,1), and f5 does not satisfy the propagation criterion with respect to only (1,1,1).
Hence ® = {(1,0,0), (1,0,1), (1,1,1)} and |R| = 3 < 271, where n = 3. By Theorem 2,
there exists a nonsingular there exists a matrix of order 3 over GF(2) such that each
;(x) = f;(zA) satisfies the SAC. In fact, by using Theorem 1, A can be chosen as

A=

— o O
o =

1
0
0

2.4 Linear Structure

Definition 10 Let f be a function on V,,. A vector, «, is called a linear structure of f if

f(z)® f(z & a) is constant.

11



Every function has at least one linear structure because of the zero vector.
Example 20 (Linear Structure) Consider the function f = zy29 @ 23 on V5. Now § =
(0,0,1) is a linear structure of f, since
f(@)® fa @ B) = (v122 D a3) D (122D e D 1) = 1.

Note: a linear structure is not good for cryptographic purposes and it will be avoided
or minimized in cryptographic design.

2.5 Bent Functions

We now introduce the concept of bent functions.

Definition 11 (Bent Functions) A function f on V,, is called a bent function if

92 3 (—1)/ @B = 11,

zEVR

for all 3 € V,,. Here f(2)@® (B, x) is regarded as a real-valued function.

Let f be a function on V,,. We know that the following seven statements are equivalent

is bent,

(i
(ii) (£,0) = +25™ for any affine sequence ( of length 2", where £ is the sequence of f,
(iii 273" H T is a (1,—1) vector,

M, the matrix of f,is an Hadamard matrix,

(v

(vi) the nonlinearity Ny satisfies Ny = 27~} — g5l

2 )

) f
)
)
(iv) f(z)® f(z@®a) is balanced for any non-zero vector a € V,,, where x = (21, 22,...,2,),
) M
)
)

(vil) D ={z|f(z) =1} is an Hadamard difference set in V,,,

D= (27%7 2n—1 + 2%71—17 2n—2 + 2%71—1)‘

The proof can be found in many literatures, for example, [1, 20, 27]. As examples, we now

prove that bent functions can be defined as mentioned in (v), (vi) or (vii) by supposing the

equivalence of (i), (ii), (iii) and (iv).

Proof. [(v) < (ii)] From a very pretty result by R. L. McFarland (see Theorem 3.3 of [5])
M = Q_RHndiag(<£7£0>7"'7<£7£2"—1>)Hn7 (3)

12



the equivalence of (v) and (ii) is obvious. 0

Proof. [(vi) < (ii)] Suppose (ii) holds i.e. (£,{;) = 425" for each linear sequence of length
2", say (;, that is the sequence of linear function, say ;. Note that ({,1+ (;) = :FQ%” for
each linear sequence of length 2", (;. Note that 14(; is the sequence of affine function 1@ ;.
From Lemma 6, for any linear ¢;, either d(f,¢;) = 2""! — 23" or A(f, 13 ;) =2""1 - 9257,
This proves (vi).

Conversely, suppose (vi) holds. We prove that (ii) must hold. Otherwise, from (2),
there exists a linear sequence of length 27, say ¢, that is the sequence of a linear function,
say ¢, such that [(£,0)] > 22", Tence &, 0 > 23" or (£, 0) < —25". Tn the first case,
by Lemma 6, d(f,¢;) < 277! — 22" hence Ny < 277t — 22", The second case can be
rewritten as (£, —() > 25", Note that —( is the sequence of affine function 1 & ¢. By the
same reasoning, d(f, 1 ¢;) < 277! — 23" hence Ny <27t — 23", This contradicts the
assumption that Ny = 2771 — 237, Hence (ii) holds. 0

Proof. [(vil) < (v)] Before the proof, we introduce the concepts of difference sets and
Hadamard difference sets. Let G be an Abelian group of order » and let D be a k-subset
of G. D is a (v,k,\)-difference set in G if for each nonzero element g € G the equation
g = d;—d; has exactly A solutions (d;, d;) with d;,d; € D. In particular, a (v, k, A)-difference
set is called an Hadamard difference set if v = 4(k — \).

Let [D] be a (0,1) (real value) matrix of order v X v, whose entries are label by (o, 3),
where «, 5 € GG and entry on (a, ) position is 1 if and only if @ — § € D. From [6], D is
a (v, k, A)-difference set if and only if [D]? = (k — A\)I — AJ, where I is the identity matrix
and J is the all-one matrix. Set [D*] = J — 2[D]. Equivalently, D is a (v,k, X)-difference
set if and only if [D*]? = 4(k — M)I + (v — 4(k — \))J. Hence D is a (v,k,\)- Hadamard

difference set if and only if [D*] is an Hadamard matrix.

We now prove the equivalence between (vii) and (v). Specialize GG as the set of all the
vectors in V,, and regard the operation of GG as the boolean addition of the vectors. Hence
(i is an Abelian group. Specialize D as D = {z|f(«) = 1}. It is not hard to find that [D*] is
identified with M, the matrix of f. From last paragraph, M is an Hadamard matrix if and
only if D is a (v, k, \)-Hadamard difference set, where v = 2" thus k must be 2"~ £ 9371

and A must be 272 4+ 2371 (see [6]). a

It was Rothaus who first introduced and studied bent functions [19]. Other issues
related to bent functions, such as their properties, construction and enumeration, can be
found in [1, 7, 9, 15, 27]. Kumar, Scholtz and Welch [8] defined and studied bent functions
from Z7 to Z,, where ¢ is a positive integer. Applications of bent functions to digital
communications, coding theory and cryptography can be found in [2,4,9, 10, 11, 12, 13, 15].

Example 21 (for Hadamard Difference Set) f = zjzoM a3z, is a bent function on V.
Hence, from (vii), D = {z|f(z) = 1} = {(0011), (0111), (1011), (1100), (1101), (1110)} is
an Hadamard difference set.

13



Basic Properties of Bent Functions

Let f be a bent function on V,, then

1. » must be even,
2. the degree of f is less than or equal to %n, except for n = 2,
3. for any affine function ¢, f @ ¢ is also bent,

4. f(xA @ «) is also bent where A is any nonsingular matrix of order n, and «a is any
vector in V,,

5. f takes the value zero 2"~! & 2371 times,

6. 2—%an£T is also a bent sequence.

Example 22 (Bent Function) We now prove that f(z) = 2123 is a bent function on V5.

1. Proof (using sequences).

The truth table of f is

£(0,0) =0, £(0,1)=0, f(1,0)=0,f(1,1) =1

Now consider the Sylvester-Hadamard matrix of order 22

+ + + + b
+ - + - ly

H - =
T+ o+ - - (3
+ - - + ly

We consider
(§.01) = 2,(&,02) = 2,(&,03) = 2,({, la) = =2,
thus the sequence of f is
=+ ++ —.
Hence the statement (ii) is satisfied.

2. Proof (using matrices).
The matrix of f is

_|_

+ + +

_I_
_I__

_I_

which is an Hadamard matrix as M ML = 41,.

|+ + +

_I_
_I_

3. Proof (using balance).
Let a = (ay,a3) # (0,0).
fl2)® fle® a) = z122 P (21 B ar1)(x2 B az) = a1x2 B azxy B araz is a nonconstant
affine function thus 0-1 balanced.
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Example 23 (Bent Functions Are Not Balanced) [ = zj25@®x324 is a bent function
on V4. The truth table of f is

0,0,0,1,0,0,0,1,0,0 0,1, 1, 1, 1, 0.

f takes the value zero 24~! + 2%4_1 = 8 4+ 2 = 10 times Therefore this function is not
balanced.

3 The Relationship Between Avalanche Effect and Nonlin-
earity

Let f be afunction on V,,, () be the sequence of f(z@ ). Thus £(0)+&(a) is the sequence
of ()8 f(z ® a).

Define A(a), the excess of a, to be A(a) = (£(0),£(w)).

Let {; be the ith row of H,. By Lemma 2 of [23], {; is the sequence of linear function
i = (a;,x), where a; is defined as in Definition 1.

Lemma 10 Let f be a function on V,. Then the Hamming weight of f(z) @ f(z & a) is
equal to 2"1 — LA(a).

Proof. Let ey (e_) denote the number of ones (minus ones) in the sequence of £(0) * ().
Thus ey —e_ = A(a) and (2" —e_)—e_ = A(a) and e_ = 2”71 — A(a). Note that e_ is
also the number of ones in the truth table of f(z)® f(z & a). Thus the lemma holds. O

Obviously, by Lemma 10,

Lemma 11 A(a) =0 if and only if f(z) P f(x & ) is balanced i.e. f satisfies the propa-
gation criterion with respect to a.

If |A(a)| = 2™ then f(z)® f(x @ «) is constant and then « is a linear structure (see

[14]).

However the propagation criterion is not satisfied by every function. In most cases,
A(a) # 0 but is relatively small, thus f(z)® f(2 @ «) is nearly balanced, and thus f has

good avalanche effects.

To measure the avalanche effect of a function, say f, with respect to every vector we

consider
Y A¥a),
aEVn

which we hope will be as small as possible. In fact, it is smallest for bent functions and
largest for affine functions.
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Let M be the matrix of f (see Section 1), £ be the sequence of f. From (3), the first
row of MM7T is

(Aao), Aar),- -, Alagn_q)).

The first row of
Q_HHndiag(<£7£0>27 Tty <£7£2n—1>2)HW

can be expressed as
27((E7 o)y -+ (E ban ) = 2776 H,
where
& = (&) (& b)),
Thus
(A(ao), Aar), -+, Alagn_q)) = 27"((E,4o), -+, (£, ban_1)?) H,.

We have now constructed infinite balanced functions with nonlinearity greater than the
lower bounds.

Theorem 3 Let f be a function on V,,. Then

(Alao), Alar), -, Alagn 1)) H, = ((6,4o)?, -+, (€, lan1)?).

Theorem 3 shows the relationship between the nonlinearity and the avalanche effect. This
can be seen from Lemma 10 and the following fact (see Lemma 4 of [23])

_ 1
d(g1,92) = 2"7" - §<7717772>
where each n; is the sequence of function g; on V.
Write n = (A(ag), A(aq),- -+, A(agn_1)). Since

(€, = (nH,,nH,) = nH,HI'n" = 2"(n,7)

2" —1
Y (&) =2 Y AXa).
=0 o€V,

Thus we have

Corollary 1 Let f be a function on V,,. Then

2" -1
D Aa)=27" Y (6 0)"

16



From Corollary 1, we can unite the nonlinearity and the difference of a function on V,,,
say f, by a new criterion, denoted by o(f), defined as follows

o(f) = 3 AYa) =2 3 (6,05)"
S€EVL 7=0

From Theorem 1, the larger the nonlinearity of a function is the better the avalanche
effect is.

Theorem 4 Let f be a function on V,,. Then

(Z) 22n g O'(f) g 2371’
(ii) o(f) = 22" if and only if f is a bent function,
(iii) o(f) = 2°" if and only if [ is an affine function.

Proof. (i) By Theorem 1,

271 271
o(fy=27" 3 _(&4) =27 ) (66))"
7=0 7=0
From (2), we have
271
Z <€7£]>2 — 2271‘
7=0

Thus
o(f) < 27t = 237,
(ii) Note that A(0) = 2".
o(f)= Y A%a) = A%(0) = 2%, (4)

aEVn

From (4), o(f) = 2%" if and only if A(a) = 0 for any a # 0 i.e. f is bent (see 1).

(iii) Set y; = (£,¢;)*. By Parseval’s equation, Zfial y; = 2"

It is not hard to see o(f) = 29" <= 27" Z?ial y; = 27" = Z?ial y; =2V =
Z?:El y: = (Z?:El y;)? <= y;y; = 0if j # i <= there exists a jo such that y;, = 22" and
y; = 0if j # jo <= there exists a jo such that (£, (;)) = £2" and (£, (;) = 0if j # jo <=
there exists a jo such that £ = £, i.e. f is an affine function. O

4 Some Balanced Functions

Bent functions have the largest nonlinearity and the smallest difference but are not balanced
thus they cannot be used in most cryptographic designs. In [22, 20, 21, 23] the authors
constructed balanced functions having high nonlinearity and satisfying the propagation
criterion. We now analyze 6( f) for each construction.
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4.1 Concatenating Bent Functions
4.1.1 On V2k+1

Let f be a bent function on Vy; and ¢ be a function on V4 defined by

g(z1,22, .. Tok1) = 21D f(22,. . Tokt1)-

Set

g (z) = g(zA)
where A is any nonsingular matrix of order 2k + 1 over GF(2). By Corollary 6 of [23], ¢*
is a balanced function on V41 and satisfies the propagation criterion with respect to all

non-zero vectors except for v* where v* is the first row of A. The nonlinearity of ¢* satisfies
Ny 2 2% 2k,

For any nonzero vector a € Vyp4q, Consider g(z) @ g(z & ).

Case 1: a # (1,0,...,0). From the definition of g, g(z) & g(z @ «) is balanced thus
A(a) = 0.

Case 2: a = (1,0,...,0) = ay. From the definition of ¢, g(z) ® ¢g(z § a) = 1, for all
z € Vapg1. Thus A(ay) = —22+1,

Hence
o(g) = Y. A¥a)=A%0)+ A%(ay) =222 = o4,

a€Vapyr

Note that o(g) is invariant under any nondegenerate linear transformation on the variables.
Thus o*(g*) = 2*+3. By Theorem 4, the lower bound of ¢(f), where f is a function on
Vaga1, is 22571, However this bound cannot be reached as this bound is only attained by
bent functions and bent functions only exist in even dimension vector spaces.

By Lemma 10 of [23], the nonlinearity and the number of vectors for which the propa-
gation criterion is satisfied, is the same for ¢* and g¢.

Unfortunately, ¢ has a linear structure although it satisfies the propagation criterion
with respect to other nonzero vectors.

4.1.2 On Vy

Let f be a bent function on Vy;_9 and g be a function on Vi1 defined by

g(x1,29,. . 228) =21 P a2 B fas,...,02%).

Set
g (x) = g(zA)
where A is any nonsingular matrix of order 2k over GF(2). By Corollary 7 of [23], g* is

a balanced function on V5 and satisfies the propagation criterion with respect to all but
three non-zero vectors. The nonlinearity of g* satisfies Ny» = 22k=1 _ 9k,

18



For any nonzero vector a € Vay, Consider g(z) @ g(z @ a).
Write aq = (1,0,...,0), a2 = (0,1,...,0), a5 = (1,1,...,0).

Case 1: a # aj,ag,as. From the definition of ¢, g(2) & g(« & «a) is balanced thus
A(a) = 0.

Case 2: @ = o, j = 1,2,3. From the definition of ¢, g(z) B g(z D a;) =1, j = 1,2, for
all @ € Vapyy. Thus A(ay) = 2%, j = 1,2. g(2) ® g(z @ az) = 0, since A(az) = 22,

Thus
o(g) = > Aa)=A%0)+ > A%a;) =42 = 212,

aEVoy 7=1

Note that o(g) is invariant under any nondegenerate linear transformation on the vari-
ables. Thus o(g*) = 2***2. By Theorem 4, the lower bound of ¢( f), where f is a function on
Vor, is 225, But this bound is reached only by bent functions and not by balanced functions.

By Lemma 10 of [23], the nonlinearity and the number of vectors to which the propa-
gation criterion is satisfied, is the same for ¢* and g¢.

Unfortunately, g has three linear structures although it satisfies the propagation criterion
with respect to other nonzero vectors.

4.2 Concatenating Linear Functions

Letp<q,y=(y1,...,9p) and = (21,...,2,). Since there exist 27 distinct linear functions
on V,, we can choose 27 different those and give each a subscript ¢, 6 € V,,. Write the set
of the 27 linear functions as .

We can construct balanced, highly nonlinear functions satisfying the propagation crite-
rion by the following method

9(2) = g(y.2) = P Ds(y)es(x) (5)

sev,
where z = (y,z).

By Lemma 3 of [21],

(i) ¢ is balanced,
(ii) the nonlinearity of g satisfies N, = 2°T4=1 — 24=1

(iii) g satisfies the propagation criterion with respect to any v = (8, @) with § # 0, where
geV,and a eV,

(iv) the degree of g can be p + 1 if R is appropriate.
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Let &5 is the sequence of s and 7 is the sequence of g. By Lemma 1 of [20], 5 is a
concatenation of 2P distinct &s.

Note that H,., = H, x H,. and hence any row of H,,,, say L, can be represented as
L =10 x1{", where (' is a row of H, and (" is a row of H,.

Since different rows of H, is orthogonal

(L) = 29 if f € R, wherel, = ' x ("
TEITY 0 if f¢ R, where L= x ("

where f is the corresponding linear function of £”.

Note that there exist 27 - 2P [, such that the corresponding linear function of £ belongs
to R, where L = ¢’ x (".

By Theorem 1,
o(g) =27P792P. 2P . 949 _ 9p+3q

Note that o(g) is invariable under any nondegenerate linear transformation on the vari-
ables. Thus o(g*) = 2P*37. By Theorem 4, the lower bound of o(f), where f is a function
on Vg, is 22727, But this bound is reached only by bent functions instead of balanced
functions.

By Lemma 10 of [23], the nonlinearity and the number of vectors to which the propa-
gation criterion is satisfied, of g* is the same with g¢.

We now prove the following conclusion.
If there exists dp € V), such that
rank of {ps® @s,|0 € V,} =¢
then g, defined in (5), has no linear structures.
Consider
9(z) B g9(zB7) =g(y.x) B9y f,2 & ). (6)

(iii) of Lemma 3 of [21] (see a previous paragraph in this subsection) (6) is balanced for

B#0.

Thus to find a linear structure of ¢ we only need to discuss (6) for 5 = 0. In this case
(6) is specialized as

9(2) D g(z®7) =g(y,2) D gly,z D a)
= P Ds(y)(ps(x) B o(z ® o) = P Ds(y)es(a). (7)

5€Vy seVp

Clearly, v = (0, «) is a linear structure if and only if (7) is constant if and only if
ps(a) =c (8)
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for every 6 € V,,, where ¢ € GF(2). (8) is equivalent to

ps(a) & ps,(@) =0 (9)

for each ¢ € V). Since the rank of {5 & ¢s,|6 € V,} = ¢, also @ € V, there exists no
nonzero « satisfying (9), a set of linear equations about a. This proves that g has no linear
structures.

The condition in this conclusion is easy to satisfy. For example, hy(2) = 21, ho(2) = 22,

.y hg(z) = z, are linearly independent functions on V,. Let ¢y be an arbitrary linear

function on V,. Write ¢; = h; Do, j =1,2,...,q. Thus @1 @ o, ..., ¢, O @o are linearly

independent. To construct function g, defined by (5), we need 2? linear functions on Vi,

whose collection is denoted by U = {gs,[6 € V,,}. Count @1 = hq & @o, ... p; = hy & @0

and g, as ¢ + 1 linear functions in U and choose any 2¥ — ¢ — 1 linear functions on V; as
the rest we construct . Clearly U satisfies the condition in the above conclusion.

Also, ¢ still satisfies (i), (ii), (iii), (iv), mentioned in the beginning of this subsection.
We only need to expline (iv). Since 27 — p — 1 linear functions can be chosen arbitrarily
after ¢ + 1 linear functions are fixed, we can make @5€Vp ws # 0. By the proof of Lemma
3 of [21], the degree of g is p+ 1.

The request that a function has no linear structures is an important criterion for cryp-
tographic function as a linear structure shows the function has an unnecessary variable that
will be identified by cryptographic attack.

It is impossible to calculate the maximum A, of functions constructed in (5) unless
further request or information are given. However we guarantee that we can easily construct
functions without linear structures using (5).

5 New Construction of Cryptographic Functions with Small
Difference

In this section we construct balanced functions having high nonlinearity and satisfying the
propagation criterion with respect to many vectors. Furthermore we require the functions
to have small o(f) and difference. Big difference with respect to a nonzero vector implies
the avalanche effect of the function is week. In particular, if the difference with respect to a
nonzero vector reaches the maxmun value i.e. the vector is a linear structure, the function
contains an unnecessary variable. In this paper we are concerned with the difference as
well as other criteria and make the difference as small as possible. At least, we require the
functions to have no linear structure.

5.1 On ‘/Qk

For z € Vyy, write z = (y,x), y € Vi, © € Vj. Set

o) = gly.) = { A (10)
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where where ag, a1, ..., aq6_4 are defined as at beginning of Section 1.

Obviously, for any fixed a € Vi, g(a,2) is a nonzero linear function and thus balanced.
Hence we have

Lemma 12 g, a function on Vyy, defined as in (10), is balanced.

Let v = (8, a) be a nonzero vector in Vi, where 3,a € Vj.. By the definition of A(y)

Z Z )by (yBFrdo)

yeVy zeVy
Case 1: g #0.
Z Z 9(y,2)Dg(yDB,xda) + Z Z *)Dg(y®s, 1’69&)‘
y=0,6 7€y y#0,0 z€Vy
For y =0,
9(0,2) D g(B,2 ® a) = (a1,2) & (B, D a) = (a1 @ B,2) D (B, ). (11)
For y = 5,
9(B,2) @ g(0,2 ®a)=(8,2) D (,2 D a)= (a1 d B,2) B (a1, ). (12)
For y # 0,3,
9(y.2) D g(yd Beda)=(y,2)B(y& B2 Da)=(8,a) b (8,2) B (y,). (13)

Casel.l: B = aq. In this case, (11) becomes (3, ), (12) becomes (aq,a) and (13) is a
nonzero linear function of z for fixed y and thus balanced. Hence

A = B =1 + (1)) =

l’EVk

2.9k . 0= ohtl,

where ¢ = (=1)@19) = 41,

Case 1.2: § # ;. (11), (12) and (13) are all nonzero linear functions and thus balanced.
Hence A(y) =

Case 2: § = 0. In this case, a # 0 is necessary. (10) is specialized as

A(y) = Z (—1) 9(0,2)Bg(0,x®o) 4 Z Z z)Bg(yBo,zda)

l’EVk y;ﬁO xEVk

22



For y =0,
g(0,$) b g(O,x ® Oé) = <041,$> b <041,$ ® Oé> = <041,Oz>.
For y # 0,

9(y,2) D g(y,z ®a) = (y,2) B (y,2 S a) = (y,a).

Ay = 3 (=1 137 37 () =

l’EVk y;éO xEVk

Z (_1)<a1,a> + Z Z (_1)<y,a> _ Z (_1)<07a>‘

Note that (y,«a) is a nonzero linear function and thus balanced.

A= (=1 = 3 (=)0l = B -

{ 0 if (g, ) =0

25+ if (ag,0) = 1

Summarize Cases 1 and 2, we conclude

Lemma 13 Let g, be the function on Vs, defined as in (10). Then

A(y)] £ 25

for any nonzero vector v € Vyy.

In Case 1.2, A(y) =0, 3 # 0, B # a1, a is arbitrary. There exist (2F —2)2% =
such v = (5, a).

1]

(14)

(15)

Lemma 13 shows that function ¢ has no linear structure furthermore the difference with
respect to any nonzero vector is bounded by a small value.

22k _ 2k-|—1

In Case 2, A(y) = 0, 3 = 0. a satisfies a # 0 and (ay,a) = 0, that has 2¥=' — 1 nonzero

solutions of a.

Hence there exist 22 — 2F+1 4 2k=1 _ 1 5 = (B, ) such that A(y) = 0. Since A(y) =0

23

if and only if g(2) @ g(= & 7) is balanced, we have the following conclusion

Lemma 14 g, a function on Vy, defined as in (10) satisfies the propagation criterion with
respect to 92k _ 9k+1 + 2k=1 _ 1 nonzero vectors.



Let ¢; be the sequence of linear function, on Vi, (a;,z). By Lemma 2 of [20], {; is the
ith row of Hy, i =0,1,...,2F — 1.

Let £ be the sequence of ¢, defined as in (10). From Lemma 1 of [20],

5 = (ﬁl,ﬁl,ﬁQ,. .. 7£2k_1).

Let L be the sth row of Hop. By Lemma 2 of [20], L; is a linear sequence of length 22k

Since Hyy, = Hp X Hy, L, can be rewritten as Ly = {, Xy, for some pand ¢,0 < p, ¢, < 2k 1.
Write £, = (¢g,¢1,...,¢9%_q) thus
LS = (COKq, Clﬁq, oo 702k_1£q).

Since Hy is a Hadamard matrix, (¢;,¢;) =0, if j # 1.

Hence
(Co+01)<£1,£1> = (Co—|-01)2k lqu 1
(& Ls)=q 2" if ¢ #0,1
0 ifg=0

Note that ¢g = 1 and ¢; = £1. There exist 2F~1 {, such that ¢; = 1. Hence there exist
2k=1 I such that L, = l, x {y with ¢4 =1 and ¢ = 1. For such L, (£, L,) = k41,

For ey = —1, (£, L) = 0.
There exits 2%-(2F —2) L, such that Ly = (, x{, with ¢ # 0,1. For such L, (£, L) = £2*.

Hence

22k 1
O_(g) — 2—2k Z <£7 L5>4 — Qk—l . 24(k-|—1) _I_ Qk . (Qk _ 2) . 24k
5=0

94k 4 93k+3 _ 93kt

This proves that the following conclusion
Lemma 15 g, a function on Vyy, defined as in (10) satisfies o(g) = 2% 4 23k+3 _ 23k+1,

Note that [(¢, L,)| < 28! for any L,, that is a rtow of Hyy, also a linear sequence of
length 2%*. By using Lemma 3 of [20], we have

Lemma 16 g, a function on Vay, defined as in (10) satisfies N, 2 22k=1 — 2k,

Summarize Lemmas 12, 13, 14, 15 and 16 we have

Theorem 5 Let g be the function on Vyyi, defined as in (10). Then
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(i) g is balanced;
(ii) N, = 22k=1 2k

(iii) g satisfies the propagation criterion with respect to 2% — 281 1 2k=1 1 nonzero
vectors,

(z'v) U(g) — 24k + 23k+3 _ 23k+1’

(v) |A(y)] £ 25F for any nonzero vector v € Vyy,.

Furthermore, since ¢ does not satisfies the propagation criterion with respect to 22 —

(2% — k41 L ok=1 1) = k41 _9k=1 1 1 < 22k—1 vectors, by Theorem 2 of [22], there exists
a nonsingular matrix of order 2k over GF(2), say A, such that h(z) = f(zA) satisfies the
strict avalanche criterion (SAC).

5.2 On ‘/2k+1

Lemma 17 There exists a permutation on Vi, say m(u), such that uw® m(u) runs through
all the vectors in Vi while u runs through Vi once.

Proof.  There are many proofs of this lemma. For example, from Section 4, [21], there
exists a matrix, say F, of order 2* with entries linear functions on Vj such that each row
(except for the top row) is a listing of all the linear functions on Vi and the sum of any two
distinct rows is a listing of all linear functions on Vj.

Let the second and the third rows be

2,05 ¥2,15 -+ » P2 2k1

and
¥3,0, 3,15+ - »P32k_1

respectively, where each @] is a linear function on Vi. Define a permutation m on all linear
functions on Vi by the following regulation

m(p,5) = @3,
j=0,1,...,28 — 1. By the property of matrix £,
P2, B mp2,5) = 2,5 B 3,

runs through all the linear functions on Vj while j runs through 0,1,...,2*¥ — 1. Since
all the linear functions on V} is also a vector space isomorphic to Vj the lemma has been
proved. O

Write Wy = {(0,u)|u € Vi}, Wo = {(1,u)|u € Vi}, where 0,1 € GF(2). Obviously,
Vipt = Wy U W,
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For any y € Viy1, write y = (y1,u), 1n € GF(2), u € Vj.

For z € Vapyq, write 2 = (y,2), y € Vi1, ¢ € Vi Set

B ) 1@ (u,e) ifye W
9(z) = g(y,z) = { (m(u).z) if y € W, (16)

For any fixed a € Vj, there exists a unique o’ € Vi, such that m(a’) = a. Write
= (0,a), ¥’ = (1,0'). By the definition in (16), g(¢',2z) = 1 & (o, 2) and g(y",z) =

(m(a'),2) = (a,x). This proves the following lemma
Lemma 18 g, a function on Va1, defined as in (16), is balanced.

Let v = (8, a) be a nonzero vector in Vag41, where 8 € Viq1, @ € Vi By the definition
of A(y)

9(y,2)Dg(yDB,xda) z)Dg(yDs, x@a)
=2 2 (= + 2 > (-

yeEW, €V} yEWL €V,

Case 1: g #0.
Case 1.1: g € Wy thus y € Wy implies y @ 3 € Wy and y € Wy implies y § 8 € Ws.
Write 8 = (0,7). Since 3 # 0, 7 # 0. For y € Wy,

9(y,2) D gy © f,2 @ a) = (u,2) D (u® B,z @ a) = (u,0) G (1,2) D (1, @)

is a nonzero linear function of z for a fixed y.

9y, 2) D glyd B,eda)=(m(u),z) & (m(ud f),zda) =

(m(u) & m(u® 7)) © (m(vd f),a)

is a nonzero linear function and thus balanced since m(u) @ m(u @ 7) # 0 for 7 # 0. Hence

A(y) = 0.
Case 1.2: € Wy thus y € Wy implies y ¢ 3 € W5 and y € W implies y § 3 € Wh.
For y € W,
§(5,0) B g(y ® By2 & a) = (w,2) & (m(u7),2 & a) = (ud m(u r),2) & (m(u e 7),0).
By the properties of permutation m(u), there exists a unique ug such that
m(ug) & m(uy d 1) = 0. (17)

Thus ¢g(y,z) & g(y & 3,2 § ) is a nonzero linear function and thus balanced for any fixed

= (O,U) 7£ (O,UO).
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For y € Wy,

gy, )P glyd p,eda)=(mu),z)d{udr,2da)=

(m(u) Pudr,z)d (udT ).

By the properties of permutation m(u), there exists a unique u, such that

m(u.) B u &7 =0. (18)

Thus g(y,2) & g(y & B, & a) is a nonzero linear function and thus balanced for any
fixed y # (1,u), (1, u).

A(’)/) _ Z( muo@ﬂ' o) + Z _I_ u*GBToz)

rEVy €V

Rewrite (17) and (18) as
m(ug BT)PBug®T="17

and
() B e =T

respectively. By the properties of permutation m(u), m(u.) = u®7. This causes m(uoPH7) =
U, @ 7. Hence

A(’)/) _ Qk[(_l)(m(uoeaﬂ'),a) + (_1)(u*®7,a>] _ i2k+1.

Case 2: # = 0. In this case, a # 0 is necessary.

Z Z 9(y,2)Dg(y,xdor) + Z Z z)Dyg y,xeaa)

yeW; zeVy yeEWs,6zeVy,

For y € Wy,
9(y,2) D gy, 2 B a) = (u,2) B (u,z & a) = (u,q)

is a nonzero linear function of z, and thus balanced.
For y € Wy,
9(y.x) & g(y.x & a) = (m(u),z) & (m(u),z & a) = (m(u),q).

Since m(u) is a permutation on V,,, m(u) will run through Vj once while u runs through Vj
once. On the other hand, (u, ) is balanced hence (m(u),a) is balanced.

This proves that A(y) = 0 in Case 2.

Summarize Cases 1 and 2, we conclude
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Lemma 19 Let g, be the function on Va1, defined as in (16). Then
[A(y)] £ 28

for any nonzero vector v € Vopyq.

Lemma 19 shows that function ¢ has no linear structure furthermore the difference with
respect to any nonzero vector is bounded by a small value.

In Case 1.1, A(y) = 0, 3 # 0, and 3 € W, while a is arbitrary. There exist (2% —1)2% =
22k _ 2% such v = (8, ).

In Case 2, A(y) =0, 3 = 0. a # is arbitrary. There exist 2 — 1 such v = (5, ).
Summarize Cases 1.1 and 2 we have

Lemma 20 g, a function on Vapiq, defined as in (16) satisfies the propagation criterion
with respect to 225 _ 1 nonzero vectors.

Let {; be the ith row of Hy 1,4 =0,1,...,2¥1 — 1. By Lemma 2 of [20], each ¢; is is a

linear sequence of length 2541,

Similarly, denote ith row of Hy by e;. this is the sequence. By Lemma 2 of [20], ¢; is the
sequence of linear function (a;,z) = 0, where ag, a1, ...,a_; are defined as at beginning
of Section 1.

Recall (16), for fixed 8 = (y1,7), 11 € GF(2), T € V}.

w0.0={ b Thew ()

Clearly, for any fixed 5 € Vi41, g(3,2) is a linear function on V.

Let £ be the sequence of g, defined asin (10). From Lemma 1 of [20], £ is a concatenation
of 211 linear sequences of length 2*. Furthermore, from (19), each linear sequence of length
2% appear in this concatenation (20). Write

. o /
= —€0,—€1y.ny—Coh_1,€0,€15nn 5 €004 (20)

where e, €], ... e, | is a permutation of ep,eq,...,€x_y, this permutation depends on
permutation m(u).

Let L; be the sth row of Hyryq1. By Lemma 2 of [20], L; is a linear sequence of length
22641 Qince Hy, = Hyy1 x Hy, Ls can be rewritten as Ly = {, X ¢4, for some p and ¢,
0<Sp< 2kt 1 0< g <2k~ 1.

Write £, = (¢g,¢1,- .., Cqr1_y) thus
Ls = (coeq,C1€q, ..., Cort1_1€q).

Since Hy is a Hadamard matrix, (e;,e;) = 0, if j # 1.
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Let e, appear the ith entry and jth (j > 2% — 1) entry in the sequence (20), whose
entries come from linear sequences of length 2%, Hence

(6, Ls) = (£, lp X eq) = (—ci + ¢j)(eg,€9) = (—€i + Cj)Qk

M e = —¢

] 0 ife; =¢
There exist 2% I, = {, X e4 such that ¢; = —¢; and 22k I, = {, X e4 such that ¢; = ¢;

and ¢ = 1.
Hence
92k+1_q
O.(g) — 2—2k—1 Z <£7 L5>4 — 2—2k—1 . 22k . 24(k-|—1) — 24k+3‘
5=0

This proves that the following conclusion

Lemma 21 g, a function on Vapy1, defined as in (16) satisfies o(g) = 24543,

Note that [(¢, L,)| < 25! for any L, that is a row of Hyy1, also a linear sequence of
length 2%+1. By using Lemma 3 of [20], we have

Lemma 22 g, a function on Varyy, defined as in (16) satisfies N, = 22 — 2%,

Summarize Lemmas 18, 19, 20, 21 and 22 we have
Theorem 6 Let g be the function on Vapyq, defined as in (16). Then

(i) g is balanced;
(ii) N, = 22k — 2k

(iii) g satisfies the propagation criterion with respect to 2%*

(iv) o(g) = 2'+3,

(v) |A(Y)| £ 25 for any nonzero vector v € Vyy.

— 1 nonzero vectors,

We indicate that g does not satisfies the SAC even we use any nonsingular linear trans-
formation on the variables, since there exists no 2k + 1 linearly independent vectors which
g satisfies the propagation criterion with respect to.
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6 Group Hadamard Matrices and Bent Functions

The properties of Group Hadamard Matrices are:

1. Let G be a group. Define a vector, say p = (p1,...,pn), where each p; € G.

2. The product * of two vectors, say p and ¢, is p*x ¢ = (p1¢1,...,Pnqn), Where g =
(QD s 7(]n)

1

3. The inverse of pis p~" = (pl_l, ooy h), where pj_l is the inverse of p; in G.

4. p and q are s-orthogonal if px ¢~ ' = (plql_l, o pagrt) is s listings of G. In this case
n = s|G|.

Definition 12 A square matrix with elements from G is called a generalized Hadamard
matrix of type s for group G if its rows are mutually s-orthogonal (Butson, Drake).

A (1,—1) Hadamard matrix of order n is a generalized Hadamard matrix of type %n for
the group G = {1,—1}.
Example 24 (Generalized Hadamard Matrix) Let ¢ be the root of a primitive equa-
tion on GF(23), say 1@ @ a® = 0.

List

1, e, 52, 1fe, € 6352, 1&e 6352, 16 e

For convenience, write a @ be @ ce? as (abc) € V3. Correspondingly, the above sequence
becomes

(100), (010), (001), (110), (011), (111), (101).

Set

[ (000) (000) (000) (000) (000) (000) (000) (000) ]

(000) (100) (010) (001) (110) (011) (111) (101)

(000) (010) (001) (110) (011) (111) (101) (100)

v | (000) (001) (110) (011) (111) (101) (100) (010)

=1 (000) (110) (011) (111) (101) (100) (010) (001)

(000) (011) (111) (101) (100) (010) (001) (110)

(000) (111) (101) (100) (010) (001) (110) (011)
| (000) (101) (100) (010) (001) (110) (011) (111) |

The second row of N is the above sequence with (000). The third row is the left shifting
the second and keeping (000). The fourth row is the left shifting the third and keeping
(000) ....
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N is a generalized Hadamard matrix of type 1 for group G = V5.

Changing each (abc) in N into azy @ bxy & cas gives matrix M whose second row is

0, 1, z2, 3, 1 D T2, T2 D v3, v1 D w2 D 23, 71 D 23.

M is a generalized Hadamard matrix of type 1 for group

G =10, 1, v, @3, 1 D T2, T2 D 73, T4 B 23, 1 D T2 D 23}
Any (1, -1) Hadamard matrix of order n is type %n for group G = {1,—1}.

Definition 13 Let M be a generalized Hadamard matrix of type s for group G. M is
called a group Hadamard matriz if the rows of M and the columns form a group under the
operation * (Butson, Drake and de Launey).

If G is cyclic then any row group Hadamard matrix for G is also a column group
Hadamard matrix.
Example 25 (Group Hadamard Matrix) The matrix N in a previous example is a
group Hadamard matrix of type 1 for G = V5.

{16, 1De, ce@e®, 1De, e®e?, 1DeDe?, 1@}
Example 26 (Group Hadamard Matrix) M in a previous example is a group Hadamard
matrix of type 1 for
G =10, 1, v, @3, 1 D T2, T2 D 73, T4 B 23, 1 D T2 D 23}

Example 27 (Group Hadamard Matrix)

00000000
01001011
00010110
00101100
01011000
00110001

(001100010

is a group Hadamard matrix of type 4 for group G' = GF(2).

Example 28 (Group Hadamard Matrix) Replace elements 0 and 1 in M by 1 and —1
respectively a group Hadamard matrix of type 4 for group G = {1,—1}.

Sylvester-Hadamard matrix H, is a group Hadamard matrix of type 2"~! for the group
G ={1,-1}. For example,
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+ o+ + o+ o+ o+ 4
+ -+ -+ -+ -
+ + - -+ + - -
Ho |t - -t - -
+ + + - - - -
+ -+ - -+ - 4
+ + - - - -+ 4+
L+ - -+ -+ + -

is a group Hadamard matrix of type 22 = 4 for the group G = {1,—1}.

Example 29 (A Set of Bent Functions) Let {y, (1, (5, {3, {4, {5, lg, {7 be the truth
table of the linear functions on Vs:

{0, @1, 23, @3, 1 B 22, 2B 3, 1 B 3, 1 B2 P 23}

respectively.

Construct seven (0,1)-sequences (truth tables) of length 26:

m=4Lo 4 Ly (3 Ly (5 lg (7
ne=ALy Ly (3 (4 {5 lg (7 (4
na=4Ly (3 Ly U5 Llg (7 L1 Lo
=1L (4 ls g L7 {4 Ly (3.
ns =Ly U5 Lleg L7 {4 Ly (3 L4
ne="Lo lg L7 L4 Ly (3 Ly U5
nr=ALo L7 by ly (3 L4 (5 [lg

Since M is a group Hadamard matrix, for any j # ¢ there exists a unique ¢ such that
nj O ni =1

Thus if we let 7; be the truth table of a (bent) function Vg, say g¢;, for any j # ¢ there
exists a unique ¢ such that ¢g; © ¢g; = g¢;.

g1, g2 and g3 are linearly independent. Thus any nonzero linear combination of fi, fs,
f3 is also a bent function on Vs.

This construction can be extended to any dimension i.e. for any even number, say n
there exist %n bent functions on V,, such that any nonzero linear combination of them is
also a bent function on V,,. Since bent functions are not balanced we must modify them.

Example 30 (Independent Set of Bent Functions) Let g1, g2, ..., gx be bent func-
tions on V5 whose any nonzero linear combination of them is also a bent function on Vsp.
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Let n; be the truth table of g;. Write

771 = Ko Kl KQ cc sz
n=14L o {3 s {
e =Lo Ly Ly -+ Lp_q,

where each {; is the truth table {y is the truth table of the zero linear functions.

Example 31 (Modifying A Set of Independent Functions) Select any 2! (¢ < k) columns
of the above array excluding the first column. We have

& =10 b by
n2 = L1 bpvr o i
e = Liyk—1 Ljpph—1 - £j2t+k—1'

Each ¢; is of length 2kt thus it is the truth table of a function on Vi, say 1

Set
F(z) = (fulz),.... fr(z)),

where @ € Vi4,. Then F is a mapping from Vi4, to V.

Select any 2° (¢ < k) columns of the above array excluding the first column. We have

§1 =10, by
n = K]i +1 K]é-l-l Tt Kfét"'l
ne = £j1-|-k—1 sz-l-k—l Tt £j2t+k—1'

Each ¢; is of length 2kt thus it is the truth table of a function on Vjy,, say 1
Set

Fz) = (file),. ., fil2)),

where @ € Vi4,. Then F is a mapping from Vi4, to V.
Example 32 (A Set of Bent Functions) Let ¢ be the root of a primitive equation on
GF(2%),say 1®ada’ =0.

Consider

and rewrite as
1, e, 52, 1&e, 5@52, 1@5@52, 16 e
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Change 1, ¢, ¢? into 21, z2, 23 respectively. We have

Ty, T2, T3, T1 B T2, T2 P X3, ¥1 D 22D 3, T1 D T3.

Shifting this sequence six times gives seven sequences which form the core of M. From
M we construct seven (0,1) sequences (truth tables) 71, ..., 7, as mentioned previously.
Let n1, n2, 173 be the truth tables of ¢y, g2, g3. Then any nonzero linear combination of ¢y,
g2, g3 is bent.

7 S-Box Design

Definition 14 A n x k S-boz is a mapping from V,, to Vj:

F(z)=(fi(z),..., fr(2))

where n 2 k, each f;(2)is a function on V,,.

We require:

(i) Any nonzero linear combination of fi, ..., fr,say f=c1fi® - Bepfu, (c1,...,ck) #
(0,...,0), to be balanced,
(ii) any nonzero linear combination of fi, ..., fi to be highly nonlinear,
(iii) any nonzero linear combination of fi, ..., fi to satisfy SAC,

(iv) F(z) to be regular run through each vector in V; 27~% times while # runs through V,,
once,

(v) F(z) to have good differential distribution i.e. F(z)® F(z & «) runs through some
2k=1 vectors in Vi each 27 F*1 times while # runs through V,, once, but does not take
another 2! vectors at all (Biham and Shamir) [3].

Note : (ii) and (iv) are equivalent and some criteria have to be weakened if they cannot
be satisfied completely.

Example 33 (S-Box properties) Consider the 3 x 3 S-bozx mapping from V3 to Vi:

Fa) = (fi(@), fo2), fo(2))

where

=21 @ 23D 2223, fo =21 Dx2D 2122 D223, f3 =122 D 2223 D v 123.
Then
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(i) Any nonzero linear combination of fi, fa, f3, say f = c1f1 @ cafa P cafs, (c1,¢2,¢3) #
(0,0,0), is balanced,

(ii) any nonzero linear combination of fi, f3, f3, say f, has nonlinearity 2 i.e. Ny 2 2
(maximum for balanced functions on V3),

(iii) any nonzero linear combination of fi, fo, f5, say f, satisfies the propagation criterion
except for a single nonzero vector related to the particular combination, f,

(iv) F(z) is regular, in this case, it is a permutation,

(v) F(z)has good differential distributioni.e. F(2)® F(z@a) runs through some 22 vectors
in V3 each 2! times while 2 runs through V5 once, but does not assume another 22
vectors at all.

Example 34 (Difference Distribution) For example, let o = (001). F(2) @ F(z & a)
runs through some (010), (011), (100), (101) each 2! times while & runs through V5 once.

Let @ = (111). F(z) & F(z & ) runs through some (001), (011), (101), (111) each 2!
times while & runs through V3 once.

Example 35 (Polynomial Permutation) Note that any element in G F'(2"), say «, can
be expressed as @ = a; @ aze O -+ B a,e”" !, where each a; € G'F(2) and ¢ is a primitive

element of GF'(2"). Thus we have establish a relationship between V,, and G F'(2"), this is

isomorphism under the operation, this is boolean addition. Let n be odd. Hence F(z) = a3,

where € V,,, can be regarded a permutation on V,. It has been proved that

(i) Any nonzero linear combination of the coordinate functions, say f, is balanced (i.e.
regular, a permutation),

(ii) any nonzero linear combination of the coordinate function, say f, has nonlinearity
Nf g gn—1 _ 2%(%—1)7

(iii) any nonzero linear combination of the coordinate function, say f, satisfies the propaga-
tion criterion except for a single nonzero vector related to the particular combination,

f

(iv) F(z) has good differential distribution i.e. F(z)® F(z & ) runs through some 271
vectors in V,, each 2! times while z Tuns through V3 once, but does not assume another
27~ vectors at all (Pieprzyk, Tavares and Nyberg).

Example 36 (A Counterexample for S-box Design) (i) Let
Fe) = (fi),..., fi(w))

is a regular mapping with good differential distribution from V,, to Vi. Then

Fz) = (file),..., file)),

where © < k, is regular but does not have good differential distribution.
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(ii)

Let
Fz)=(fi(z),..., fr(2))

be a regular mapping from V,, to Vi and F have good differential distribution. Then
there exist functions on V,,, say

Jev1(2)s oo, fo(@)

such that
F(x) = (f1($),,fk($), fk+1($),---,f5($))

be a regular mapping from V,, to V; but cannot have good differential distribution.

There exist a nonsingular matrix of order k + ¢ such that F'*(z) = F(xzA), another

mapping from Vii, to Vi, has the following properties:

(1) any nonzero linear combination of the coordinates of F* is balanced,

(ii)

any nonzero linear combination of the coordinates of F™* has the nonlinearity no less
than 2k+t=1 — k=1,

(iii) any nonzero linear combination of the coordinates of I™* satisfies SAC,

(iv) any nonzero linear combination of the coordinates of F™* has the algebraic ¢ + 1.

F™ does not satisfy the good differential distribution. However we can add other special

functions, for example, those we saw in the above examples, to '* as some more coordinate
functions and obtain a new mapping with better differential distribution.
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