ORACLE

SUN ZFS STORAGE
APPLIANCE

An Oracle Technical White Paper
April 2012

How to Configure McAfee VirusScan Enterprise
for the Sun ZFS Storage Appliance

ORACLE



How to Configure McAfee VirusScan Enterprise for the Sun ZFS Storage Appliance

Table of Contents

INEFOAUCTION ...ttt 3
HOW VSCAN WOIKS ...ttt 4
Installing VSE and Configuring the Sun ZFS Storage Appliance ........ 6
Deployment of the VSE Scanner Appliance ........ccccccccvvvvviiiiiinnnnn. 7
Prer@qUISITES .....uviiiiiiieiee e 7
Planning Network TOPOoIOgY .......cccoiiiiiiiiiiiiiiie e 7
Installing the VSE Virus SCanNer .........ccoccviiiiiiiiiiciiiee e 8
Connecting the Sun ZFS Storage Appliance to the Virus
SCAN SEIVICE....ueiiiieeiiieee et e e e e e e e e e e e nnns 12
Verifying the Virus Scan Service Configuration ...........cccccooiiiieenenn. 12
Configuration Best PractiCe ...........cuuueveiiiiiiiiiiiii e 16
Handling Archive Type Files ... 16
Disabling the File Repair Option ............ovvveeevieiiiiiiieeiiieiieeeeeeeeeee, 17
Synchronizing System Time ... 18
CONCIUSION <. 18
Appendix: REFEMENCES .........uuvuiiiiiiiiiiiiiiiieeeeeeeee e 20
Table of Figures
Figure 1. File VIrus SCan StePS .....ccovviiiiiiiiiiciic e 5
Figure 2. Internet proxy server Setup..........ceeeeeeriiiiiiiiieee e 8
Figure 3. McAfee VSE setup WINdOW ..........cccooiiiiiiiiiiiiiiiiiiiiiieeeeeen 8
Figure 4. McAfee VSE setup wizard ...........ccccceiiiiiiiiiiieeiiee e 9
Figure 5. VSESTOR SEIUP.....cvuiiiiiiiiiiiieeeeeeeeee ettt 9
Figure 6. VSE Update Now activation ...........ccccccveeveieiiieiiiiiiieeiieene, 10
Figure 7. VirusScan Console WiNdOW ............cccooiiiiiiieeieiiniiiiiiieeen 10
Figure 8. VSESTOR ICAP SEtUD ....coooiiuiiiiiiiieee e 11
Figure 9. Sun ZFS Storage Appliance Share setup for
ViruS ProteCtion .......oooviiiiiiiiii 13

Figure 10. ICAP AV Scanner logging options..........ccccceeeviiiiiineenenn. 14



How to Configure McAfee VirusScan Enterprise for the Sun ZFS Storage Appliance

Figure 11. ICAP Scan logging example........cccccooecvviieeeeeeiiiiiiiiieeenen. 15
Figure 12. Windows Application event logging showing

AV deteClion ..o 15
Figure 13. Sun ZFS Storage Appliance virus scan logs .................... 16
Figure 14. ICAP AV Scanner, file type selections...........ccccocceeeeeees 17

Figure 15. ICAP AV Scanner, specifying virus detectonly ................ 18



How to Configure McAfee VirusScan Enterprise for the Sun ZFS Storage Appliance

Introduction

Efficient protection of electronic data against threats from malware is as important to an
enterprise as a comprehensive backup/restore and disaster recovery process. Computer
viruses, phishing, adware, and spyware can put electronic data at risk of being manipulated or
destroyed, impact the operation and availability of data services, and result in unwanted
disclosure of information and exposure to unsolicited content. The ability to protect content in
electronic data repositories against corruption by malicious software and the ability to isolate
and dispose of files that impose potential risks are essential components of any enterprise’s
data protection strategy.

Oracle’s Sun ZFS Storage Appliance provides protection against computer viruses by using an
integrated on-demand virus scanning service called VSCAN. The VSCAN service is based on
the Internet Content Adaptation Protocol (ICAP) and works together with an external virus
scanning engine which, for performance and security reasons, should be running on another
host located on the same LAN segment as the Sun ZFS Storage Appliance. The solution
described in this paper uses McAfee VirusScan Enterprise anti-virus software as the external

virus scanning engine.

McAfee VirusScan Enterprise (VSE) anti-virus scanner analyzes any files in question for
suspicious patterns and passes the scan results back to the Sun ZFS Storage Appliance
VSCAN service. Based on the scan result, VSCAN makes the file accessible to users or blocks
access by quarantining the file. A file quarantined by the VSCAN service is not accessible to
users regardless of the access protocol used (CIFS or NFS).

This document describes the installation and configuration of McAfee VirusScan Enterprise for
use as a virus scan engine with the Sun ZFS Storage Appliance VSCAN service.
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How VSCAN Works

When virus scanning is enabled on a populated volume, a scan is not initiated across all files. Instead,
the VSCAN service initiates a request for a virus scan to the virus scanning engine (in this case, VSE
anti-virus scanner) each time a "file open" or a "file close" request is issued. Thus, only files that are

created, modified, or opened for read operations are scanned.

This approach ensures efficiency in that files are only scanned on demand. However, it does not
support a pre-emptive scan of file system contents. A second limitation is that only shares using access
protocols that issue "file open" and "file close" requests, such as CIFS and NFS v4, are candidates for
virus protection using the VSCAN service. A share that is published using NFS v3 cannot be scanned
using VSCAN because NFS v3 does not issue the "file open" or "file close" requests that trigger the
ICARP client.

Note: As an alternative, a share can be scanned by mounting or mapping it to a host server running an

anti-virus client and then scanning it locally.

The VSCAN service maintains several file attributes that it uses when processing the results of a scan.
These attributes describe:

1. The configuration of the virus scan engine that was used for the most recent scan of the file

(referred to as the scanstamp).

2. Whether the file is quarantined, based on the evaluation of the file returned by the virus scan
engine.
3. The modified attribute, which the file system sets when the file has been changed or renamed.
After a successful scan of a file, the VSCAN service clears the modified attribute.
A file is scanned when a "file open" or "file close" request is initiated and one of the following is true:

1. The file does not have a scanstamp attribute, indicating it has never been scanned before.

2. The scanstamp of the file does not match the virus pattern and scan options (ISTag string)

specified in the current configuration of the virus scan engine.
3. 'The modified attribute of the file is not cleared.

The VSCAN service communicates with the virus scan engine using ICAP. The Sun ZFS Storage
Appliance acts as an ICAP client and the virus scan engine acts as the ICAP server. When the Sun ZFS
Storage Appliance requests that a file be scanned, the file is transmitted without encryption to the
ICAP setver for analysis.

While a request to scan a file is being fulfilled by the ICAP server, access to the file is denied. The user
privileges defined in the access control list (ACL) for the file are irrelevant as long as the Sun ZFS
Storage Appliance is waiting for the ICAP server to respond.
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When the virus scan engine reports a file to contain a virus, the VSCAN service sets the
av_quarantined bit in the Extended System Attributes (ESA) of the file. This prevents any further
client access to the file.

Note: To avoid data becoming unavailable when a virus scan engine does not respond to ICAP

requests, best practice is to configure the VSCAN service to use of at least two virus scan engines.

An ICAP server does not require registration or authentication with the Sun ZFS Storage Appliance to
serve scan requests.

Figure 1 shows the interaction between an ICAP client and an ICAP server when a NAS client
requests access to data on a virus-protected share of the Sun ZFS Storage Appliance. The workflow
comprises seven steps initiated by a request from the NAS client to access a file on a shared volume
using NSF v4 or CIFS protocol.

NFS/CIFS
Access

ICAP

Application Servers .
and/or Sun ZFS Server running McAfee

Users Storage Appliance Antivirus Scan Engine

Figure 1. File vitus scan steps

The following sequence of steps is followed when a file is accessed/created by a client on an
NFS/CIFS file share when using a McAfee antivirus Scan Engine (VSE):

1. 'The client accesses the file.

2. The Sun ZFS Storage Appliance determines, using scanstamp information and file open or
close operation requests, if the file need to be scanned. If no scan is needed (the file was

scanned before and no updates made), the client is granted access and contents are returned.
3. 'The file needs to be scanned; a scan request is issued to the VSE.
4. 'The VSE scan engine scans the file.

5. The VSE scan engine responds back to the Sun ZFS Storage Appliance with one of the
following results:

a) File OK.
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b) Virus found; file quarantined.
¢) Virus found; file repaired.

Note: this response depends on the Actions setting in the VSE. The Clean option must be set in
order to trigger file repair. For use with the Sun ZFS Storage Appliance, set this Action option to
'Continue Scanning'. These settings will be shown later in this paper in the Best Practices section.

6. 'The Sun ZFS Storage Appliance takes one of the following actions, depending on the VSE
scan engine response:
a) File stored/read.
b) av_quarantined set in ESA to deny further client access.
c) av_quarantined set in ESA to deny further client access. The Sun ZFS Storage Appliance
always sets the affected file in quarantine when a virus is detected.

7. The Sun ZFS Storage Appliance responds, for the associated action, to the client:
a) Client access is allowed.
b) Client access is denied.

¢) Client access is denied.

Note: As mentioned eatlier, using NSFv3 will not trigger scan requests. However, files marked as
infected cannot be accessed over NFSv3.

Installing VSE and Configuring the Sun ZFS Storage Appliance

The McAfee Individual Endpoint Product Suite contains McAfee VirusScan Enterprise (VSE), used in
combination with the McAfee VirusScan Enterprise for Storage (VSESTOR) to create an antivirus
scanning solution for the Sun ZFS Storage Appliance.

The VSE and VSESTOR components are supported on various Windows platforms. For this paper, a

virtual machine running Windows 2003 Server is used.

The VSE component contains the antivirus scanning engine and a console that allows users to
configure, monitor, and set maintenance functions for the AV scanning environment. The VSESTOR
component handles the interface between the Sun ZFS Storage Appliance and the VSE antivirus scan
engine using the ICAP protocol.

The software can be installed on both virtual environments, like Oracle VM server and Oracle
VirtualBox, and bare metal configurations, like Oracle x86-based servers. Oracle VM Server is more
suitable for permanent deployment of virtual machines. Oracle VM VirtualBox is best used in desktop

virtual clients and test environments.
Throughout this paper the Windows version of VSE has been used.

You can find the installation images using the "Download Free Trial' option on the McAfee web site's

McAfee VirusScan Enterprise pages.
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Deployment of the VSE Scanner Appliance

Prerequisites

*  Check the section describing the Virus Scan Service of the Sun ZFS Storage Appliance in the
online help pages or PDF version found on Oracle's Sun ZFS Storage Appliance product
pages (See Appendix: References).

*  Download and study the MeAfee VirusScan Enterprise documentation and the MeAfee VirusScan
Enterprise for Storage, Product Guide available at the McAfee web site.

* Download the McAfee VSE and VSESTOR packages.
*  Verify that the hardware requirements for the McAfee VSE and VSESTOR packages meet

your (virtual) hardware platform specs.

* In case a corporate proxy server is required for Internet access to McAfee's update server,
verify support for virus update requests from your machine using the proxy server to

McAfee's update setvet.
*  Verify web browser access to the Sun ZFS Storage Appliance.

®  Verify that shares on the Sun ZFS Storage Appliance you plan to protect are using either CIFS
or NFS V4 protocol.

*  Verify that required network connections are in place and working.

*  Check if your firewall needs to be configured to let ICAP TCP traffic between the Sun ZFS
Storage Appliance and the VSE server using port 1344 passthrough.

Planning Network Topology

A LAN TCP/IP network connection is required for the Sun ZFS Storage Appliance to access the
services of the VSE. A minimal configuration requires one network connection to the Sun ZFS Storage
Appliance and one network connection to the VSE. This is sufficient for small configurations. Note
that with this configuration, all network traffic will pass through a single network port on both the Sun
ZFS Storage Appliance and the VSE.

For the Sun ZFS Storage Appliance, best practice is to separate client data and administrative 10
traffic. The virus scan service generates extra data traffic with the ICAP interface. To prevent this IO
impacting data IO performance between Sun ZFS Storage Appliance and clients, use a separate subnet
for the ICAP connection.

You can also configure the VSE to separate the VSE network management traffic from the ICAP
network traffic. The management interface is also used to connect to the Internet to check for virus
signature and scan engine updates. If any spare network ports are available on the VSE server, the

admin and Internet traffic can be split up.
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Installing the VSE Virus Scanner

Make sure the server you use for the antivirus software installation is at the latest patch level for the
installed OS. When a proxy server is needed to access an external web site, make sure the server is set

up propetly in the Windows Internet Options settings in the Control Panel using the following dialog
windowr:

Internet Propetties 2| x|
Local Area Network {LAN) Settings [ X L I

r~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

I {Automatically detect settings:

I Use automatic configuration script

Address

[~ Proxy server

v Use a proxy server for your LAN (These settings will not apply to
dial-up or YPN connections).

Address: proxy.uk.  Port: IBIII Advanced I

™ Bypass proxy server for local addresses

OK I Cancel |

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

OK | Cancel | Apply

Figure 2. Internet proxy server setup

Install the required McAfee installation images on the Scan Server or Virtual Scan Server.

First, install the McAfee VSE package.

! ]7,,? McAfee YirusScan Enterprise Setup m

McAfee VirusScan Enterprise Setup
'McAfee

This setup wizard installs McAfee VirusScan Enterprise to your server or workstation,
Proven Security” Before continuing, we recommend that you review the readme for a description of

product features, an overview of product system requirements, and known issues for
this release.

View Readme

Cancel I

Figure 3. McAfee VSE setup window
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The installation wizard will guide you through the installation of the McAfee VSE package.

ﬂ? McAfee YirusScan Enterprise Setup m

M Af Ml Installing McAfee VirusScan Enterprise
CATee

Please wait while the Setup wizard installs McAfee YirusScan Enterprise.
This may take several minutes.

VirusScan®
Enterprise Status:

ver. 8.8

Anti-Malware |
+ Add-on
Modules

Figure 4. McAfee VSE setup wizard

The next step is to install the McAfee VSESTOR component.

ﬂ§ McAfee YirusScan Enterprise for Storage E3

Welcome to the InstallShield Wizard for
McAfee VirusScan Enterprise for Storage

The InstallShield{R) Wizard will install McAfee YirusScan
Enterprise for Storage on your computer. To continue, click
MNext,

WARNING: This program is protected by copyright law and
international treaties,

View Readme

Cancel |

Figure 5. VSESTOR setup
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Install any patches or hot fixes if required and finish the installation process by forcing an Update
Now.

VirusScan Console. ..

Disable On-Access Scan
On-Access Scan Properties. ..
On-Access Scan Statistics...

On-Access Scan Messages. ..

On-Demand Scan...

Update Now...

About VirusScan Enterprise. ..

T % (2 16:34

Figure 6. VSE Update Now activation

Select the VirusScan Console and verify that the update was successfully completed. For an ICAP only
server, the tasks as shown in the next screenshot in the VirusScan Console utility must be enabled.

[Gvmscnconsole ———————————— mmR
Task Edit View Tools Help

g m| el 20 820

Task I Status I Last Result I Last Run I
!Access Protection Enabled

m Buffer Overflow Protection Enabled

2 on-Delivery Email Scanner Disabled

@ Unwanted Programs Policy 8 unwanted program ...

LrOn-A anner Disabled

@Quarantine Manager Policy The quarantine folder ...

G Full Scan Mot Scheduled

U Targeted Scan Mot Scheduled

AutoUpdate Daily, 17:00 The Update succeeded 31 January 2012 16:3...
@Network Appliance Filer AY Scanner Disabled

E’J ICAP AY Scanner Enabled
virusScan Console 4

Figure 7. VirusScan Console window

Next, configure the ICAP AV Scanner for use with the Sun ZFS Storage Appliance. You can restrict
ICAP requests to the AV Scanner by specifying in the 'Connection List' window the IP address(es) of
the Sun ZFS Storage Appliance Appliance(s) allowed to send ICAP requests.
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You must specify the AV Scannet's IP address in the ICAP Server 'Bind address' field in order for the

ICAP Server to accept ICAP requests from ICAP clients. Use the port number as configured on the
Sun ZFS Storage Appliance.

& ICAP AV Scanner B3
Connections and Server |Scan Ttems I Performance | Actions ] Reports I

@ Specify which servers this scanner should accept scan requests Cancel I

) Help
i~ Connection List

IV Accept scan requests from these ICAP clients only

Add

Edit
Delete

~ ICAP Server Configuration
. —— vy
Bind address | [
Port number |1344

Figure 8. VSESTOR ICAP setup
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Connecting the Sun ZFS Storage Appliance to the Virus Scan Service

Now that the VSE scan engine is up and running, you can set up the Sun ZFS Storage Appliance to
connect to the scan engine through the ICAP interface. Navigate to the Virus Scan Service under
Configuration>Services. Use the + button in front of Scanning Engines and specify the IP address and
port number through which the VSE can be reached.

Under File Extensions, you can create a set of rules to scan or exclude a subset of files by the scan

engine(s).

[ Services ~ Virus Scan Properties  Logs

& Back to Services €2 () 2011-12-16 14:47:55 Online REVERT APPLY

Virus Scanning

Maximum file size to scan |G 3|

Allow access to files that exceed maximum file size &

or project, and select General.

See Also & File Ext ions
Help: Virus Scan Specify which files to scan by their extension, using wildcards "*" and "?" to match any set of characters or any one
Wikine = character respectively.
Wikipedia: Antivirus
ACTION PATTERN

Scan |

© Scanning Engines

ENABLE HOST MAXIMUM CONNECTIONS PORT
C [ v ]
¥ (mwrw |

Figure 9. Sun ZFS Storage Appliance connection to scan engine(s) through ICAP

The Sun ZFS Storage Appliance is now ready to use the virus scan functionality. Use the virus scan
checkbox in the Shates and/or Projects properties window to enable the function for the required

Shares/Projects, as shown in the next section.

Verifying the Virus Scan Service Configuration

To verify the correct functioning of the virus scan service, you can use virus test files from the web site
cicar.org. Copy those files onto a test machine you can use to access a share from the Sun ZFS Storage
Appliance that has been set up for testing.
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Create a test CIFS/NFS share on the Sun ZFS Storage Appliance and enable the Virus scan option
for that share.

Configuration  Maintenance
POOLS RAID10 SHARES PROJECTS SCHEMA
av - avtestfiles: General  Protocols  Access  Snapshots  Replication
RAID10/local/av/avtestfiles REVERT APPLY
Usage 0.0% of 2.10T Space Usage
e 40K DATA USERS & GROUPS
Total space 40K Quota [ 0[G ¢ [‘useror Group | |
 Include snapshots Show Al
Static Properties Reservation [ 0(c » Usage none
Compression ratio 1.00x  Include snapshots Quota 0 (G :
Case sensitivity Mixed
Reject non UTF-8 yes .
Normalization None Properties L) Inherit from project
Mourtpont 3
Read only a [J
Update access time on read a ~
Non-blocking mandatory locking a [
Data deduplication (warning) g ()
Data compression a | Off |
Checksum & | Fletcher4 (Standard) $
Cache device usage a | All data and metadata |
Synchronous write bias a [ Latency  +
Database record size a | 128k *
Additional replication @ | Normal (Single Copy) *
Virus scan a &
Prevent destruction a [
Restrict ownership change v

Figure 10. Sun ZFS Storage Appliance share setup for virus protection

Set up the VSE scan software for maximum logging using the ICAP AV Scanner Reports options

window.
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& ICAP AY Scanner | X

Connections and Server I Scan Items I Performance ] Actions Reports | OK

Configure the logging of scanning activity. Specify the Cancel
information to be captured for each log entry.

i3

Help

i~ Log File

[V Enable activity logging and accept the View Log

default location for the log file or specify
a new location.

[ZDEFLUGDIHX\ICAF'ScanLog.txt Browse...

[V Limit the size of log file

Mazimum log file size (MB): 1 _IZ:I
Log file format: Unicode (UTF8) 5

~Whal
o

IV Session Summary [\\)

ition to scanning activity

IV Failure to scan encrypted files

Figure 10. ICAP AV Scanner logging options
In normal operation mode it is not necessary to use the Session settings option.

Mount the share on a client you can use for copying the virus test files onto the share. Download the
Eicar test files and copy those to a directory on the NFS share. Add one or more regular text files as
well so you can see the difference in behavior in accessing infected files and non-infected files. After

copying, try to access the files and observe that access to files detected as containing a virus is denied.

The following command line output shows the results of the test procedure on the NAS client.

root@edinburgh # 1s

Eicar.org files

root@edinburgh #ecp -R *files /av/avtest/testrunl
root@edinburgh # ed /av/avtest/testrunl/Eicar.org files
root@edinburgh # pwd
/av/avtest/testrunl/Eicar.org files
root@edinburgh # cat * >/dev/null

cat: cannot open eicar com.zip

cat: cannot open eicar.com

cat: cannot open eicar.com.txt

cat: cannot open eicarcom2.zip
root@edinburgh # 1ls -1

total 10

-rwxr-xr-x+ 1 nobody nobody 184 Oct 20 18:05 eicar com.zip
-rwxr-xr-x+ 1 nobody nobody 68 Oct 20 18:06 eicar.com
-rwxr-xr-x+ 1 nobody nobody 68 Oct 20 18:04 eicar.com.txt
-rwxr-xr-x+ 1 nobody nobody 308 Oct 20 17:58 eicarcom?2.zip
-rwxr-xr-x+ 1 nobody nobody 63 Oct 20 17:42 website.txt.txt

root@edinburgh #
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Next, check the file 1cAPScanLog. txt of the VSE to see if the files containing viruses were detected.
You can easily retrieve this file using the View Log option in the ICAP AV Scanner, Reports option,
as shown eatlier.

Bl Copy of ICAPScanLog.txt - WordPad R | _ (O] x|

File Edit View Insert Format Help

D[] SR ] 5@ |

: Enabled :I

z2/1/2012 12:23:03 PM Initial Scan Settings ATIEMCAFE Primary Action : IDS_VSASLOG_

z2/1/2012 12:23:03 PH Initial Scan Settings ATEMCAFE Secondary Action

IDS_VSASLOG_A

z2/1/2012 12:23:03 PHM Initial Scan Settings AIEMCAFE Primary Unwanted Program

Action : IDS_VSASLOG_

z/1/2012 12:23:03 PM Initial Scan Settings ATEMCAFE Secondary Unwanted Program

Action : IDS_VSASLOG_A

2/1/2012 12:23:03 PHM Initial Scan Settings AIEMCAFE Extension Option : IDS_V3ASLO

z2/1/2012 12:23:03 PHM Scan Started ATEMCAFE Scan Request Received From :aie-

ss7210-1 File to scan : C:\WINDOWS\TEMP\VSEIcapTempFiles\020120121223034_eicar.com.txt

z/1/2012 12:23:03 PM Scan Result No Action Taken (Clean failed because the detection

isn't cleanable) File from filer aie-ss37210-1 scanned : C:\WINDOWSY TEMP\VSEIcapTenpFiles

4020120121223034_eicar.com. txt EICAR test file

z2/1/2012 12:23:03 PHM Scan Started ATIEMCAFE Scan Request Received From :aie-

ss7210-1 File to scan : C:\WINDOWS\TEMP\VSEIcapTempFiles\020120121223032_eicar.com [

z/1/2012 12:23:03 PM Scan Result No Action Taken (Clean failed because the detection LI
For Help, press F1 [ hum 4

Figure 11. ICAP Scan logging example

Errors are also logged in the Windows Event Viewer under Applications.

B Event Viewer H[=] 3 I

File Action View Help
¢ OEEFRR RE
1] Event Viewer (Local) Application 236 event(s)
4] Application
f pp' Date Time: Source Category User
3| Security =i
5| System Error 01/02f2012 12:19:23 McLogEvent Mone 259 SYSTEM
4] Internet Explorer QError 01/02/2012 12:19:21 McLogEvent MNone 259 SYSTEM
Q Error 01/0zfz012 12:19:21 McLogEvent MNone 259 SYSTEM
Error 01/02f2012 12:19:21 McLogEvent MNone 259 SYSTEM =
| >
[ l +

Figure 12. Windows Application event logging showing AV detection
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The Sun ZFS Storage Appliance also can be checked for reported infected files using the Logs option
in the Virus Scan Services information window. Select the Log of vscan option to verify that the test

files copied onto the NES share have been reported here too.

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS
[ Services “ Virus Scan Properties  Logs
| Log of vscan $] 51 Total 1444 42-51

TIME DESCRIPTION

2011-12-20 17:13:58 Quarantined /export/avtest/testrun1/Eicar.org files/eicarcom2.zip
Eicar_test_file;

2011-12-20 17:13:58 Quarantined /export/avtest/testrun1/Eicar.org files/eicar.com.txt
Eicar_test_file;

2011-12-20 17:13:58 Quarantined /export/avtest/testrun1/Eicar.org files/eicar.com
Eicar_test_file;

2011-12-20 17:13:58 Quarantined /export/avtest/testrun1/Eicar.org files/eicar_com.zip
Eicar_test_file;

Figure 13. Sun ZFS Storage Appliance virus scan logs

Configuration Best Practices

Note the following file handling cases and consider the recommended settings for managing them.

Handling Archive Type Files

Methods for handling mime and zip archive type files require special consideration, as virus threats can
hide in compressed files that are part of the archive file. Viruses can only be detected by unpacking the

archives and scanning the individual files in the archives for the viruses' presence.

You can wait for a user to unpack an archive file and let the virus scanner pick up the threat at that
time. Otherwise, you can set the virus scanner to unpack the file as soon as it is added to a file system,
but this prevents the zip file from being further copied in an organization's infrastructure. This
approach imposes an extra load on the virus scanner and can only handle archives that are not
password protected or encrypted. Thus, you should note that enabling scanning of zip files contents is
not a 100% reliable method for detecting a virus threat in files within an archive file.

McAfee VSE can manage both archive scan approaches; when an immediate archive scan is required, it
can be configured. To make sure zip-type archive files and MIME Decoded files are also processed by
the AV Scanner, include them in the file types to scan.
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Use the ICAP AV Scanner Scan Items tab to specify the Decode Mime encoded files and Scan
inside archives options.

€ ICAP AY Scanner | ¥|

Connections and Server Scan Items IPerformance | Actions | Reports |

@ Specify what items to scan. Cancel

i3

Help

 File types to scan

Al files
Default + additional file types (0) Ldditions I
I™ | Also scan for macros in &l file

Specified file types (0)

- Options
v Detect unwanted programs
[V Decode MIME encoded files
[V Scan inside archives [e.g. .ZIP}

Heuristics
IV Find unknown program threats

[V Eind unknown macro threats

N

Figure 14. ICAP AV Scanner, file type selections

Disabling the File Repair Option

The Sun ZFS Storage Appliance always quarantines a file if a virus has been detected in it. To prevent
the McAfee VirusScan from executing any repair actions on the file, set up the scan engine to continue

scanning instead of repairing/replacing a file.
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Use the ICAP AV Scanner Actions tab to specify the Continue scanning option.
Connections and Server I Scan Items I Performance  Actions |Reports I

@ Specify how to respond when a threat is detected. Cancel
Help

~When a threat is found:

Perform this action first:

IConlinue scanning j

If the first action fails, then perform this actior

I[:';Mr Ie scanhing ¥

‘When an unwanted program is found:

Perform this action first:

Figure 15. ICAP AV Scanner, specifying virus detect only

Synchronizing System Time

It is a best practice to keep the time between the Sun ZFS Storage Appliance and the VSE server in
sync with each other so that logging information can be easily cross-referenced when needed. A simple
way to do this is to configure the use of NTP (Network Time Protocol) for both the Sun ZFS Storage
Appliance and the VSE server.

Conclusion

Using McAfee VirusScan anti-virus product suite with the Sun ZFS Storage Appliance provides a
scalable and reliable virus scanning solution for protecting valuable data stored on network attached
storage devices. With this solution, you can offload the burden of scanning the files from the Sun ZFS
Storage Appliance onto an external antivirus scanning platform, thereby maximizing the workload
capability on the Sun ZFS Storage Appliance, while taking advantage of the expertise embedded in the
McAfee VirusScan Enterprise anti-virus solution to perform scanning of files for worms, viruses, and

Trojan horse threats.

Additionally, this solution takes advantage of the Sun ZFS Storage Appliance’s integrated VSCAN
virus scanning service to manage quarantining of files based on scan results from the McAfee

VirusScan anti-virus platform.
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This anti-virus solution has been qualified by Oracle to detect viruses, worms, and Trojan horses in
files of all major file types, including mobile code and compressed file formats, ensuring fast virus

resolution to reduce the risk of financial, data, and productivity loss.



How to Configure McAfee VirusScan Enterprise for the Sun ZFS Storage Appliance

Appendix: References

*  Sun ZFS Storage 7000 System Administration Guide
Part No. 820-4167-1x
http://docs.oracle.com/cd/H26765 01/index.html

*  The Sun ZES Storage Appliance Administration Guide is also available through the Sun ZFS
Storage Appliance help context.
The Help function in Sun ZFS Storage Appliance can be accessed through the browser user

interface.

*  Sun ZFSSA Product Information

http://www.oracle.com/us/products/servers-storage/storage/nas/overview/index.html

¢ Sun ZFSSA Product Documentation
http://docs.oracle.com/cd/H26765 01/index.html

*  Product Wiki Pages
https://wikis.oracle.com/display/FishWorks /Fishworks

*  McAfee VirusScan Enterprise for Storage, product guide and documentation

http://www.mcafee.com

*  Oracle VM VirtualBox

http:/ /www.oracle.com/technetwork/server-storage /virtualbox/overview/index.html

*  Oracle VM Server

http://www.oracle.com/us/technologies/virtualization/oraclevm /index.html

20



ORACLE

How to Configure McAfee VirusScan Enterprise
for the Sun ZFS Storage Appliance

April 2012, Version 1.0

Author: Peter Brouwer

Contributing Author: Thomas Hanvey

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
US.A.

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200

oracle.com

@ ‘ Oracle is committed to developing practices and products that help protect the environment

Copyright © 2012, Oracle and/or its affiliates. All rights reserved. This document is provided for
information purposes only and the contents hereof are subject to change without notice. This document is
not warranted to be error-free, nor subject to any other warranties or conditions, whether expressed orally
or implied in law, including implied warranties and conditions of merchantability or fitness for a particular
purpose. We specifically disclaim any liability with respect to this document and no contractual obligations
are formed either directly or indirectly by this document. This document may not be reproduced or
transmitted in any form or by any means, electronic or mechanical, for any purpose, without our prior
written permission.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Opteron, the AMD logo, and the AMD Opteron logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark licensed through X/Open Company, Ltd. 0611

Hardware and Software, Engineered to Work Together



