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Global developments in migration and border 

control technologies are providing governments 
with innovative ways to address migration, border 
control and asylum. Following international trends, 
Australia is increasingly incorporating artificial 

intelligence (AI), machine learning and surveillance technologies into migration decision-making and border control. ‘Smartgates’, which use 
facial recognition technology, have operated in Australian airports since 2007. In October 2020, the Department of Home Affairs and the 
Digital Transformation Agency announced a ‘Permissions Capability for government services’, ‘to underpin the modernisation of visa and 
citizenship service delivery’. Recently, Australia provided funding to install tracking devices on more than 4,000 Sri Lankan fishing vessels, 
partly aimed at detecting asylum seekers journeying to Australia. 

 

Although the integration of technology with government policy and action purports to enhance border security, while facilitating global 
mobility, the deployment of such technology creates opportunities for the misuse of data and abuse of human rights. This is of particular 
concern in the Australian context, where criticism regarding both the government’s protection of privacy and treatment of people seeking 
asylum abounds. In relation to privacy, for example, emerging technologies of border control and migration rely upon the collection, use and 
analysis of vast quantities of personal and sensitive information. Yet, Australia’s privacy law framework fails to satisfactorily deal with threats 
posed by existing data practices. This was confirmed by the Australian Competition and Consumer Commission in its 2019 Digital Platforms 
Inquiry as well as by the Attorney-General’s Department in its Privacy Act Review Discussion Paper, released in November 2021. Furthermore, 
in the Australian context, limited scholarly or judicial consideration has been devoted to the complex questions of legal personhood, legal 
responsibility and liability that surround the application of AI and machine-learning systems. 

 

As such, the legal and socio-ethical complexities of the increasing shift to border control and migration technologies in Australia remain 
underexplored. Of note are the issues of liability and privacy. To guide the design, deployment and regulation of these emerging 
technologies, questions such as the following require urgent attention: 

1. How might statutory and common law principles of privacy operate in the context of emerging border control and migration 
technologies, and what processes are in place to ensure privacy and human rights protection are embedded into the design of such 
systems? 

2. What considerations might arise for the Australian government regarding product liability and consumer protection from increasingly 
automated border control and migration processes?  

3. How might principles of tortious liability, such as the duty and standard of care, play out in this context?   

4. Importantly, are existing regulatory measures sufficient to meet the issues raised and, if not, what regulatory reform ought to take 
place?  
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BELONG TO ONE OF THE BEST 
 

1st in NSW* 
UOW ranked first in NSW for overall 
quality and skills development, and 
also received 5 star ratings for learner 
engagement and teacher quality 

78th globally* 
The 2019 Times Higher Education 
World University Rangings ranked 
UOW Law 78th worldwide 

 
1st in NSW & 
2nd nationally 
In the QILT employer Satisfaction 
Survey with overall satisfaction of 
UOW graduates at 89.6% 

 
 

*Good Universities Guide 2020, Times Higher Education World Rankings 2019, Quality Indicators for Learning and Teaching (QILT) Employer Satisfaction Survey 

 
 
 

THE SCHOLARHSIP 

For an outstanding candidate with a demonstrated capacity 
for exceptional higher degree research in law, a stipend of 
$29,863 per annum, indexed for inflation, tax free, for 3 ½ 
years, plus full fee waiver: 

– To undertake a thesis addressing the socio-legal 
implications and impacts of border control and 
migration technology in Australia 

– To work collegially and collaboratively with 
academic supervisors from the UOW School of Law, 
with research expertise in the intersection of 
migration law and technology (Dr Niamh Kinchin) 
and privacy law and technology (Yvonne Apolo) 

– Must have a Bachelor’s degree, with a preference for 
candidates with an LLB/JD 

– Preference for candidates with First Class Honours and/or 
a Master’s degree in law  

– Must be an Australian citizen or permanent resident and 
willing/able to attend campus on certain occasions 

THE APPLICATION 

– Write a one-page statement, outlining your interest in 
and suitability for this scholarship 

– Provide a one-page CV (list of any publications excluded 
from this page limit) 

– Email nkinchin@uow.edu.au for details of the 
scholarship scheme and forms to submit 

– Email your application to Dr Niamh Kinchin 
(nkinchin@uow.edu.au) by Sunday 2 October 2022 

 
 

more 
uow.edu.au/ 
#Thisisuow 

Closing date 
2 October 2022 


