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“The Indian Ocean accounts for 50% of global shipping, 70% of the world’s oil trade… Protecting maritime 
trade is not merely a matter of commerce—it is the cornerstone of global peace, economic prosperity, 

and the preservation of communications lifelines in our interconnected world.”

-Admiral Dinesh Tripathi, Indian Chief of Naval Staff 1

“So, the importance of trade, not only to Australia but also to our exports and to the imports that we 
maintain as part of our society is really the essence of what we are talking about here today. Protecting 

this trade is essential…Australia is totally dependent on maritime trade, which breaks down into two 
broad components, which I know that you’ll spend a lot of time examining closely today.”

-Vice Admiral Michael Noonan, former Australian Chief of Navy2

An earlier Australian Chief of Naval Staff, during the difficult years of the Second World War, had observed 
that “Shipping would always be the life blood of Australia’s economic life.”3 As users of the sea, navies 
share this dimension with ships that carry the “life blood” and often use the same harbours to sail from or 
to come back to base. It is not only naval leaders, but political leaders for millennia have also had a keen 
sense of the centrality of maritime trade to their nation/ kingdom’s prosperity.4 Maritime trade required 
adherence to a commonly agreed set of rules based on freedom of the seas and rights to trade along 
with the rights of the “flag state”. Piracy was an ancient problem for maritime trade and a very traditional 
maritime security threat as Dalrymple mentions in his recent book, The Golden Road: How Ancient India 
Transformed the World.5 This book’s key theme is about the centrality of maritime trade for ancient and 
early medieval India. Protection of trade, in turn, required—more often than realised—multinational 
cooperation. There are early examples of this. During the ancient and early medieval periods, the Chola 
and the Pandyan kingdoms of peninsular India asked their navies to cooperate with other maritime 
forces, from China to Zanzibar, such as then existed to counter piracy. Among these were embassies 
to Rome to the court of Augustus and to Arab rulers.6 In the European world, looking to expand and 
assert itself in the Indo-Pacific, the rights to trade and navigate under the protection and interference  
of European kings were creating conflict, and led to Hugo Grotius’ famous arguments.7 Whether in 
ancient times or the 15-17th centuries CE, the enunciation was the need for a rules-based order, a 
matter that underscores many pronouncements of Quad leaders. Of course, it was never to be idyllic 
or unchallenged.

Cut to modern times: Thus, we can see evidence of disturbances to good order at sea and the need to 
cooperate bilaterally. The June 04, 2020, Joint Declaration on a Shared Vision for maritime cooperation 
in the Indo-Pacific Between the Republic of India and the Government of Australia recognises, explicitly 
or implicitly the following important strands:8

1	  From an address by Admiral Dinesh K Tripathi, CNS, Indian Navy during the plenary session of Swalamban, October 29, 2024; kind cour-
tesy of the CNS. 
2	  Inaugural address at the 2019 Goldrick Seminar, Australian Naval Institute, Australian Naval Review, 2019, Issue 2, 22. The two broad 
components that the Australian Chief of Navy referred to were what he called sea supply, that is goods essential to prevent Australia from starving, 
like food and oil; and the larger issue of maritime trade, specifically to the export of goods that help Australia’s prosperity. 
3	  James Goldrick & Alastair Cooper (Ed), The Navy Chiefs: Australia’s Naval Leaders, 1911- 1997, Crow’s Nest, NSW, Allen & Unwin (2024), 170.  
From Joe Straczek’s Chapter 9, “Admiral Sir Guy Charles Cecil Royle, 18 July 1941- 28 June 1945”. 
4	   Dharmendra Sharma, “Maritime History of Ancient India: Exploring Trade Routes, Naval Warfare, And Cultural Exchanges,” Department 
of History, Samrat Prithviraj Chouhan Government College Bhim, https://ijcrt.org/papers/IJCRT1135450.pdf. 
5	  William Darlymple, The Golden Road: How Ancient India Transformed the World, London, Bloomsbury, 2024, 223-225.
6	   Ghulam M. Suhrawadi, Bangladesh Maritime History, Victoria, Canada, Freisen Press (2015), 8. Also see Prateek Kapil & Siddhant Hira 
(Ed) The Indian Ocean and its Littorals, Centre for Research on Strategic and Security Issues, New Delhi, June 2024, in essay by   Sudarshan 
Shrikhande, “Continental and Maritime India: Linkages and Conundrums,”11-17,  https://www.natstrat.org/upload/specialedition/the-indian-ocean-
and-its-littorals-natstrat.pdf
7	  Ralph Van Deman Magoffin (Trans), Of Hugo Grotius’ book, The Freedom of the Seas or the Right Which Belongs to the Dutch to Take 
Part in the East Indian Trade, New York, Oxford University Press (1916), from Introductory Note, iv- x.
8	  “Joint Declaration on a Shared Vision for Maritime Cooperation in the Indo-Pacific Between The Republic of India and the Government 
of Australia,” DFAT,  https://www.dfat.gov.au/geo/india/joint-declaration-shared-vision-maritime-cooperation-indo-pacific-between-republic-in-
dia-and-government-australia
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	That the bilateral security relationship, predominantly across the maritime domain is important, 
both sides being “Comprehensive Strategic Partners” in “promoting peace, security, stability and 
prosperity in the Indo-Pacific region.

	That both countries “have a shared interest in ensuring freedom of navigation and overflight in 
the Indo-Pacific region, and maintaining open, safe and efficient sea lanes for transportation 
and communication.” These shared interests encompass a host of areas for increased security 
cooperation and closer bilateral partnering. Further sections of the declaration spell out the many 
areas where not only do we have shared interests and shared maritime geography but need to 
strongly partner each other through existing frameworks and new architectures.

	That the bilateral relationship is logically and necessarily set in the larger multi-lateral and 
“mini-lateral” relationships. These include ASEAN, IORA, East Asia Summit, the Indo-Pacific 
Oceans Initiative (IPOI), IONS, Indian Ocean Tuna Commission and the International Maritime 
Organization. One omission in this declaration is the absence of a mention of the Quad. However, 
the concurrent, higher level “Joint Statement on a Comprehensive Strategic Partnership between 
Republic of India and Australia” does mention the Quad but without any emphasis on it or vitality 
that it now has. Its absence   could possibly be due to it being early days for its growth from an 
official level forum to the first ministerial meeting in 2019 and then the ramping up to a summit 
level from 2021. It can be easily seen now that a fair bit of the agenda in the Declaration is now 
part of the Quad’s action plan and receiving the attention it needs.

The Set and Drift for a Maritime Trade Security Thinking-Planning Framework 
Between Australia and India
This concluding brief’s purpose is to consider a few general conditions, principles and broad 
framework for maritime security cooperation between Australia and India within the multilateral and 
complex nature of bilateral trade which, arguably, has long existed between any two sets of countries. 
It also once again flags the need for bilateral and multilateral protection architectures for both trade 
in goods as well as resilience of digital trade. It is significant that this is now being flagged by the four 
leaders in the Quad summits. 

It then reiterates that protection of trade is very much a public good that, even if narrowly engaged in 
by say, Australia and India, it benefits several other nations within the Indo-Pacific. Indeed, disruption 
of trade impacts not only regionally, but globally and would be increasingly so with the passage of time. 
Measures for trade protection at their core are defensive measures, whereas trade disruption and 
trade interdiction are, at their core, offensive measures. In conflicts, they could, of course, be two 
sides of the same coin. The study is limited to trade protection and does not investigate interdiction of a 
likely adversary’s trade either by India or Australia or bilaterally. 

The Brief considers the circumstances requiring protection of trade and examines maritime policy analyses 
presented in both Australian and Indian multinational forums. The research points out that Australia has 
been discussing trade protection much more comprehensively than has India. However, India has been 
quite active in the practice of protecting shipping in constabulary duties and has consistently taken 
robust action to counter pirates and roll back piracy. In terms of “habits of cooperation” India has been 
executing constabulary tasks in coordination and active cooperation with several countries while not 
being part of any alliance or a coalition maritime force, etc.     

Before looking at the current threats and scenarios in which India and Australia might partner to protect 
trade, some general aspects of partnerships and alliances are analysed. The threats it looks at are the likes 
that are posed by actions of militia/ rebel groups like the Houthis and of piracy especially in the Western 
parts of the Indian Ocean or the possibilities of a more intense conflict in the Persian Gulf/ West Asian 
region as has happened in the past. It then considers concerns posed by China under possible scenarios 
since it does seem that China could be the country that could create minor to major disruptions of 
global trade and the freedom to use the maritime commons, physically as well as digitally.   

So that Indian statecraft and its methods of partnership are better understood, general considerations 
for cooperation between partners is discussed in the brief. This is followed by a more specific examination 
of approaches toward the Houthis, piracy and China. In the case of the PRC, its numerous echeloned 
instruments and their capability to behave inimically from lawfare to warfare is explained. It is not only 
physical, but digital trade that could be placed at risk.   

The discussion then leads into what could be phrased as Planning is Preparation; Preparation is Not 
Provocation but Helps Prevention; & Prevention is Protection. This phrasing is more necessary than 
catchy; the Australian- Indian partnership is now deep and wide.  It is important to get the strategy 
right, then the other aspects become easier as seen in a few pointers from the past through disparate 
examples. The Quad comes up again, because the partnerships within are relevant in more ways than 
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are often discerned.

The work then moves to the mechanisms required for planning. It finds that, in reality, the framework and 
working groups suggested are not all that extraordinary especially for India where there may be pockets 
of scepticism about setting up such groups. Maritime security partnerships as bilaterals, as mini-laterals 
like the Quad, or the Colombo Security Conclave and larger collectives like the IORA and IONS have been 
around for long and there are working groups within. For the bilateral theme of this research the urge is 
to have working groups—away from any limelight—and focused on the broad picture as well as details.       

Bilateral Trade is Conducted, Inevitably, in a Complex, Multilateral Environment
In the earlier briefs, the complex nature of maritime, trade has been examined in terms of:

•	 Ports and port ownership. Ports could be fully nationally owned and controlled; privately 
owned and operated; public-private partnership ports or terminal within ports; multi-
national owned company-owned ports; foreign company or foreign state-owned or state-
supported ports.  

•	 Shipping in terms of national flag ownership (closed registry) and national ownership under 
other flags (open registry).

•	 Ship crewing in terms of numbers of sea farers in national and non-nationally owned ships; 
erstwhile seafaring (we may even use the term maritime) countries have slipped down the 
list, like the US and Australia, while China and India have risen; related issues like the degree 
of attention paid to training and regulations governing seafarers

•	 Shipping finance and insurance; shipping management. Currently much of the insurance 
business and “environment” control is in the “West” essentially, in European and American 
hands. Newer players and modified forms of control are to be expected.9 Marine insurance is 
a weathervane for geopolitical winds on risk assessment for maritime trade.10

•	 Shipbuilding. It could be argued that a country can be a significant trader without being a 
shipbuilder. As examined earlier, the airline business is big in Australia and India; yet, neither 
is an aircraft manufacturer of actual significance. The nuance lies in the very different 
parameters both nations have for aircraft ownership, control as well as “flag” than for 
ships. However, for security of maritime trade in times of crises or setbacks, it is an obvious 
advantage to have critical capacity to build, repair and use ships built indigenously. Apart 
from that, shipbuilding is itself often globalised in terms of sourcing materials, technology, 
equipment to build them and then seek multinational buyers. Thus, shipbuilding itself is 
a form of trade; it is a manufactured product. At some stage, UK, US and some European 
countries were major shipbuilders as well as traders. Today, China, South Korea and Japan 
remain major shipbuilders as well as traders. 

The other important facets of the complexity, diversity, risks as well profits are the physical trade by 
ships, either along a national coast or overseas; the complexity and competition of demand and supply; 
need to have alternatives; and routing, scheduling details and so on. While some of these aspects have 
been examined earlier, a few broad considerations may be kept in mind as explained below:

•	 Certainly, there are examples of trade between two countries which are bilateral at its core, 
but not at all levels. This is more common, for instance, when one country exports raw 
materials like crude oil, gas, ores, coal or some bulk materials to another with a reasonably 
medium-term assurance of demand and supply. Ships that carry such materials are usually 
purpose-built for a single or limited range of cargos; they often go loaded one way and 
empty in the other direction and generally operate between fixed ports.

•	 At another level, even in a seemingly two-party relationship there may be more players. This 
may manifest itself in many ways. The company that produces raw materials may be only 
partially owned by entities of that country. It may be a multinational corporation; or it could 
be wholly state-owned in some cases. Its buyers in the other country may, in turn, mirror 
similar characteristics. The raw materials may be used by more than one consuming or 
distributing agency with their own complex ownership patterns or varying degrees of state 
control and regulation. 

•	 To this is the corollary that financial issues regarding payments and financial transfers for 
goods, shipping charges, etc may have complex routing. This may be so under very normal 
circumstances or during sanctions such as may be imposed by another country or group of 

9	  Singapore College of Insurance, August 15, 2024, “Top Key Trends in the Marine insurance Industry,” https://www.linkedin.com/pulse/top-
key-trends-marine-insurance-industry-j8bpe/ 
10	  Arnaud Vanolli, Swiss Re Institute, September 05, 2024, “Marine insurance: geopolitical tension creates a choppy outlook for seaborne 
trade,” https://www.swissre.com/institute/research/sigma-research/Economic-Insights/marine-insurance.html

https://www.linkedin.com/pulse/top-key-trends-marine-insurance-industry-j8bpe/
https://www.linkedin.com/pulse/top-key-trends-marine-insurance-industry-j8bpe/
https://www.swissre.com/institute/research/sigma-research/Economic-Insights/marine-insurance.html
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countries. For example, Iran and Russia have been under constraints in their ability to trade 
due to sanctions that limit what they can do to make and receive payments.11     

•	 To this we should add the complexity of port(s) of embarkation for goods; port(s) of 
disembarkation of the same goods; of government regulations for ports at either end of a 
bilateral route.

•	 The firms that provide insurance cover to the vessel, or to port operations and infrastructure 
and to the goods being carried could also in effect be multi-lateral. It is well known that 
complex sanctions were imposed by Western countries on Russia at different times after 
the Russian invasion of Ukraine. Meanwhile, India increased crude oil imports from Russia at 
price levels limited under sanctions. The national benefit for India in terms of a reasonable 
cost of Russian crude was a direct benefit. Importantly, as explained recently in Australia by 
the Indian Foreign Minister in a Sky News interview with Ms Sharri Markson, such purchases 
helped keep global prices in check as well as reduced inflationary pressures. He said, “If 
we had not made the moves we had, let me tell you the energy markets would have taken 
a completely different turn and actually would have precipitated a global energy crisis. 
It would have caused inflation across the world as a consequence.”12 However, marine 
insurance problems existed and were overcome by recourse to using some Russian firms 
due to financial gateways constraints and geo-political realities.13 

•	 The geopolitical and geo-economic intersections of the global trade environment are 
not limited to maritime trade, but elsewhere too. Even at a time when India receives 
unjustified criticism for importing oil from Russia, the irony has been that Russian energy 
has continued to flow through Ukraine and further into Western and Central Europe every 
day since February 22, 2022.14 “It’s one of the more improbable aspects of Russia’s invasion of 
Ukraine: Even after 2 1/2 years of war and repeated rounds of sanctions, Russian natural gas 
keeps flowing through Ukraine’s pipeline network to customers in Europe,” to quote from 
this report. Ukraine earned transit fees and Russia for its gas. 

General maritime trade in finished products, agricultural exports and imports (Exim), and some bulk 
commodities is very significantly via container ships:

•	 In this category as well, there are always illustrations of bilateral trade, for example, 
containers flowing in the hundreds of thousands from China to the US. This traffic is largely 
across the Pacific and mainly to North American west coast ports. The ships return with 
generally empty containers.15

•	 This rising mode of trade, i.e. in “boxes” is in a very large measure a result of higher   port 
efficiency and of modern shipbuilding. A very important reason for the growing volumes 
and ease of trade is due to the hinterland movement of containers by road and rail as well as 
a drop in losses and damage of goods in transit.

•	 Such trade has more multilateral manifestation because of at least three major reasons. 
•	 First, container ships are able to visit multiple ports offloading and loading containers 

not very different from trains or buses with their passengers. Quicker turn-around at 
ports enables reasonably efficient voyages.

•	 Second, this modified version of ‘tramp” shipping enables manufacturers and retailers 
working on less than shipload of goods to send and receive a smaller number of 
containers (many of these are refrigerated) and get them going from “stuffing” at a 
farm/factory to port of embarkation and to destination ports and faster infusion into the 
retailing process. 

•	 Third, like bus and train “interchanges”, we now have transhipment ports which further 
add to the attractiveness of container-enabled trade. 

As can be seen, the already existing multi-national facets within a more easily discernible bilateral trade 
are greater in the general cargo business. Overall, when seen together with bulk commodities and 
energy trade, these bring national, regional and global benefits, but also lead to security complications 
which are looked at later in this study. 

11	  For example, see BBC Report, “What are the sanctions on Russia and have they affected its economy?” February 24, 2024,   https://www.
bbc.com/news/world-europe-60125659. Also see, “Sanctions Snapshot, Russia/Ukraine Sanctions Regime,” Australian government, DFAT,  https://
www.dfat.gov.au/sites/default/files/sanctions-snapshot-russia-ukraine-regime.pdf
12	  See Sharri Markson interview, SkyNews.co.au, accessed on Youtube,  https://www.skynews.com.au/opinion/sharri-markson/jaishankar-de-
fends-indias-ties-with-russia/video/e8caeff4e5c87ae277d6b855d2ca3292
13	  Nidhi Verma & Gleb Stolyarov, “Russian insurance shores up oil exports to top buyer India,”

 Reuters, September 18, 2024,  https://www.reuters.com/business/energy/russian-insurance-shores-up-oil-exports-top-buyer-india-2024-09-18/.
14	  David M’Chugh, “Explainer: Why is natural gas still flowing from Russia to Europe across Ukraine?”

 AP News, August 15, 2024, https://apnews.com/article/russia-ukraine-war-natural-gas-f9f00df7195d01404f8cb2a43152a8b1.
15	  UNCTAD

https://www.bbc.com/news/world-europe-60125659
https://www.bbc.com/news/world-europe-60125659
https://www.dfat.gov.au/sites/default/files/sanctions-snapshot-russia-ukraine-regime.pdf
https://www.dfat.gov.au/sites/default/files/sanctions-snapshot-russia-ukraine-regime.pdf
https://www.skynews.com.au/opinion/sharri-markson/jaishankar-defends-indias-ties-with-russia/video/e8caeff4e5c87ae277d6b855d2ca3292
https://www.skynews.com.au/opinion/sharri-markson/jaishankar-defends-indias-ties-with-russia/video/e8caeff4e5c87ae277d6b855d2ca3292
https://www.reuters.com/business/energy/russian-insurance-shores-up-oil-exports-top-buyer-india-2024-09-18/
https://apnews.com/article/russia-ukraine-war-natural-gas-f9f00df7195d01404f8cb2a43152a8b1
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Digital Trade
As brought out in earlier sections, trade in Services is a major component of overall  trade itself and, of 
course, the services trade is intertwined in many ways with physical trade conducted by ships, aircraft, 
trains and trucks and even loading and unloading cranes in motion.16 Trade in services, again quite 
obviously, depends on digital “sea lanes”. As seen earlier, digital trade has a large physical dimension. It 
relies on nearly 1.5 million km of subsea cables which are expensive to lay, need maintenance and require 
high technology. Cable protection has always been a concern for companies that own, lay or operate them 
since the early days of telegraph cables. The International Cable Protection committee (ICPC) is one such 
agency—by no means a regulatory or even fully representative one-- formed in 1958. Its main purpose is 
“to improve the security of undersea cables by providing a forum in which relevant technical, legal and 
environmental information can be exchanged” and work with the other advisory body, the International 
Telecommunication Union (ITU.17 ICPC’s members include government representatives and companies 
involved in the cable business itself, spanning manufacture, laying, operating and repairing cables. Very 
recently, the United Nations has formed the International Advisory Body for Submarine Cable Resilience. 
This report flags key tasks as follows: to explore “strategies to bolster cable resilience, promoting best 
practices among governments and industry stakeholders, facilitating timely repairs to damaged cables, 
minimizing risks of future damage, and ensuring uninterrupted communication through these essential 
networks.”18

The cable framework is also very dependent on numerous cable landing stations (CLS) which are by 
themselves vulnerable. All this also links with land-based digital cables and wireless relay stations which 
again have a physical presence. The use of terms like “clouds” for data storage muddy the reality that 
“clouds” are not vapour and reside in massive data centres that are often owned by mega corporations 
and consume enormous amounts of electricity and even water.19 The referenced study estimates that 
data centres in Australia use nearly 5% of the of electricity generated which may go up to 15% by 2030 
because of growing demand for data storage. Clearly, as capabilities grow, so do associated vulnerabilities 
which need to be catered for. Also, while there are route-jumps feasible via satellite for data to flow,  the 
sub-sea cable networks are expected to continue to carry almost 95-99 % of rapidly growing digital traffic 
measurable in Bronto and even Zetta bytes. All this data is stored in enormous data centres around the 
world and putting demands on power grids everywhere. The important aspect to note is that while 
cables, like shipping lanes on a nautical chart, may suggest a bilateral point-to-point connectivity, it is in 
effect multilateral. 

In a way not unlike ships and the flags they fly, or the large impact of major flag- states like China and 
Hong Kong, undersea cables and hyperscale firms are not all that many. The term “hyperscaler” refers 
to a small group of mega companies that build and operate data centres as well as content services. 
The largest ones are Meta, Google, Amazon and Microsoft, Oracle, etc. The first four use more than 
70% of international capacity and others like Alibaba, Netflix, Apple and another American company, 
Akamai.20 The “big four” are also increasingly investing in undersea cables and this “shift reflects their 
broader strategy of vertical integration, which extends their control over the internet services value 
chain, from content creation to data storage, processing and network transport.”21 In a sense, just as 
shipbuilding is monopolised by China with  South Korea and  Japan now reduced to being relatively 
smaller players, the data business has shifted from telecom majors a few years ago to the big IT/Data/ 
content providers of the type mentioned. According to Justin Sherman, in 2021, nearly a third(33%) of 
cables had multiple owners; 65% belonged to single owners and just 2% could not be ascertained.22 
As always, security issues may emerge from the influence and control  powerful mega corporations 
can exercise, even when international regulatory frameworks govern services trade by overseeing long 
chains of subsea cables, cable landing stations (CLS), data centres and important content controls. 
A small, but important digression is that while consumers of data now amount to billions of people 
around the world, they are likely to have reduced agency over content itself. With digital media and 
information under the overwhelming control of a select few global mega-corporations, the “demand” 
side comprising consumers and businesses may not have adequate influence over the “supply” side. 
Importantly, unlike the ups and downs of demand for goods, the demand for data quantity and quality 
in terms of speed, reduced latency, etc, are going to increase under most conditions. For example, during 
the global slowdown of most economies, the trade in goods fell sharply; shipping and air traffic reduced 
16	  The inclusion of cranes is not made lightly here. They are a major example of potential cyber operations to cause setbacks in ports. 
For example, see Majority Staff Report, US House Select Committee on CCP, “Handling our Cargo: How the Peoples’ Republic of China Invests 
Strategically in the US Maritime Industry,” September 2024,  https://homeland.house.gov/wp-content/uploads/2024/09/Joint-Homeland-China-Se-
lect-Port-Security-Report.pdf
17	  About the ICPC, Updated July 08, 2024, https://www.iscpc.org/about-the-icpc/. The website has links to membership. In Australia’s case 
there are eight members, including the Australian government. China has six, including the sate-owned China Telecommunications Corporation. 
India has two including the Department of Telecommunications and the US has 39, including the US Navy. 
18	  Alfonso Maruccia, “UN forms international organization to protect undersea internet cables,” Techspot, December 4, 2024, https://www.
techspot.com/news/105823-un-forms-international-organization-protect-undersea-internet-cables.html
19	  Keran Thompson, “Data centres and undersea cables tangle in geopolitics and climate goals,” Hinrich Foundation, November 2024,  
https://www.hinrichfoundation.com/research/wp/tech/data-centers-and-undersea-cables-tangle-in-geopolitics-and-climate/
20	  Thompson, ibid.
21	  Thompson, ibid.
22	  Justin Sherman, “Cyber Defense Across the Ocean Floor: The Geopolitics of Submarine Cable Security, Atlantic Council, September 2021,  
https://www.atlanticcouncil.org/wp-content/uploads/2021/09/Cyber-defense-across-the-ocean-floor-The-geopolitics-of-submarine-cable-security.
pdf, 7.

https://homeland.house.gov/wp-content/uploads/2024/09/Joint-Homeland-China-Select-Port-Security-Report.pdf
https://homeland.house.gov/wp-content/uploads/2024/09/Joint-Homeland-China-Select-Port-Security-Report.pdf
https://www.iscpc.org/about-the-icpc/
https://www.techspot.com/news/105823-un-forms-international-organization-protect-undersea-internet-cables.html
https://www.techspot.com/news/105823-un-forms-international-organization-protect-undersea-internet-cables.html
https://www.hinrichfoundation.com/research/wp/tech/data-centers-and-undersea-cables-tangle-in-geopolitics-and-climate/
https://www.atlanticcouncil.org/wp-content/uploads/2021/09/Cyber-defense-across-the-ocean-floor-The-geopolitics-of-submarine-cable-security.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2021/09/Cyber-defense-across-the-ocean-floor-The-geopolitics-of-submarine-cable-security.pdf
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drastically and populations learnt to live with the resultant difficulties. However, the demand for data 
showed upward growth. With AI and machine learning (ML) based applications in human life and in 
government activities increasing, there seem to be no rational circumstances short of large-scale and 
prolonged global conflict where demand for data could plateau or even decline. 

In geopolitical terms, the “non-Chinese” world is taking actions and shaping policies that attempt to 
insulate itself against greater Chinese influence in the digital business world and China is taking steps 
to counter such moves and continue to expand its ambit on the data world.23 China is a substantial 
player in the subsea cable world. It has a few big investors; two cable builders and associated hardware 
manufacturers such as FiberHome and HMN Technologies; several fibre-optic cable makers; optical 
component and chip-makers; manufacturers of repeaters. Moreover, they have a sizeable fleet and 
overall capacity to build and operate cable laying and repair ships and operate their own data centres 
and hardware manufacturers for such centres.24 Sherman’s report is now over three years old, but the 
issues he highlights about China have, if anything, become more serious. Leaving aside the challenges 
China faces though such countermeasures, and the large companies it is competing against, what may 
be kept in mind is that China’s growing presence in the world of all aspects of the digital trade can soon 
turn out to be as impressive as its impact on maritime trade in goods and shipping.25  

Issues for India. In contrast, although India is a significant consumer of data, has nearly 18 CLS and 
indigenous telecom companies, it is still dependent on others countries and companies for most aspects 
of hardware, laying ships and for repair ships.26 Most landing stations are concentrated in the environs of 
two cities, Chennai and Mumbai, creating some vulnerability. IT related enterprises, maritime geography, 
overall economic growth and the size of its economy mean that Indian cable connectivity will continue 
to grow. As seen earlier, India is not yet a country that figures greatly in shipbuilding, ship-owning and 
ship-repair. In the most important areas related to engineering capabilities in the digital, subsea cable-
driven world it is a fledgling power and may need to set itself a road map to do something about it as 
is happening in the shipping sector now.27 It needs collaborative arrangements with other countries, 
internal policy changes and execution to get into this business not only for economic reasons, but equally 
for enhancing security. New cables and bolstered connectivity are important, but so is ownership and 
the ability to own quite a few of the technologies that are associated with cables.28 Two of the three 
cables include China Mobile as an investor. One may see that there is reasonable awareness of the need 
to protect cables, examining their vulnerabilities in a technical as well as security framework. However, 
there is very little movement on the technology creation side of this area of human activity which can 
only grow.

Issues for Australia. Like India, Australia’s geographic location and its modern, sophisticated economy 
makes it an ideal location for cables to terminate on both coasts. Like for India, the CLS are concentrated 
around Sydney and Perth for cables carrying data across the Pacific and the Indian Ocean respectively. 
Again, similar to India’s situation, Australia scores low on indigenous capacity to make cables, repair 
cables or have any significant influence as a telecommunications owner and operator outside of 
Australia. The big geostrategic advantage for Australia in the global architecture is that its current and 
likely future cable runs are such that, say, China as an adversary in a serious crisis would find it relatively 
more difficult to disrupt such cables. This is examined next.

The China Factor. In addition to the spread of influence that China may have through ownership, 
capabilities and investments in global cable infrastructure, it also has disruptive capabilities which have 
been demonstrated or reasonably assessed to be traceable to Chinese triggers. The greater physical 
isolation of Australian, European or even North American land masses may have advantages, but there 
are challenges to this line of thinking. China has the ability to have as great—if not greater—a reach into 
disrupting digital trade as it might physical trade in circumstances of its choosing.  Firstly, the other 
end of any of the cables often terminate in areas  which could be more vulnerable for disruption. A 
cable needs to be damaged or cut at only one point for it to be non-functional until repaired. Second, if 

23	  Dodge Billinglsey, “China Creating Undersea Cable Network in Response to United States Isolation Efforts,”  Foreign Military Studies 
Office (FMSO), U.S. Army Training and Doctrine Command, G-2, October 11, 2024, https://fmso.tradoc.army.mil/2024/china-creating-undersea-ca-
ble-network-in-response-to-united-states-isolation-efforts/
24	  Thompson, 12.
25	  Justin Sherman, “Cyber Defense,” 9-16.
26	  Abhishek Kesari, Lt Cdr, Indian Navy, “Growing Imperatives of Submarine Cables for India,” Indian Naval Despatch, Vol.5 No.1, 31-42. Also, 
Soham Agarwal and Vice Admiral Pradeep Chauhan, “Underwater Communication Cables: Vulnerabilities and Protection Measures Relevant to 
India Part-I”, National Maritime Foundation, 08 April 21 
27	  The recently concluded Sagarmanthan: The Great Oceans Dialogue from 18-19 November 2024 Dialogue jointly by the Observer Re-
search Foundation and the Indian Ministry of Shipping, Ports and Waterways, is a good example of the focus and impetus https://www.orfonline.
org/forums/sagarmanthan-the-great-oceans-dialogue
28	  Times of India, August 21, 2024, “Big boost for India’s internet quality! Three large undersea cable projects to expand capacity by more 
than four times,” https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-
projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms

https://fmso.tradoc.army.mil/2024/china-creating-undersea-cable-network-in-response-to-united-states-isolation-efforts/
https://fmso.tradoc.army.mil/2024/china-creating-undersea-cable-network-in-response-to-united-states-isolation-efforts/
https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms
https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms
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the allegation that  Chinese merchant ships did intentionally disrupt cables in the Baltic at least twice, 
once in October 2023 and more recently on November 20, 2024,  then the vulnerability to the world’s 
biggest genuine flag state owner (as opposed to flags of convenience registrations), China and Hong 
Kong have the means and demonstrated will to cause disruptions.29  Any action to disrupt cables is, after 
all, another form of cyber warfare. Third, it could be expected that China has the capability to snoop on 
data, digitally reroute it, or distort it even though individual cable routing may suggest that this risk 
has been overcome. Carlo Caro’s work is important.30 He highlights four areas where the “China factor” 
needs to be kept in mind:

Cable Routeing. Data flow can be controlled and manipulated through Software-Defined Networking 
(SDN). This is designed to improve efficiency in flow and management, but can be misused. Caro gives 
the example of a cable designed to keep clear of Chinese territory, the  PEACE cable (Pakistan and 
East Africa Connecting Europe). Leveraging companies like HMN Tech and via sway over the ITU, and 
others, China has been observed to manipulate traffic flow by redirecting it to Chinese controlled points. 
This is akin to a maritime choke point. “This redirection could introduce delays of 20 to 30 milliseconds 
per hop—not much for casual browsing, but a serious issue for latency-sensitive activities like financial 
trading or encrypted communication.”31 Another example is the SE Asia- Japan cable hops across CLS 
“influenced by China.” In this way, subsea cables could become instruments for surveillance via ‘deep 
packet inspection”. China, or perhaps other powers with the capability and intent of selectively, or more 
widely disrupting data flow would be impactful enough in normal times and really serious in times of 
crises or conflict. At a time when militaries are such big and growing users of data, such disruptions could 
be no lesser than, for example, the Houthis receiving even more denser state support for actions against 
trade and naval ships than it currently has. Individual nations and organisations like the Quad that look 
at resilience of infrastructure would need to think a lot more on understanding routeing protocols. 
Laying more cables may not be the better solution, “transparent global standards must ensure no single 
country or company can dominate these systems… To protect the integrity of the internet, the world 
must act decisively at both technical and governance levels.”32

Networking for Repairs. Cables develop faults mainly through disruptions caused by nature 
(earthquakes for example); or by the physical effects of damage caused by fishing vessels, ship’s anchors 
or carelessness during inshore and off-shore drilling operations. Or, they can be deliberate attempts by 
inimical players often with the benefit of complete deniability. Whatever be the causes, cables require 
sophisticated repair wherewithal mainly taken to site in special vessels for repair just as laying these 
cables would have needed special vessels. One thing could be said here: due to the very high need for 
reliability of data flow over thousands of nautical miles of cables, and the great difficulty in terms of time 
and costs for locating faults and in repairing them, cables have very high engineered reliability. This was 
true even 150 years back for telegraph cables. The reality for Australia as well as India is the degree of 
external dependence on laying and repair vessels.33 Is there scope for the two countries to cooperate on 
building and jointly owning such vessels as both, a business as well as security measure?

Protection of Trade as a Multinational Global Good
We have reviewed the complex nature of maritime trade in goods and digital trade in the previous 
pages and in earlier parts of this project. It may not be inaccurate to say that there is little, if any, activity 
between two nations such as Australia and India that could be called strictly bilateral. Rather all trade is 
multilateral and complex, even if there are only two primary players as a buyer or seller of some physical 
goods. Geopolitics casts its shadow—and influence—on trade and it would be useful to fall back on 
Mahan’s nuanced views of globalisation as we see now:   

‘As regards the commercial factor, never before in the history of the world has it been so 
inextricably commingled with politics. The interdependence of nations for the necessities and 
luxuries of life have been marvellously increased by the growth of population and the habits of 
comfort contracted by the peoples of Europe and America...The unmolested course of commerce, 
reacting upon itself, has contributed also to its own rapid development…This, with the vast 

29	  Times of India, August 21, 2024, “Big boost for India’s internet quality! Three large undersea cable projects to expand capacity by more 
than four times,” https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-
projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms
30	  Carlo J.V. Caro, “Underwater Geopolitics: How China’s Control of Undersea Cables and Data Flows Reshapes Global Power,” Real Clear 
Defense, November 26, 2024, https://www.realcleardefense.com/articles/2024/11/26/underwater_geopolitics_1074698.html
31	  Caro, Underwater Geopolitics.
32	  Caro, ibid.
33	  Zoe Thompson,”The Subsea cable state of play: Unexpected threats to critical infrastructure,” PWC Australia,  https://www.pwc.com.au/
cyber-security-digital-trust/cyber-threat-updates/the-subsea-cable-state-of-play-unexpected-threats-to-critical-infrastructure.html. Also see, So-
ham Agarwal, Enhancing Capacity of and Capabilities in Repair of Submarine Communication Cables Through International cooperation, National 
Maritime Foundation, May 14, 2024,  https://maritimeindia.org/enhancing-capacity-of-and-capabilities-in-repair-of-submarine-communication-ca-
bles-through-international-cooperation/

https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms
https://timesofindia.indiatimes.com/business/india-business/big-boost-for-indias-internet-quality-three-large-undersea-cable-projects-to-expand-capacity-by-more-than-four-times/articleshow/112672969.cms
https://www.realcleardefense.com/articles/2024/11/26/underwater_geopolitics_1074698.html
https://www.pwc.com.au/cyber-security-digital-trust/cyber-threat-updates/the-subsea-cable-state-of-play-unexpected-threats-to-critical-infrastructure.html
https://www.pwc.com.au/cyber-security-digital-trust/cyber-threat-updates/the-subsea-cable-state-of-play-unexpected-threats-to-critical-infrastructure.html
https://maritimeindia.org/enhancing-capacity-of-and-capabilities-in-repair-of-submarine-communication-cables-through-international-cooperation/
https://maritimeindia.org/enhancing-capacity-of-and-capabilities-in-repair-of-submarine-communication-cables-through-international-cooperation/
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increase in rapidity of communication, has multiplied and strengthened the bonds knitting the 
interests of nations to one another, till the whole now forms an articulated system, not only of 
prodigious size and activity, but of an excessive sensitiveness unequalled in former ages.’34

Mahan’s commercial and globalised world at the turn of the 19th and 20th centuries understandably 
was dominated by Europe and America. However, he would not have been surprised at the “rapid 
development” of trade across the Indo-Pacific and the rationale that now knits the interest of Australia 
and India within the larger ‘articulated system.” In commenting on the impact of Houthi attacks on 
shipping in the Red Sea since November 2023, McCranie invokes Corbett. “Historically, Corbett reminds 
us that it is a difficult balancing act to command the sea while maintaining an international consensus 
to protect the free flow of commerce in a complex, often kinetic, international environment.”35

Protective Underpinnings of the Freedom of the Indo-Pacific. In essence, the Freedom of the Indo-
Pacific (FOIP) is a protective declaration that nations in the region need to be able to use the maritime 
and other commons without hindrance and with adherence to rules. While FOIP may itself be broader 
a concept beyond needing to be defined, the Japanese Foreign ministry explains that the “core idea 
of the Free and Open Indo-Pacific (FOIP) concept is to establish a rules-based international order and 
consolidate principles such as free trade, freedom of navigation, and the rule of law, which are essential 
for the stability and prosperity of the region.”36 This core idea been a good, positive refrain amidst a many 
forums including the Quadrilateral Security Dialogue for a few summits and even in the ASEAN now. 
Many countries in the Indo-Pacific are concerned about instances that have risked freedom of trade 
and navigation, especially since 2008, with a particular awareness of the much greater degree of threat 
that comes from China. Protective measures for trade by some countries with better resources, effective 
mobilisation capacity and even multi-national partnerships facilitate more protected trade globally as 
has been the case in counter-piracy operations or, to some extent also currently in the Red Sea. Thus, 
such operations by a few nations become a regional and even a global good.   

Trade Protection is a Defensive Measure and Activity. Steps that governments take through various 
instruments to protect freedom of trade and navigation in the face of threats to such freedoms are 
essentially defensive measures. In times of low-level crisis and low to medium threat, protective measures 
are similar to those in preventing, countering and fighting piracy. The anti-piracy operations by several 
navies and agencies in the Gulf of Aden (GoA) and the Horn of Africa (HOA) and even in the Arabian 
Sea, in the waters around the Indian Lakshadweep islands, especially between 2008-2012 are a good 
illustration. Measures included naval deployments by several countries involving a mix of convoying, 
cooperation, coordination and independent actions; political-diplomatic pressure on governments and 
quasi- rulers in areas where pirates lived and operated from; and international measures to prosecute 
them. Later instances of piracy around the end of 2023—at the same time as the Houthis began to attack 
merchant ships in the Red Sea-- were rolled back with lesser effort, but were also defensive in purpose. 
Specifically, India and Australia have been involved in cooperative anti-piracy operations, not operating 
as part of the same Task Force in the GoA but with similar objectives. In many exercises, bilateral and 
multi-lateral (like Malabar. Kakadu) both navies have trained with and observed each other in serials for 
trade protection operations. Therefore:

	It would be correct to say that trade protection bears the characteristics of defensive operations 
from small or on to larger scale constabulary functions of a navy or combination of navies in 
conditions of general peace. 

	Even in conflict, these remain at its core defensive although the use of more forces, weapons and 
means to destroy interdicting forces.

Trade interdiction, on the other hand, is at its core, an offensive measure:

	It is offensive when smallish, semi-organised bands of pirates engage in piracy. Their motives 
have direct financial drivers and may not have direct political objectives.

	Indirectly, they could and did impact politics within a few coastal states by bringing in money 
and providing incentives to various groups jockeying for leadership of towns/ provinces or even 
states like Somalia.37 

	What the Houthis are doing, is also trade disruption. They have an enunciated political motive 
in support of rebel and terrorist groups within Palestine and in the larger vexed politics of West 

34	  John B. Hattendorf (ed.) Mahan on Naval Strategy: Selections from the Writings of Alfred Thayer Mahan, Naval Institute Press, Annapo-
lis, 1991, p. 282.
35	  Kevin D. McCranie, “Commanding the Red Sea: Mahan, Corbett, and the Houthi Threat,” USNI Proceedings, Vol. 150/3/1,453, March 2024,   
36	  Ministry of foreign Affairs, Japan, Diplomatic blue book, “Free and Open Indo-Pacific,” https://www.mofa.go.jp/policy/other/blue-
book/2020/html/feature/f0104.html#:~:text=The%20core%20idea%20of%20the,and%20prosperity%20of%20the%20region.
37	  John Stupart, Piracy in the Gulf of Aden: Legal Analysis, Strategic Paralysis, Wits University, Department of International Relations, 
https://wiredspace.wits.ac.za/server/api/core/bitstreams/140e2791-ae8f-4d9d-bfae-81153ff6c3b8/content
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10

Asia. Their means of trade disruption are essentially focused on land from which missiles and 
drones are launched. Their impact on global trade has been considerable in terms of re-routeing, 
something that the world seems to have adjusted to.v38 The large naval presence from just a few 
countries, including indirect escort operations to provide a degree of assurance and protection to 
ships using the Suez Canal transit route and for Red Sea ports, has not really yielded the degree 
of effects that were envisaged. In recent weeks air attacks, mainly by the US and British air forces 
on shore targets in Houthi controlled areas have also had limited success. The chosen American 
name for this operation, Prosperity Guardian seems somewhat ironic.  This angle has implications 
for some scenarios on the SCS. Trade protection is not easy under most circumstances.     

	In conditions of conflict and very high tension, trade interdiction by states is a legitimate activity 
guided by prudence, international maritime law and International Humanitarian Law (Laws of 
Armed Conflict). In such conditions, it could be said to be the other side of the coin of trade 
protection. It remains defensive even if large scale interdiction is attempted and protective 
measures themselves can require large scale commitment of forces, resources and time. The 
larger purpose of protecting commerce requires the offensive tactical use of instruments against 
the sources of the interdiction instruments that the disruptor or enemy uses.  The use of force 
itself in terms of ordnance expended in attacking forces that interdict trade could be considerable. 
Such examples have been seen in both the World Wars, but in later conflicts trade interdiction 
was on a lower scale and with low levels of force being used. The Dec 1971 India-Pakistan war is 
one such example.

Circumstances Requiring Trade Protection                                   
This project limits itself to the following parameters:

	This project does not look at trade interdiction but limits itself to considerations of trade protection 
under varying circumstances. 

	It primarily examines Indian- Australian cooperation with the objective of managing adequate 
protection of maritime trade to ensure requisite economic security (essentially national prosperity).

	Notwithstanding the above bilateral consideration, all trade, be it maritime goods or digital or air 
cargo, effectively has multiple countries involved. This is not necessarily in a direct governmental 
sense, but with private entities, international agencies, companies, service providers etc.   

In Peace. The normal circumstances for unhindered flow of maritime trade (both in goods and via 
undersea cables) are in times of peace. For this, not many protective measures are required by any 
country, yet, some are important and vigilance is always necessary. There are caveats, however. In peace, 
for instance” 

	Port and Cargo Security. Areas that require adequate vigilance and physical as well as cyber 
security span port security; inspection of goods for contraband, dangerous cargo; even nuclear 
materials or missile and other defence hardware to be bought/supplied and used illicitly. 

	IMO and ISPS Codes. The above requires a range of cooperative measures and agreements 
between countries where governments are obviously involved. The IMO Global Maritime Security 
Integrated Technical Cooperation Programme is one example as is the overarching International 
Ship and Port Facility (ISPS) Code.39 Indian port security measures align themselves in principle 
and are elaborated in many ways. 40 In the wake of the Sept 11, 2001 terrorist attacks using 
commercial airplanes (“9/11”) the US introduced the Container Security Initiative (CSI) and many 
countries have a reciprocal arrangement and some others have equivalent steps to keep a tab on 
what goes inside containers that are imported or exported from their ports.41 

	Maritime Domain Awareness. Overall protection is also ensured through vessel reporting systems 
which are a combination of ships sailing from ports transmitting some details of themselves 
and enabling tracking them. This is then shared in many areas of the world through maritime 
information fusion systems that help develop what has come to be called Shared Maritime 
Domain Awareness. The Indian Navy, for instance, hosts the Information Fusion Centre—Indian 
Ocean Region (IFC-IOR) in which Australia is a partner. Among other countries, Japan and the US 
are also partners and among the 12 countries that have international liaison officers (ILO) posted 
there in Gurugram, outside New Delhi. There are reports that suggest this may go up to 40 (ILOs) 

38	  Wolf-Christian Paes (et al), “Navigating Troubled Waters: The Houthis’ Campaign in the Red Sea and the Gulf of Aden,’ IISS research 
Paper, December 03, 2024, https://www.iiss.org/research-paper/2024/12/navigating-troubled-waters-the-houthis-campaign-in-the-red-sea-and-the-
gulf-of-aden/
39	  “IMO Global Maritime Security INTEGRATED TECHNICAL COOPERATION PROGRAMME,”  International Maritime Organization, https://
wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/IMO%20Global%20Maritime%20Security%20Programme%20Overview%20-%20
2%20pager.pdf and “The International Ship and Port Facility (ISPS) Code,” https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-2%20ISPS%20
Code.aspx
40	  Bhanu Krishna Kiran Ravella, ISPS Code and Maritime Security of India, National Maritime Foundation, June 08, 2022, https://maritimein-
dia.org/isps-code-and-maritime-security-of-india-part-i/
41	   “Container Security Initiative (CSI),” US Customs and Border Protection,   https://www.govinfo.gov/content/pkg/GOVPUB-HS4-PURL-
gpo171975/pdf/GOVPUB-HS4-PURL-gpo171975.pdf
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https://www.iiss.org/research-paper/2024/12/navigating-troubled-waters-the-houthis-campaign-in-the-red-sea-and-the-gulf-of-aden/
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https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/IMO%20Global%20Maritime%20Security%20Programme%20Overview%20-%202%20pager.pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/IMO%20Global%20Maritime%20Security%20Programme%20Overview%20-%202%20pager.pdf
https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
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https://maritimeindia.org/isps-code-and-maritime-security-of-india-part-i/
https://www.govinfo.gov/content/pkg/GOVPUB-HS4-PURL-gpo171975/pdf/GOVPUB-HS4-PURL-gpo171975.pdf
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in the next few years.42 In 2015 both countries signed a white shipping information exchange 
agreement which is part of the larger architecture it feeds into and feeds from.43 Likewise, for 
Australia itself, a sovereign MDA capability is being developed but it is already an integrated in 
Indo-Pacific MDA architecture.44

	The Quad and Maritime Security. The Quad, of course, looks quite closely at several aspects of 
maritime security that is in consonance with its important objective of maintaining ‘Freedom of 
the Indo-Pacific.’ While thus far, official communiques have not mentioned any active measures 
in the defence/ military domain, there are important initiatives being put in place. Relevant ones 
relate to undersea cable resilience, port infrastructure, addressing IUU. For MDA, the Indo-Pacific 
Maritime Domain Awareness (IPMDA) programme is a major step to help monitor IUU incidents, 
narcotics smuggling along sea routes and white shipping as well.45 This is manifesting itself with 
the Maritime Initiative for Training in the Indo-Pacific (MAITRI) announced in the Sept 2024 Quad 
summit. India will host the first regional workshop this year with the training objective of the 
Wilmington Statement being “to monitor and secure their waters, enforce their laws, and 
deter unlawful behaviour.”46 This is another reiteration of maritime security and protection 
of maritime trade being a public good.                  

Trade Protection in “Constabulary” Environments. The Indian Maritime Doctrine 2009/2015 as well as 
the Australian Maritime Doctrine 2010 explain the Constabulary (or policing) roles of a navy.47 The examples 
seen here like counter-piracy, fisheries protection, escort of merchant ships by neutral maritime forces 
while fighting piracy or when other belligerents are engaged in conflict (the Iraq-Iran war of the 1980s, 
for example), or evacuation of one’s own or other non-combatant nationals from a troubled or conflict 
zone are, as such, constabulary missions of navies. These operations could be under varying degrees of 
risk from low to high. At the higher end of the constabulary spectrum, if the other side is using various 
types of sophisticated means including for ISR (intelligence, Surveillance, Reconnaissance) as well as 
ordnance, navies can operate in an uncertain zone spread over constabulary missions to operating 
under conditions of conflict. This could be the case for the handful of navies in the Red Sea being in an 
environment in which the Houthis are using a range of drones, shore launched missiles likely supported 
by ISR from larger states. A few European navies may be in the grey zone in that they sometimes are 
deployed in the Red Sea, whereas the US and British navies, although having fired in self-defence or to 
protect some merchant vessels in the vicinity, were part of a larger force that included their air forces 
launching strikes into Houthi held territory of Yemen. The point to note here is the grey area in which 
constabulary functions are conducted where there may be no peace, but also no overt, open conflict for 
some of the players.48 

“Habits of Cooperation” in Peace and “No-Peace, No Conflict” Situations. Thus, if we consider the above 
two environments, it can be seen that naval deployments are often necessary, and considerable effort 
may be expended in keeping a watch on trade and being poised to do something if constabulary 
responses are warranted by the circumstances. Given the distance at which a country’s trade can 
be threatened, and the often-prolonged nature of such a requirement, it makes a lot of sense for 
governments to cooperate in the maritime domain for shared protection of their interests. As seen 
earlier, the benefits of protecting one’s own trade and that of a partner nation(s) often serves to protect 
that of other users who may lack adequate resources to do so.  Naturally, such cooperation has to be based 
on geopolitical need, and geostrategic as well as economic benefits. It also needs to be underpinned by 
partnership agreements. In India’s case, partnerships are more relevant  than alliances (such as Australia 
has with the US or even New Zealand). In India’s case there has been only one instance of a formal alliance, 
and that was the Indo-Soviet treaty of Friendship and Cooperation of 09 August 1971 which was signed 
under different circumstances of a very likely conflict in the sub-continent at a time when not only was 
Pakistan a member of the CENTO (Central Treaty Organization) but the US was actively assisting it. This 
writer wrote in an unpublished course work essay in 2003 that the reality is that “friends need not be allies, 
and allies are not necessarily friends.”49 That said, in the past 25-30 years, India has developed credible 
42	  “MARITIME SECURITY: MEMORANDUM OF UNDERSTANDING (MOU) BETWEEN THE INFORMATION FUSION CENTRE - INDIAN OCEAN 
REGION (IFC-IOR) AND REGIONAL COORDINATION OPERATIONS CENTRE (RCOC),” PIB, New Delhi Press Release, February 22, 2022, https://pib.gov.
in/PressReleaseIframePage.aspx?PRID=1901371
43	  David Brewster, “Australia and India: Forging a Stronger Relationship,” Australian Institute of International Affairs, September 01, 2016, 
https://www.internationalaffairs.org.au/australianoutlook/australia-and-india-forging-a-stronger-relationship/  
44	  “Thales Australia develops sovereign Maritime Domain Awareness Capability,” Thales Australia, https://www.thalesgroup.com/en/coun-
tries-asia-pacific/australia/magazine/thales-australia-develops-sovereign-maritime-domain
45	  “The Wilmington Declaration Joint Statement from the Leaders of Australia, India, Japan, and the United States,” White House Press 
Release, September 21, 2024, https://www.whitehouse.gov/briefing-room/statements-releases/2024/09/21/the-wilmington-declaration-joint-state-
ment-from-the-leaders-of-australia-india-japan-and-the-united-states/
46	  Wilmington, Ibid. 
47	  Australian Maritime Doctrine, RAN Doctrine 1, Commonwealth of Australia, 2010, pp 99, 113-114, 117, 188 and Indian Maritime Doctrine, 
IHQ/MOD (Navy), 2009, pp 71, 115-118, 126.
48	  Paes, IISS, “Navigating Troubled Waters…”
49	  Sudarshan Shrikhande, “Vasuki and the Dragon: Shaping India’s Maritime Strategy as a Counterbalance to China.” A short background 
to this reference may be useful. This unpublished essay was written for the Jerome E. Levy Political Geography Prize at the US Naval War College in 
2003. This was a time when much of the world  seemed to be very optimistic with their economic and even geo-strategic outlook on China. Hardly 
anyone knew about the Nine-Dash line, and the expansion of territory and interests into the SCS still seemed under even US radars. An Indian Navy 
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partnerships with a few countries that have resulted in defence cooperation-- especially in the maritime 
domain-- high level exercises, logistics sharing and information exchange agreements. Australia, the US 
and Japan have been among them. For a few years now all four have partnered in the Malabar series 
of exercises. Moreover, the four countries have now had a few years of rapidly rising partnerships in the 
Quad. As mentioned earlier, one of the important objectives of the Quad is a Free and Open Indo-Pacific 
which implies the need to trade freely and endeavour that rules applying to navigate and trade safely 
across these vast oceans are respected. In short, many of the mechanisms required for India- Australia 
maritime protection operations already exist in adequate measure. Any improvements to mechanisms 
via further agreements, protocols and more partners could only help the provision of trade protection 
as a public good. With the existing framework and development that may yet take place, as neighbours 
spanning the Indo-Pacific, it is feasible and necessary that Australia and India consider the possibilities 
and benefits of cooperating to safeguard maritime trade in goods and digital trade via undersea cables.  
This would serve the interests of both countries during a range of crises and even in the possibility of 
conflict where Australia and India may find themselves in consonance for actions required.

Trade Protection Across Possible Crises & Conflict                                              
It is in times of peace, or at least low-level crises, when thinking about frameworks of trade protection is 
best done. Considering this with respect to Australia and India, a few broader points could be made here:

	Pre- 1947, the year of India’s independence, the experience of the Royal Indian Navy in protecting 
trade in the IOR was limited. Factors for this included the small size of the RIN which was without 
destroyers and cruisers for long range escort duties or to work as a strike force to attack those 
enemy units that might interdict trade; reduced trade volumes along IO SLOCs in comparison 
to the North Atlantic “war of supply,” so critical to the survival and resurgence of the Allies, from 
1939 to the end of WW II; the comparatively limited German and Japanese resources committed 
for trade interdiction in the IO especially from 1943 onwards; the presence of larger Allied naval 
forces including the RN, RAN, USN and even some Dutch naval ships “in exile”. However, some 
RIN officers and sailors did operate in the Atlantic with their own sloops or in RN ships for convoy 
escort tasks.50  

	However, the IN leadership always did realise and underscore that trade protection would be one 
of its key tasks. The current IN CNS or the RAN’s former CN as quoted in the two epigraphs are 
reiterating what has been sustained realisation in both navies. In this researcher’s naval career, 
large scale IN exercises often included escorting “High Value Unit(s)” HVU across large sea areas 
ensuring safe entry into harbour. Three points may be noted:

o	 Energy Security? First, as analysed in Part I of this research, for almost all of six decades, 
India always imported more than it exported. Of this component, the most critical from 
the point of “war of supply” considerations were energy imports because Indian mainland 
production and from the late 1970s, offshore production varied between 15-30% of 
consumption. In the past three decades, a growing population and advancing economy 
resulted in much greater volumes of energy imports in several sectors, which increasingly 
included coal and LNG.51

o	 Petroleum Product Exports. Second, Indian exports have increased considerably and are 
a critical part of India’s prosperity and, therefore, of security which needs to be assured 
to a satisfactory degree. As mentioned in Part I, Indian energy exports in terms of refined 
petroleum products are a key source of revenue and would require protection for ships 
that transport them westwards towards West Asia and to Europe and eastwards towards 
SE Asia and to Australia. In a sense, India is a provider of energy security to several regions. 
We may also recognise that petroleum products could usually be among the most critical 
items in the “war of supply” during serious crises and in conflict. India is an importer 
of some products as well, but in a crunch, could be self-sufficient in refining capacity. 
However, in conflict, Indian refineries themselves could be targeted. Physical protection of 
refineries and terminals would be part of national resilience efforts of individual countries 
and here, India’s relative proximity to “neighbours of concern” makes its challenges that 
much greater. 

o	 Lessons from COVID-19 Pandemic. Both Australia and India are exporters as well 
as importers of food and food products. In a globalised world, not many countries can 
consider themselves self-sufficient in food. The impact of Covid-19 on trade was due to 
the internal disruption it caused within countries due to lockdowns, medical overload, 
and production itself, as well as external disruption of lack of markets, impact on maritime 
as well as aerial transportation, flow of goods as well as peoples. Since then, studies have 

officer expressing concerns about China and the need for India to develop a counter-balancing maritime strategy was a matter of some curiosity 
and a degree of incredulity in general. 
50	  Derek Law, “The Indian Navy in the Battle of the Atlantic in World War 2,” University of Strathclyde, https://www.colourfulheritage.com/
wp-content/uploads/2021/12/Lascars-and-Merchant-Navy-article-by-Derek-Law.pdf
51	  Indian Maritime Doctrine, 2009, 64-65.
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been carried out to look at resilience of global supply chains and indeed, it has been on 
the agenda of the Quad itself.52 The vital point to note is that in many ways the pandemic 
was a reminder of the resilience that societies and economies develop in adversity. If the 
pandemic needed to be “fought on a war footing” (The Indian PM’s words) then India was 
not alone in demonstrating the rapid transition to a war-impacted population as well as 
economy.53 Not surprisingly, similar phrases were reported in Australia.54

Resilience Through Protection of Trade. The world may be a little better prepared at least for some 
time to come to combat many aspects of a future pandemic and develop the fundamental architectures 
that contribute to resilience when it becomes necessary. In one sense, while considering maritime 
trade in goods and data flows across undersea cables, protection measures could be significant 
contributors to consequent resilience. As examined in Part II, both Australia and India need to sharpen 
themselves in all sectors of maritime competitiveness to enhance their own resilience. A possible 
approach could be improved cooperative resilience through maritime security cooperation, which 
is on the table bilaterally and even quadrilaterally. 

Trade Protection Discussions in Australia and in the Indo-Pacific. The intellectual foundations of trade 
protection in Australia are significant, especially in recent decades.  Due to more intimate involvement 
in SLOC protection operations in both World Wars in comparison to India, the treaty alliances and more 
networking with the USN and RN and other institutions of theirs dealing with maritime affairs as well as 
expansion of relationships with SE and East Asian navies, there is a bigger body of work accessible and 
been made available for this writer.55 An early example is the June 1987 (and already the 5th in the series) 
organised by the SLOC Study Group-Korea and Institute of East and West Studies. A short account of 
these conferences may be useful to consider. India and Australia engaged in some multilateral thinking 
on this perhaps as a Track 1.5 effort on the part of some participants, but not India. Indeed, the 1987 
conference itself was part of a series that began in 1979 (in Taipei) and the group forming it came to be 
called International SLOC Group. From their website, it seems that 18 conferences took place, the 16th 
being in India in 2011.56 The website suggests that China has been invited often but did not attend. India 
seems to have been represented in some conferences, but only by naval veterans. In the 1988 Melbourne 
conference -- in a mention related to the 1987 White Paper-- the then CNS VADM Hudson said, “While 
(the Paper) asserted that our trade routes would be comprehensively interdicted only in protracted 
conflict, it could also be disrupted…in lesser forms of conflict….To defend them all…we would hope 
for help from our ANZUS partners and allies and friends.” 2011.57 The April 2001 Conference-- not 
part of the above series-- was on The Strategic Importance of Seaborne Trade and Shipping.  It had a 
forward-looking paper on Cyber-threats to Maritime Trade and Port Infrastructure (from Taipei) and 
another questioning “conventional threats to shipping.”58 Cyber-threats were not so well recognised 
in 2001, so this was important; piracy and smuggling have been long-standing threats. Perhaps in the 
geostrategic mood of those “unipolar moments” it was easy to forget about conflicts between states as 
were soon to happen in Afghanistan and Iraq. In his presentation, VADM Mihir Roy, IN (Ret) reflected the 
significant change in thinking in India where from an inward looking nation “that had discarded its old 
diplomatic baggage  on Indian Ocean as a Zone of Peace…” to saying that “both India and the US 
along with Australia and ASEAN countries have a major interest in promoting political stability…”59 
Roy concludes flagging, “SLOC security is closely linked to development of maritime cooperation 
such as an interlocking regional mechanism from the Indian Ocean to the Pacific.”

Current Australian Work on Trade Protection. In current times as well, the RAN has been in the lead 
in arguing for a better position for Australia for trade protection and especially thinking in the public 
domain about the war of supply. It can be sensibly surmised that confidential studies within the inner 
precincts of a government, whether Australian or any other for more specific work would be in hand as it 
should be. That work should largely remain in the internal domain. The Goldrick Seminar of 2019 looked 
52	  One example is a study by Chinese scholars, Jiaguo Liu (et al), in a special issue of Transportation Research Part A: Policy and practice, 
Volume 175, September 2023,  “Enablers for maritime supply chain resilience during pandemic: An integrated MCDM approach,” https://www.sci-
encedirect.com/science/article/pii/S0965856423001970. Also see Quad Leaders,  Wilmington Declaration Sept 21, 2004, at Note 45 ante.
53	  Times of India, May 14, 2021, “We are facing invisible enemy; fighting it on war-footing mode, says PM Modi,”  https://timesofindia.india-
times.com/india/we-are-facing-invisible-enemy-fighting-it-on-war-footing-mode-says-pm-modi-key-points/articleshow/82627409.cms
54	  Geoff Chambers and Simon Benson, The Australian, March 15, 2020, https://www.theaustralian.com.au/nation/politics/coronavi-
rus-puts-nation-on-war-footing/news-story/fb5bf3ac3ee3b3acd221d3485df5ae28. It mentioned that, ‘A senior government source said “we are now 
effectively on a war footing”.’  
55	  The author would like to thank VADM Peter Jones (Ret) for sharing a large set of multi-national conference proceedings in Australia as 
well as in SE Asia and East Asia over the past three decades.   
56	  International SLOC Group, Conferences, https://www.internationalslocgroup.org/#conferences.
57	  International SLOC Group, Conferences, https://www.internationalslocgroup.org/#conferences.
58	  The Strategic Importance of Seaborne Trade and Shipping: A Common Interest of Asia, Australian Defence Studies Centre and RAN Sea 
Power Centre and Centre for Maritime Policy, Canberra, ACT, April 03-04 2001.
59	  In presentation by VADM Mihir Roy, IN (Ret), “Energy and Sea Lanes of Communication: The Indo-Pacific Perspective,” Society for Indian 
Ocean Studies, at the Canberra Conference. The use of the term Indo-Pacific in the title is interesting because it is one of the early uses of the term 
in this millennium, although Haushofer and Panikkar did use it in the first decades of the 20th CE. Nonetheless, the text uses Asia- Pacific.  
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carefully at “Protecting Australian Maritime Trade’ and it has been cited in earlier Briefs of this research. It 
had a range of speakers presenting their papers, mainly Australians and one each from New Zealand and 
France. The Proceedings of the Conference are a rich source of recommendations across many areas of 
maritime competitiveness looked at in Par II.60 Key Issues no. 45- 52 briefly cover the past work on trade 
protection planning since WWII and some recommendations including studies required for resources 
to protect convoys. The then CN, VADM Mike Noonan pointed out that, “Sea supply is essentially the 
critical materials without which Australian will starve, literally starve, and potentially brings our 
country to its knees.”61 Earlier in 2014, there was an Indian Ocean Naval Symposium Seminar (IONS) 
themed Protecting the Ability to Trade in the Indian Ocean Maritime Economy. One paper by Herbert-
Burns is particularly good.  Among the interesting points he analyses are what he has called “‘Petroleum 
Gateways” related to the needs of the war of supply addressed in later Australian conferences. Three of 
the most important gateways are Singapore (with three refineries), Ras Tanura/ Jubail in Saudi Arabia 
again with three refineries and Jamnagar in Gujarat with the single largest refinery (in 2014). The eight 
key factors for a strategic petroleum gateway are: “exceptional political stability and levels of national 
security; strategic location at an oceanic trading crossroads (Malacca Strait); the scale of its VLCC and 
product tanker discharging and loading terminals;  massive refining throughput; vast oil storage capacity 
(crude, distillates and petrochemicals); natural gas storage and trading capacity; the existence of an 
international financial and petroleum trading market and, a region-wide tanker distribution network 
for distillates and petrochemicals.”62 In a 2013 Sea Power Centre book, issues of energy security were 
examined by Hoffman including the role that Shell’s floating LNG (FLNG) platform was expected to play. 
It was written in more optimistic times when both China’s demand was strong, and Australia and much 
of the world would not quite see China as a security concern.63 Individuals like James Goldrick, Peter 
Layton, David Uren have made important contributions in the public domain by stressing the need to 
think about which supplies, and on what routes and by what ships are vital for Australia.64 Goldrick 
critiqued Hugh White who interpreted that, “if even the great powers cannot protect their seaborne 
trade, Australia should defend its territory but not try to defend its external trade – since, given the 
problems of achieving sea control, White “cannot see how it could be done”.65 David Uren’s ASPI paper, 
also looked at in Part I, “The Trade routes vital to Australia’s economic security is an important recent 
contribution.66  These and other issues will be looked at further in this paper.                                                      

Trade Protection Framework and Thinking in India 
Indian Experience in Trade Interdiction/ Protection in Conflicts. As mentioned earlier, India and the 
Indian Navy was not deeply involved in trade protection in conditions of conflict in the Second World 
War. The 1965 India- Pakistan war did not see much activity at sea and some rerouting of merchant ships 
was adequate. In the India-Pakistan war between 03-17 Dec 1971 that led to the creation of Bangladesh 
after a bitter civil war in East Pakistan (See Part I in the section on Aust- India diplomatic history), the IN 
did intercept and capture some Pakistan/ East Pakistan bound ships at sea and interned them. However, 
the major trade disruption was caused due to special operations using East Pakistani/ Bangladesh 
liberation fighters during the night of 14/15 August 1971. About 100 swimmers trained by the Indian Navy 
swam into five river ports and destroyed over 20 ships by attaching mines in the matter of an hour. It 
was an early example of a “swarm” attack. This destroyed almost 58,000GRT of already scarce shipping 
available to Pakistan.67 There are lessons here of the vulnerability of trade to attacks on ships in ports 
and to port infrastructure that remain relevant. It could also be said that during the mid-1999 Kargil war, 
the IN had mobilised in strength and remained poised to both interdict Pakistani seaborne trade as 
may have become necessary while protecting Indian trade as well in what was called Op VIJAY. Similar 
deployments and readiness was seen over several months during 2002 when war with Pakistan seemed 
probable during Op VIJAY.68      

Trade Protection in Crises. India has had considerable experience in trade protection over the years 
especially since 2008 when the newer “phase” of piracy around the Horn of Africa and Gulf of Aden 
(HOA-GOA) impacted global trade.69 For an Australian audience, certain aspects of such operations are 
of note:
60	  Protecting Australian Maritime Trade, Australian Naval Institute & Naval Studies Group, UNSW, March 2020.
61	  VADM Michael Noonan, Chief of Navy Address to Goldrick Seminar, Australian Naval Review, 2019, Issue2. 
62	   Andrew Forbes (Ed), Sea Power Series 3, Sea Power Centre Australia, 2014,  Paper by Rupert Herbert Burns, “Petroleum Supply and 
Trade Security Challenges in the Indian Ocean Region,” 74.
63	  Justin Jones (Ed), Australian Maritime Strategic Thought 2013-2023, Sea Power Centre- Australia, ACT, 2023; See Martin Hoffman’s chap-
ter, “The Importance of Maritime trade: Perspectives on Australia’s Energy Security, 1230128.
64	  See Peter Layton, “Australia’s wartime seaborne trade: insights from before,” Lowy Interpreter, https://www.lowyinstitute.org/the-inter-
preter/australia-s-wartime-seaborne-trade-insights. 
65	   James Goldrick, Australia’s essential need: not seaborne trade but seaborne supply, Lowy Interpreter, September 03, 2021, https://www.
lowyinstitute.org/the-interpreter/australia-s-essential-need-not-seaborne-trade-seaborne-supply;  
66	  David Uren, “The Trade routes vital to Australia’s economic security,” ASPI, March 26, 2024, https://aspi.org.au/report/trade-routes-vi-
tal-australias-economic-security 
67	  M.N.R. Samant and Sandeep Unnithan, Operation X: The Untold Story of India’s Covert Naval War in East Pakistan, 1971, New Delhi, 
Harper Collins (2019), 128.
68	  Sudarshan Shrikhande, “Influence and Leverage of Indian Seapower: From Kargil to Future Readiness,” Journal of Defence Studies, Vol.13, 
No.3, July-September 2-19, pp115-137.
69	  Sarabjeet Singh Parmar, “India’s Role in Counter Piracy Operations Around Africa,” India and Africa forging a Strategic Partnership, 
Brookings, https://www.brookings.edu/wp-content/uploads/2015/10/indiaafrica_parmar.pdf
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	Not being part of an alliance system, and while continuing a policy of overall strategic 
autonomy India has continued to think of partnerships as important and freedom to trade 
and navigate as cornerstones. An independent foreign policy that included divergence from 
the US has not been alien to Canberra as brought out in Part I. As Lowe and Meadows observe in 
their fine study, Sir Arthur Tange, who was Foreign Secretary for 10 years before becoming High 
Commissioner in India (1965-1970), “heavily emphasised the importance of relations with Asia, 
while giving less salience to the alliances, notably the Australia- New Zealand-- United States 
(known as ANZUS) Treaty and the Southeast Asia Treaty Organization (SEATO), to which Menzies, 
with evident support from the electorate, attached great significance.”70 Maritime security 
cooperation has followed these lines.

	Thus, in counter-piracy operations, IN participation was collaborative and cooperative in convoying 
merchant ships for several years along GOA.71 Since 2009 it has led to several changes in the 
way India looks at the maritime dimension geopolitically, diplomatically, and in security-defence 
cooperation contexts. At the naval levels it has resulted in greater information sharing in terms 
of domain awareness and its subset, the more open and feasible maritime domain awareness 
(MDA) architectures covered earlier. At the multi-national politico-diplomatic level it has resulted 
in greater focus to IOR and Indo-Pacific maritime security issues, not the least of which are the 
Quad, IORA and IONS as well as SAGAR (Security and Growth for All in the Region) as well as 
smaller mini-laterals like the Colombo Security Conclave.72  

	The degree of collaboration and cooperation has grown over the years, quantitatively and 
qualitatively. The IN and the Indian coast guard exercise with other navies and coast guards to 
varying degrees. Despite some gaps in shared data links and networks, the Malabar series of 
exercises with Australia, Japan and the US are quite complex and advanced. Besides, these 
four navies have trilateral and bilateral exercises among themselves and with other countries. 
Thus, their exposure to different practices, forming commonalities and furthering the now 
popular but somewhat odd term, “habits of cooperation’ in many ways. 

	While information exchange has developed well, intelligence exchange modalities as can be 
made out from media are not adequately developed. Both current Indian as well as Australian 
officials, scholars and political leaders may be surprised with this excerpt based on Tange’s work 
and recommendations: “Tange endorsed an Indian proposal to establish an exchange of 
intelligence, but this seems never to have been taken up. It was a regrettable failure, as 
Australia could have provided valuable intelligence about South-East Asia in return for 
Indian insights on China and South Asia. A broader concept of a triangular relationship between 
Australia, India and Japan was occasionally floated, essentially as a means of containing China, 
but the differences in outlook between the three nations were too great to allow it to come into 
effect.”73Just think of it: thoughts we may take as contemporary proposals came from the 1960s! 
Was this a “Quad” of sorts because the US was a factor for at least two of the three. This 
writer would like to draw a reader’s attention to the footnote as well. Tange was remarkable.

	The degree to which the Indian Navy can mobilise resources for trade protection in crisis can 
be considerable as has been seen in the counter-piracy missions and yet retain its nucleus for 
fleet training and other constabulary and diplomatic duties. This was evident, once again, in the 
considerable deployments in the first few months of 2024. The coordinated, determined efforts 
to rescue 17 crew members of the hijacked ship, MV Ruen between 14-17 March 2024 is a good 
illustration of a risky, but successful operation in which 35 pirates were captured.74 Another earlier 
example was the 1999 operation to capture pirates that had seized MV Allondra Rainbow/ MV 
Mega Rama.75 These examples are cited here to explain that the Indian political- diplomatic- 
military establishment can-- and does—bring not only resources, but also clear robustness 
to protection of trade and upholding the rule of law when circumstances so dictate. 

	In an operational sense, therefore, the combined resources of the IN, RAN and other national 
assets belonging to other services could often be adequate in crises. That it cannot be enough 
for bigger and prolonged conflicts is a statement that could be made as a correct one based on 
lessons from past conflicts where trade protection was necessary, but other naval operations, 

70	  David Lowe and Eric Meadows, Rising Power and Changing People: The Australian High Commission in India, ANU Press, 2022, 82.
71	  (Admiral) Arun Prakash, “The Menace of Piracy: India, the International Community and a UN Response,” New Atlanticist, Atlantic 
council, May 21, 2009, https://www.atlanticcouncil.org/blogs/new-atlanticist/the-menace-of-piracy-india-the-international-community-and-a-un-re-
sponse/ 
72	  See Rejaul Karim Laskar (Ed),  Forging New Partnerships, Breaching New Frontiers: India’s Diplomacy during UPA Rule 2004-14, New 
Delhi, Oxford (2023),Chapter 13, “India’s Maritime Diplomacy, 2004-14” by  Rahul Roy-Chaudhury. For the period 2014-2024, i.e. the NDA period, see, 
Satish Soni, “Evolution of India’s Maritime diplomacy Over the Last Ten Years,” Vivekananda International Foundation, May 30, 2024. https://www.
vifindia.org/2024/may/30/Evolution-of-India-s-Maritime-Diplomacy-Over-the-Last-Ten-Years
73	  Lowe & Meadows, 84. (Emphasis added). Tange’s interactions with Indian military officers pointed to him the merits of a tri- service 
academy and his “significant role in helping to create, against considerable opposition, the Australian Defence Force Academy,” 85. The conclusion 
of this chapter is most interesting: “Tange’s final dispatches from Delhi repay reading even today, and not only for diplomats posted to India.  
They recommended a realistic approach to India and its relations with Australia. India should not be romanticised as the democratic alter-
native to communist China, nor condemned for taking a different stance in the Cold War.” (86)
74	  Sharad Sinsunwal, Captain, IN, Commanding Officer, INS Kolkata has written an account in the Indian Naval Despatch, December 2024.  
It is to be published soon. This analyst edits the Journal and hence includes this reference.
75	  Sushil Kumar, Admiral and former CNS, The Print,21 September 2019, “When Indian Navy helped catch Japan’s stolen ship—and what 
Vajpayee (the then Prime Minister) did,”  https://theprint.in/pageturner/excerpt/when-indian-navy-helped-catch-japans-stolen-ship-and-what-va-
jpayee-did/294520/
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including trade interdiction also required forces. 

Some General Considerations for Cooperation & Coordination Between Partners
This is a brief discussion on the ways in which cooperation and coordination could work effectively 
between close partners like Australia and India who are not formally allied through a treaty.  It reflects 
both my personal knowledge of Australia, as I have come to understand this country over two decades, 
as well as certain strands of discourse within the media and geostrategic community. Here are some 
thoughts:

	Australia largely thinks it is part of the “West” for a commonality of thinking; of derived 
heritage; of a way of life; and what are termed “western values”. Some of these are instinctively 
and understandably emotive; but it could be analytically problematic especially when applied 
to “values” in geopolitical and governance frameworks. In and of themselves this may not be 
helpful but may be a problem when seen as inherently superior to the “East” or “Global South” 
or simply the “Rest”. There is a corresponding strand—relatively more recent—about the 
superiority of “eastern” values. One doesn’t know if we all are more wedded to seeing the world 
in flat, Mercatorian map projections where the west and east are at extremities and permanently 
assigned their place? The world, however, is “global”/ spherical and the west and east keep 
going round so beyond a point the usage of cardinal points in geo-political terms is not very 
helpful. Similarly, “values” are more universal rather than aligned to cardinal points like “east or 
west”. Likewise, departures and aberrations from such values do take place within nations or 
groupings of nations in all cardinal points especially when seen in decadal rather than short-
term, event-based considerations.     

	Partnerships of course have their limitations, but so do treaties. “A war on one ally is a war on 
all others” may have operated in some cases, and indeed might in NATO under Article 5 with its 
caveats and of Article 6 as well.76 Likewise, even setting aside Wellington’s sinusoidal views on the 
ANZUS treaty, its Article 4 is different from Article 5 of NATO and offers an even lower assurance 
of the US taking up arms on Australia’s or New Zealand’s behalf.77 Australia did not insist that 
the UK be included to make it a “Quad” due to American reservations on appearing to support 
colonial aspirations of France or Britain. Australia has a close partnership with the UK but is not 
a treaty partner and AUKUS is also an Agreement not yet a treaty although it gets called as such 
at times.78

	The points above are made to suggest that the existing arrangements and agreements 
between India and Australia are sufficient to make planning possible for cooperating and 
coordinating in crises and conflicts.79 Clauses in these could be added/ amended or new 
agreements signed as and when required. Some subsidiary examples from the past or even 
current times could be kept in mind:

o	The Atlantic Charter of August 14, 1941 (a few months before Pearl Harbour) was not a 
treaty but a joint declaration. It agreed on some common “principles” at a time when 
the US was assisting Britain in many ways without being a belligerent (but more a de 
facto ‘friendly neutral’) and some points in the charter were quite awkward for an Imperial 
Britain wanting to retain its empire at the end of the war.80

o	Another example is the degree of Russian-Chinese cooperation in the absence of a treaty. 
In an article written nearly two years before the Russian invasion of Ukraine, Kofman 
makes important points. One, that years of lesser agreements, high level meetings and 
some shared interests enable such cooperation. Two, that “defence transactions are not 
the driver of cooperation.” In fact, he asserts that hardware sales were greater when “mil-
to-mil cooperation was weak.” Third, alliances are not always important; “but behaviour 
(sic) is what matters more than what is written on paper.”81 On exercises, Kofman makes a 
useful observation, even for 2020 when he wrote the article: “Russian exercises with China 
have grown in frequency, geographic reach, and substance. At the same time, these 
exercises do not reflect a desire to develop interoperability, or tactical level cooperation, 
so much as operational or strategic deconfliction, while setting the tone for military-to-
military ties at the highest echelons.” More recent Russo- Sino exercises seem to continue 

76	  NATO Website, Collective Defence and Article 5,” July 04, 2023, Collective defence and Article 5, https://www.nato.int/cps/ie/natohq/top-
ics_110496.htm#:~:text=Article%205%20provides%20that%20if,to%20assist%20the%20Ally%20attacked. Article 5 has been invoked just once in the 
wake of the September 11, 2001 (“9/11”) attacks. In its interpretation, it does not enforce all nations to be compelled to join in the fight; they could 
help in other ways.  
77	  Norman J. Padelford, “Collective Security In The Pacific: Nine Years Of The ANZUS Pact,” USNI Proceedings, September 1960, Vol.86/9/691, 
https://www.usni.org/magazines/proceedings/1960/september/collective-security-pacific-nine-years-anzus-pact#:~:text=In%20Article%204%20
of%20the,accordance%20with%20its%20constitutional%20processes.%E2%80%9D 
78	  John Thompson (LCDR), “Preparing for a new landmark treaty,” Department of Defence, Australia, October 3, 2024,  https://www.de-
fence.gov.au/news-events/news/2024-10-03/preparing-new-landmark-treaty
79	  For a good summary, see James Goldrick’s chapter 8 in David Brewster, et al (Ed), Cross Currents: The new geopolitics of the Indian 
Ocean,  ANU/ NSC, Longueville Media, 2024.  
80	  The Atlantic Conference and charter, 1941, Office of the Historian, US State Department, https://history.state.gov/milestones/1937-1945/
atlantic-conf
81	   Michael Kofman, ‘The Emperors league: Understanding Sino-Russian Defense Cooperation, War on the Rocks, Commentary, August 6, 
2020, https://warontherocks.com/2020/08/the-emperors-league-understanding-sino-russian-defense-cooperation/
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this pattern.
o	The suggestion derived out of the discussion above is that in considering the India 

relationship, Australia (and Japan or the US, for that matter) needs to recognise 
that a lot can be done between nations without iron-clad treaties or agreements; 
that realistically treaties have their limitations both in the guarded wording of 
commitments and the possibility that they may not be honoured; and, as a point 
made earlier, “friends need not be allies, and allies are not necessarily friends.”82   

                    

Scenarios From Low Level Crises to Possible Conflict
At present, threats to smooth, uninterrupted flow of maritime trade in goods by ships in the Indo-Pacific 
are largely in West Asia, the Red Sea (RS), Gulf of Aden and off the Horn of Africa (GOA-HOA). The main 
threat for over a year now has been the attacks by Houthi rebels on ships sailing in the Red Sea and the 
GOA. The other threat has been a degree of piracy after a gap off the Somali coast. The third potential 
threat is the likelihood of skirmishing or conflict across the Persian Gulf in case of conflict breaking out 
between Iran and Israel. 

Houthi Threat

The Houthi rebel group in Yemen first attacked Israel in Oct 2023 to support the Hamas who had struck 
Israel on 07 October 2023 in intense terrorist strikes. Israel retaliated after a few days and as such the 
conflict has continued now for over a year (at the time of writing) In November 2023 the Houthis shifted 
their targeting to shipping over the Red Sea and the GOA. Of interest was the use of shore-launched 
missiles of different types, unmanned aerial vehicles and unmanned craft that carried ordnance in 
“Kamikaze” attacks.83 The report points us to three significant matters to consider:

	First, is the overall impact such disruption has on global traffic and the significance as well 
as alternatives to vital waterways such as the Suez Canal as well as choke points like the 
openings to the Gulf of Aden. The reduction in transits through the Suez Canal is estimated 
to be around 66 percent (i.e. by two-thirds) since the Houthis began their campaign and port 
calls along Red Sea ports have reduced by 85 percent.84 The Houthis have been deliberate and 
selective in ships that they attempt to attack in a way that was aligned to their stated political 
objectives. Thus, Greek owned ships were attacked the most. This was, per the IISS analysis, 
due to the greater degree of defence cooperation between and the high proportion of Greek 
ownership and flagging of ships adding that “Notably, most commercial ships subject to these 
attacks have ownership links to countries participating in one or more of the three international 
missions.”85 The important inference here is the quality of MDA available to the Houthis through 
commercial means, HUMINT and the information that nations and organisations that may be 
supporting them. If a better enabled larger power also thinks of attacking ships in a similar 
manner, their selected targeting would be more accurate with fewer “wrong” ships being 
targeted.  Here the inference for the China-threat is the range of target selectivity the PRC 
and PLA could bring to bear not only within its island-chains but across the Indo-Pacific 
with its rapidly improving global domain awareness capabilities. MDA is but a subset of this. 

	Second, is the use of the “fort” to fight the “fleet.” This writer had suggested that land-based 
instruments like missiles, shore-based aircraft, drones and cyber, and space assets’ control have 
played a much greater role in the Ukraine-Russia war against what is at sea, i.e. the fleet. In a 2023 
USNI Proceedings article a line said,”86 Here the inference is the capabilities the PLA’s “fort” may 
bring to bear in the SCS and ECS against merchant vessels, warships as well as others’ ports in 
that littoral. Houthis have used a range of land-based missiles, the details or the resultant 
damage- effectiveness of which are not as important here as the impact they have had on 
scaring trade away to other routes i.e. the operational and strategic effects. Many missiles 
have missed their targets; on an average the number of attacks per month have been around 
30 of which less than 10 have been successful in any month. Most attacks have been by UAVs, 
followed by land-based missiles and then by USVs and hand-held rockets.

	Third, the impact of trade goes beyond reduction of traffic through the Suez. It obviously 
means that for a given quantum of trade, there are now higher amounts of tariff rates, of 

82	  See a good insight by Ian Hall, “Australia and India in the Modi era: An unequal strategic partnership?’ Springer, International Politics, 
February 02, 2021, 

  https://link.springer.com/article/10.1057/s41311-020-00278-w 
83	  Wolf-Christain Paes (et al), “Navigating Troubled Waters: The Houthis’ Campaign in the Red  Sea and the Gulf of Aden,” IISS, London,  
December 2024,  https://www.iiss.org/research-paper/2024/12/navigating-troubled-waters-the-houthis-campaign-in-the-red-sea-and-the-gulf-of-
aden/
84	 John Basquill, “Red Sea attacks causing steep drop in port calls, canal traffic, data shows,” Global Trade Review, September 17, 2024, 
https://www.gtreview.com/news/mena/red-sea-attacks-causing-steep-drop-in-port-calls-canal-traffic-data-shows/ 
85	  IISS, Navigating Troubled Waters, 11.
86	  “At no other period in history has sea power been more affected by the interconnections between fort and fleet” in Sudarshan 
Shrikhande, “Cooperation and Conflict in the Indo-Pacific,” USNI Proceedings, May 2023, Vol. 149/5/1,443. 
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insurance and impact on loading and unloading schedules. Also, since time spent by ships and 
implicitly the goods at sea for exports as well as imports, increases upstream and downstream  
manufacturing, retailing and inland transportation all are impacted as are crewing tempos for 
longer voyages. The types of smaller ships that might have operated on given routes might not 
be suitable for going around the Cape of Good Hope. Losses of revenue for canal owners like 
Egypt, or for Red Sea ports or companies that are more impacted by the traffic pattern changes 
are all downstream consequences in what is actually ‘trade warfare.”

Piracy

The level of piracy between 2008- 2012 required a multi-national, multi-agency cooperative response. 
Those levels have not been seen in the resurgence from end-2023, the possibility of increased attacks 
continues to exist. The Institute for Security Studies, Pretoria published an analysis in November 2024 
which pointed to the role that India and Turkiye played in countering piracy.87 As mentioned, the IN 
deployed in considerable numbers from December 2023, just after the Houthis started striking ships. 
The illustrative action for freeing hostages and arresting pirates who had hijacked MV Ruen has already 
been mentioned.88 It is difficult to say if this surge in piracy was linked to Houthi objectives,89 but 
the likelihood of future collusion between militias, fishing fleets and state support could be a 
possibility in the SCS littoral and is discussed later.                            

Conflict In/ Across  the Persian Gulf

Given the possibility of conflict arising from geopolitical tensions in the Middle East, the Persian Gulf 
could be another place where maritime trade could be disrupted. This happened during the 1980s 
Iran-Iraq war in what came to be called the “Tanker War.”90 It has had a cascading effect earlier due to 
Suez Canal closures in and after Arab-Israeli wars.  The free and unhindered flow of commerce has also 
been impacted for fairly prolonged periods in the aftermath of Iraq’s invasion of Kuwait in 1991 and the 
subsequent conflict called GW I; and during Operations Enduring Freedom and Iraqi Freedom at various 
periods from 2002 to 2020. Part of it was also due to tensions between Iran and other countries in the 
region or with western countries. While India was not directly involved in commerce protection in ways 
in which some Western countries were, it was indirectly impacted especially during the tanker war. As 
seen in earlier parts of this research, the interconnectedness and globalized nature of shipping and 
trade is unlikely to leave any trading/ ship-owning nation unaffected. Therefore, potential conflicts in 
this or another region like in the Western Pacific/ SCS and ECS is even more likely to impact India as 
well as Australia to degrees different from earlier decades. The primacy to a Free and Open Indo-
Pacific in Quad leaders’ joint statements testify to this concern. 

China Scenarios

So much has been written globally about the concerns that China poses that it need not be 
comprehensively cited here. It is not only India and the US, or Japan and Taiwan who are concerned as 
well as impacted, but several other countries in the Indo-Pacific. These include a few ASEAN members, 
some IORA members and a few countries in the Americas and more than a few in the European Union.91 
China presents global threats because of its policies, arsenal, economic centrality and behaviour.92 
Its maritime strengths are strongest in the Western Pacific but manifest themselves in the IOR too. 
Brewster’s’ recent book covers this in several chapters of a soon to be published book where this writer 
has also contributed a chapter.93  

As explained in the first two briefs, most nations have a close trading relationship with China. This factor 
has had challenges for China as well as trading partners especially in terms of trade imbalance in China’s 
favour for most countries; Beijing’s problems with its own economic challenges; and likely trade wars in 
coming years as tariffs are imposed on China and anticipatory as well as retaliatory steps from Beijing. 
Australia’s relationship with China is complex; it cannot be distilled into a “this or that/ black or white” 
87	  Timothy Walker,” New Somali piracy threats require partnerships and holistic responses,” ISS Africa, November 07, 2024, https://issafrica.
org/iss-today/new-somali-piracy-threats-require-partnerships-and-holistic-responses
88	  Indian Ministry of Defence Press Release, 16 Dec 2024, “Anti-Piracy Operations Against Pirate ship MV Ruen by Indian Navy,”  https://pib.
gov.in/PressReleasePage.aspx?PRID=2015285
89	  Max Lin, “Houthis could partner with Iran, Somali pirates on Indian Ocean attacks,’ S&P Global, March 26, 2024, https://www.spglobal.
com/commodity-insights/en/news-research/latest-news/shipping/032624-houthis-could-partner-with-iran-somali-pirates-on-indian-ocean-attacks
90	  Elleman, Bruce A. and Paine, S.C.M., “Commerce Raiding” (2013). The Newport Papers. 40. 
https://digital-commons.usnwc.edu/newport-papers/42. See Chapter 15, “Guerre de Course in the Charter Era: The Tanker War, 1980–1988” , by 
George K. Walker, 239-252.
91	  Bernardo Mariani, May 7, 2024, “China’s Global Security Blue Prin – Implications for Western Security Agency,”  https://www.9dashline.
com/article/chinas-global-security-blueprint-implications-for-western-security-agency
92	  Rowena Mason, Whitehall editor, The Guardian, May 21, 2023, “China poses biggest threat to global security, says Sunak”   https://www.
theguardian.com/world/2023/may/21/china-poses-biggest-threat-to-global-security-says-sunak
93	  David Brewster, et al (Ed), Cross Currents: The new geopolitics of the Indian Ocean,  ANU/ NSC, Longueville Media, 2024,  See Chapter 2, 
Sudarshan Shrikhande, “Indian naval strategy and China”, 31-50.
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matter. It seeks a “strategic equilibrium” while being concerned and wary of China.94 Similarly, India’s 
relationship is perhaps even more complex, because, as explained in earlier Briefs, trade is not the vital 
component it is for Australia (for exports to China) but border issues will continue to be central to tensions 
despite ongoing negotiations.95  

At this stage, it may be fair to say that China is not disrupting maritime trade in goods. The point, however, 
is to recognise the potential and wherewithal to do so. Some factors are briefly discussed here:

	Long-term focus on dominance. China is building its comprehensive national power components 
for long-term dominance in global affairs and for regional supremacy.96 These bother much of 
the world and certainly bother India.97 The very enunciation of Chinese dreams embodies in itself 
the drivers and urges to be confrontationist.

	More than a Nine-Dash Line. In the last decade-plus, “The South China Sea has become more than 
a battleground for territorial claims; it is a microcosm of the broader strategic rivalries redefining 
the geopolitical order of the 21st century… This is a contest of wills, one that intertwines national 
identity, regional stability, and global influence.”98 The urge to convert a multiplicity of disputes 
with smaller neighbours into an overarching claim for ‘territorialising” great portions of the SCS 
is part of its intent to potentially turn them into internal waters. Once that happens, it sets the 
stage for increased belligerence and strong-arm tactics to influence trade and transits through 
what could be claimed as “internal waters.”

	Waiving the Rules and Ruling the Waves.99 The reason, it seems why the upholding of 
international conventions like UNCLOS is now mentioned in Quad summits is primarily because 
of China’s disregard for UNCLOS even while claiming to uphold it.100 The growth of Chinese 
seapower, its “fort” as well as its fleet potentially give it means to exert force across its entire 
littoral magnitudes greater in intensity, accuracy, range, variety, lethality and prolonged 
sustenance  than what the Houthis have demonstrated. With the way in which PLA’s multi-
dimensional capabilities can be brought to bear with very high intensity within the first island 
chain and to a slightly reduced degree up to the second island chain, opposing US forces by 
themselves or with allies are going to find it difficult to have local superiority to thwart and roll 
back Chinese strength. The Houthi case is a pointer, even if not a template. The US Navy deployed 
in considerable strength in the initial months, and as mentioned earlier, USN, USAF and RAAF 
have also carried out shore strikes on Houthi assets in Yemen with relative impunity, but without 
conclusive success thus far. 

Bilateral disputes, skirmishes and even conflict but global impact? Somewhat akin to the multi-
lateral connections of bilateral maritime goods and digital trade, some possible issues that China may 
become more belligerent about, either in the grey zone or in more overt skirmishing or even a conflict, 
are very likely to have not only a geo-economic but even geo-political impact.101 We can see in some 
cases recounted here-- and through history-- that disruptions to maritime trade tend to consolidate 
some other countries to do something to protect what they can and take some cooperative/coordinated 
actions against the disruptor. Despite the territorial underpinnings of the SCS strategies and tactics 
China pursues, the effect is maritime-economic if trade is affected.  This may be less likely to happen 
in case the skirmishing or fighting is across existing and contiguous borders as between China and 
India or in the past, China and Vietnam or China and Russia. That is why the very term global commons 
for the maritime, cyber and space domains seem to have a logical and contemporary relevance even 
though the term is very old. A former Indian foreign secretary has said, “…from the perspective 
of both geopolitics and geoeconomics, what happens in the Taiwan Strait must become India’s 
business.”102

China’s maritime echelons: options for them and concern for others? 
94	  Jagannath Panda, Richard Ghiasy and Julie Yu-Wen Chen, “Is Australia Hedging Again? Not Really.” The National Interest, December 03, 
2024, https://nationalinterest.org/feature/australia-hedging-again-not-really-213968
95	  Sahib Singh Chadha, “Negotiating the India-China Standoff: 2020-2024,” Carnegie India, December 11, 2024, https://carnegieendowment.
org/research/2024/12/negotiating-the-india-china-standoff-2020-2024?lang=en&center=india
96	  From Brookings, Excerpt by author, Rush Desai, The Long Game: China’s Grand Strategy to Displace American Order, OUP, 2021, https://
www.brookings.edu/articles/the-long-game-chinas-grand-strategy-to-displace-american-order/
97	  Rajeswari Pillai Rajagopalan, India has a China problem, not just a border problem, ASPI,  The Strategist, October 15, 2024,  https://www.
aspistrategist.org.au/india-has-a-china-problem-not-just-a-border-problem/
98	  Lowell Bautista, Rising Tensions in the South China Sea: The Strategic Calculations at Play, Australian Institute of International Affairs, 
November 06, 2024, https://www.internationalaffairs.org.au/australianoutlook/rising-tensions-in-the-south-china-sea-the-strategic-calculations-at-
play/
99	  The title is from  an article, “China Coast Guard rules the waves and waives the rules,” The Economic Times, June, 11, 2024, https://eco-
nomictimes.indiatimes.com/news/defence/china-coast-guard-rules-the-waves-and-waives-the-rules/articleshow/110892414.cms?from=mdr  
100	  Priscilla A. Tacujan, “Revisiting China’s Rationale for Its South China Sea Claims,” USNI Proceedings, August 2024, Vol. 150/8/1,458, https://
www.usni.org/magazines/proceedings/2024/august/revisiting-chinas-rationale-its-south-china-sea-claims
101	  Charlie Vest, Agatha Kratz and Reva Goujon, The Global Economic Disruptions from a Taiwan Conflict, Rhodium Group, December 12, 
2022, https://rhg.com/research/taiwan-economic-disruptions/
102	  Vijay Gokhale, What Should India Do Before the Next Taiwan Strait Crisis?, Carnegie India Paper, April 17, 2023, https://carnegieendow-
ment.org/research/2023/04/what-should-india-do-before-the-next-taiwan-strait-crisis?lang=en         
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Merchant Fleet. In an earlier Brief, China’s considerable strength in nationally flagged merchant holding 
for PRC as well as Hong Kong, fleet ownership registered elsewhere was analysed in terms of maritime 
competitiveness. What may be mentioned now are a few possibilities of such a fleet providing 
leverage in accordance with Beijing’s interests. Ships could of course, carry contraband in peace or 
what is called contraband of war or proscribed goods to and from China. They could be used to carry 
portable weapon launchers and behave somewhat akin to the way Germany deployed armed merchant 
cruisers in both World Wars.103 They were called “defensively armed merchant ships” (DAMS).  Such 
ships could be deliberately used to cut anchor cables or for sabotage operations or as block ships in 
harbour mouths, straits or canals. The advantage China has is of state control and even some type of 
“commissar” system like the Soviet era merchant fleet used to have. Totalitarian regimes can more 
easily mobilise a range of assets for themselves. Again, plausible deniability could be a factor in the 
range of grey zone operations that could only be limited by imagination.    

Fishing Fleet. Briefly, the Chinese have created echelons for themselves that could increase their own 
options, strategically and tactically. We need not go into any details here but a few short points could be 
considered:

	They have an extremely large fishing fleet. Some of their vessels are for inshore; some for further 
offshore and some ocean going that fish in distant oceans (DWF or distant waters fleet).

	Fishing is a legitimate activity, and part of human food security; but the very term implies that 
there are now more laws that seek to regulate it for sustainability. The principle of sustainability 
is not new in any way. ANCORS/ UOW, which supports this researcher, has worked for decades on 
issues related to fisheries. An example is a 2013 report to the Australian Department of Agriculture 
Fisheries and Forestry (DAFF).104

	In more recent years, Chinese fishing fleets have simply been over-fishing in violation of norms 
far into South American and Indian Ocean Waters.105 These authors have also examined security 
concerns as a result of such fishing. For our purposes here, security concerns dominate and result 
in incidents that could be leveraged by China into skirmishing or dissuading others’ legitimate 
activity in the waters they chose to fish in. This may be especially so in the SCS and ECS. 

	Even while engaged in their primary job of fishing, in the PRC’s very state-controlled systems, 
these ships could collect intelligence; conduct covert activities; transport contraband; crowd a 
shipping lane; block or hinder other ships on constabulary duties or simply be transiting through 
and complicate the tactical picture in a given area.106 Political and military leaders should keep 
in mind that fishing disputes, or aggressive behaviour of fishermen do sometimes have political 
backing from one or both sides. The Indian- Sri Lankan examples in the fishing grounds between 
the two nations in the Rameswaram areas are an example. The 1960s “Cod wars” between Iceland 
and Britian are, in fact a good example of “three warfares” which is incorrectly thought of as a 
Chinese innovation in warfare.107

	Incidents at sea could have a spiralling effect if they are permitted to escalate by one or 
both sides and in the case of the aggressive and purposeful behaviour of Chinese fishing vessels, 
caution, preparation and cooperation could be well-advised.108 

Chinese Maritime Militia. The next echelon available to Chinese leadership is the Chinese Maritime 

103	  For example see, “German Surface Raiders, “Naval History and Heritage Command,”  https://www.history.navy.mil/research/library/on-
line-reading-room/title-list-alphabetically/n/naval-armed-guard-service-in-world-war-ii/german-surface-raiders.html.  Also see, for British merchant 
crusiers, an article by ‘Paravane’ (pseudonym), “Armed Merchant Cruiser, 1939- 1941,” The Naval Review, Volume 72, No2, April 1984,124-125. 
104	  ANCORS, University of Wollongong, Final Report to DAFF, March 26, 2013, “International best practice in harvest strategy policies”, 
https://www.agriculture.gov.au/sites/default/files/sitecollectiondocuments/fisheries/domestic/harvest-strategy-policy/ancors.pdf
105	  For e.g., see Anurag Bisen, “China and IUU Fishing in IOR: Need for India to take the Lead in Mitigation Efforts”,  Vivekananda Interna-
tional Foundation, April 11, 2024, https://www.vifindia.org/article/2024/april/11/China-and-IUU-Fishing-in-IOR-Need-for-India-to-Lead-Mitigation-
Efforts, and  Raul Pedrozo,  China’s IUU Fishing Fleet: Pariah of the World’s Oceans, International Law Studies, Vol.99 (319), 2022, Stockton Center, 
USNWC,   https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=3005&context=ils
106	  James M. Landreth, The Strategic Significance of the Chinese Fishing Fleet. Military Review, May-June 2021, https://www.armyupress.
army.mil/Journals/Military-Review/English-Edition-Archives/May-June-2021/Landreth-Chinese-Fishing-Fleet/#:~:text=Landreth%2C%20U.S.%20Na-
vy&text=The%20sheer%20tonnage%20of%20China’s,military%2C%20and%20economic%20analysts%20globally.
107	  For example, hear podcast by Benjamin Jebb and Lisa Munde, Modern War Institute, March 11, 2023, https://mwi.westpoint.edu/irregular-
warfare-podcast-the-cod-wars-sea-shepherd-and-irregular-warfare-at-sea/; Also, K A Shaji, “Conflict over fishing is a major point of dispute between 
India and Sri Lanka”,

 Hindustan Times, August 22, 2024, https://www.hindustantimes.com/analysis/conflict-over-fishing-is-a-major-point-of-dispute-between-india-and-
sri-lanka-101724338910129.html;  On Three Warfares, see Synergy, August 2020 Volume entitled Mitigation of Non-Traditional Security Threats in 
Chapter 16, “Recognising and Leveraging the Traditionality of Non Traditional Security Threats,” by Sudarshan Shrikhande, in Synergy, August 2020, 
188, https://cenjows.in/wp-content/uploads/2022/04/Synergy-Aug-issue-2020_11-9-2020-Final-1.pdf  
108	  Shuxian Luo and  Jonathan G. Panter, China’s Maritime Militia and Fishing Fleets A Primer for Operational Staffs and Tactical Leaders”, 
Military Review, Jan- Feb 2021, https://www.armyupress.army.mil/Portals/7/military-review/Archives/English/JF-21/Panter-Maritime-Militia-1.pdf
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Militia (CMM). According to Andrew Erickson, the Chinese define CMM as “The Maritime Militia is an 
irreplaceable mass armed organization not released from production and a component of China’s ocean 
defense (sic) armed forces [that enjoys] low sensitivity and great leeway in maritime rights protection 
actions.”109 The likelihood of a trained, indoctrinated, equipped and motivated and very large pool 
of people to man specialised ships, fishing vessels, sundry craft etc., cannot but be a concern as 
discussed by Shujian and Panter in their analysis. The number of militia members is estimated to 
be a staggering 8 million. Even if much off the mark, it still is a large number with vessels that could be 
commandeered for littoral tasking well into six figures.110 While the fishing fleet and existing fishermen 
form the essential core of the CMM, this decades old set-up is very much a quasi-military/maritime set 
up with recognised and encouraged roles in military tasks. While there really are no equivalents in any 
other country, it could be said that there are partial analogies with rebel groups like the Houthis but 
with much greater state-support and patronage. The fungibility of crews and of vessels also obtains 
for the PRC-PLA a high degree of deniability as is often the case in what are now called grey-zone 
operations or even grey-zone warfare. 

China Coast Guard. The CCG is a very large service in terms of personnel and vessels as well as aircraft.111 
It has been bolstered of late with even more powers and laws which, while contravening international 
conventions could be—and are—enforced by the PRC in the SCS.112 As an echelon short of using the 
other “Track 1” force of the PLA Navy and other shore-based instruments that can exert influence and 
effects, it has been actively deployed to further its excessive and unlawful claims in the SCS. Countries 
like the Philippines, Vietnam and Malaysia know this well; Indonesia has had to counter Chinese activities 
in the Natuna Sea. More aggressive encounters where fishing vessels, CMM vessels and the CCG 
could all be involved have portents for spiralling out of control should Beijing or local commanders 
overreact or throw caution to the winds. This could also happen in case an adversarial navy or coast 
guard ship (from China’s point of view) take appropriate self-defence measures or even over-react as can 
also happen. Such triggers are to be watched for. 

Finally, the PLAN and PLA’s multi-dimensional sea power. Many strands of the way in which the 
PRC-CPC-PLA combine might use different instruments of military power are contained in their own 
publication (revised in 2020) Science of Military Strategy.113The power of the Chinese “fleet” and “fort” 
enables it to have a strong hand within the first and up to the second island chains. The Chinese have 
used the long-standing Maoist term of an “active-defence” strategy which the West terms “A2AD” (anti-
access/ area-denial).114 Their overall capabilities, in terms of forces, future development, etc need not be 
discussed here and have been the subject of many studies in several countries that are concerned about 
China. 

Lawfare to Warfare. What may be reasonably inferred is that the PLA’s overall architecture bends 
to political winds and determination for action coming out of Beijing makes it apparent that China 
is competently poised across the spectrum of warfare. At one end is low-level coercive behaviour 
with regular and robust presence in the SCS; it has been ramped up to overt and aggressive behaviour 
especially with Vietnamese and Filipino fishing and coast guard vessels. Given the issues with lawfare 
and its expansionist stance and infrastructure build-up in legitimate and contested islands and reefs, 
the motive to “defend” with greater participation from the CMM and CCG as well as troops and aviation 
is higher. This could translate into specific actions against other nations’ naval units and aircraft but 
also merchant ships transiting. Among others, such incidents have happened in the recent past in the 
SCS, ECS and Taiwan Strait, including for Australian units.115 More recently, a PLA aircraft deployed flares 
very close to a RAN helicopter in the SCS. Parker has aptly commented that “(t)his is not simply a canary 
in the coalmine; it means a breakdown of global norms.116 James Goldrick expressed very balanced 
and pertinent views about what Chinese behaviour implies and the things Australia may need to do.117 
109	  Zeng Pengxiang, Chuan Zhigang, Lian Ronghua, “Scientifically Build a Maritime Militia Management System”, National Defense, No. 12 
(2014), pp. 68-70.
110	  Andrew S. Erickson and Conor M. Kennedy, “China’s Maritime Militia”,  https://www.andrewerickson.com/wp-content/uploads/2016/06/
Maritime-Militia_Chinas_Erickson-Kennedy_CNA_20160307.pdf
111	  Andrew S. Erickson, “China’s Coast Guard: Organization, Forces, and Yellow Sea Applications,” in  Maritime Gray Zone Operations: 
Challenges and Countermeasures in the Indo-Pacific (New York, NY: Routledge Cass Series: Naval Policy & History, 2022), 54–76,   
112	  Peter Leavy, “Overcoming the deliberate legal ambiguity adopted by China’s coast guard”, Lowy, The Interpreter, 20 June, 2024, https://
www.lowyinstitute.org/the-interpreter/overcoming-deliberate-legal-ambiguity-adopted-china-s-coast-guard
113	  In their own words series, The Science of Military Strategy, (trans), CASI, National Defense University Press, Washington DC, 2022, https://
www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2022-01-26%202020%20Science%20of%20Military%20Strategy.pdf
114	  “Since the founding of New China, it has always adhered to the military strategy of active defense, which fully reflects the essential 
characteristics of China’s strategic cultural traditions.” This line from the Science of Military Strategy,  Ibid, 28 is important to keep in mind rather 
than the term A2/AD to understand what the Chinese think.
115	  Mike Yeo, , “Details surface on China’s ‘dangerous’ interception of RAAF P-8A,” Australian Defence Magazine ADM, June 6, 2022, https://
www.australiandefence.com.au/defence/general/details-surface-on-china-s-dangerous-interception-of-raaf-p-8a
116	  Jennifer Parker, Security relies on a bolder course in maritime defences, The Australian, January 9, 2025, https://www.theaustralian.com.
au/commentary/the-next-government-needs-a-bolder-plan-for-maritime-defence/news-story/84f516c7e9aacb8f3d480bc2ce1be1f1 
117	   James Goldrick, “Australia must speak carefully and carry a big enough stick in the South China Sea,” ASPI, The Strategist, August 3, 
2022, https://www.aspistrategist.org.au/australia-must-speak-carefully-and-carry-a-big-enough-stick-in-the-south-china-sea/
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As mentioned earlier, we have seen a good degree of target selection possible even for a group like 
the Houthis with possible help from external supporters. Therefore, the degree of general domain 
awareness that is available to China being much greater, the PLA has more options. These include:

	Orchestrating actions to coerce and intimidate through provocative manoeuvres;
	Blocking passages or colliding.
	Usage of ordnance from firing shots across the bows to causing damage including using far 

more sophisticated unmanned vehicles (air/ surface/ subsurface) and mines.
	Inadvertent or even deliberate targeting of selected “neutral” shipping to roil the waters, influence 

and alert international shipping and create disruption in maritime trade. This is not unusual at all 
and has been the intended and unintended consequence of cases discussed earlier. 

Taiwan and Japan. Intimidation by these echelons has also been seen in the case of Taiwan and Japan 
for the past few years. They have seen sustained actions by Chinese instruments at various periods and 
at different intensity that have violated their waters and national airspace. In Taiwan’s case—given the 
centrality Beijing places on ‘reunification”—these have been particularly severe.118 According to Damien 
Symon, a China observer, 5111 Chinese aircraft were detected around Taiwan; 3075aircraft crossed the 
median line; and 114 balloons were   detected over it.119 Japan’s experience with air intrusions has been for 
longer, and similar even if less intense than for Taiwan in 2023-24, according to a Federation of American 
Scientists report of 2020 (for data from 2010- 2019), there were 306 in 2013; 571 in 2015; 851 in 2016; 675 
in 2019.120 This has often resulted in reactively scrambling aircraft and sailing ships to an extent that 
Japanese and Taiwanese resources, much lesser than the PLA’s are both stretched and stressed. As 
brought out in a RAND study, the tempo of scrambling of Japanese fighter aircraft places immense 
demands on the Japanese Air Self-Defense Force (JASDF) and impacts  maintenance, pilot training 
and fatigue from a higher state of readiness for several weeks of the year.121 For Taiwan, the stress is 
more impactful and palpable.122 A report by the Foreign Policy Research Institute (FPRI) breaks up PLA 
intrusions and pressure on Taiwan since 2020 into five phases from September 2020 to the current Lai 
Ching-te regime. It has not been possible for either Japan or Taiwan to reduce Chinese incursions which 
are clearly dependent on the ways in which Beijing wishes to exert pressure.  At best, neighbours and 
others have been reactive. The report concludes that, “It is unrealistic to argue that Taiwan or the United 
States will be able to stop the PRC aerial and maritime incursions around Taiwan. They have become 
normalized and are a part of the ever-deteriorating status quo in the Taiwan Strait.”123  

Digital Trade and Other Digital Disruption. Given the concerns of potential disruptions to maritime 
goods trade, those in the digital maritime domain are not vastly different. The impact of cable cutting has 
been discussed earlier. Given the traffic density and the numerous fishing vessels in the Chinese littoral, 
the possibility of inadvertent or deliberate physical damage to cables exists. Taiwan has experienced 
this and very recently its media reported that a Hong Kong owned, probably Cameroon registered 
merchant ship, Shunxing 39 deliberately cut an undersea cable.124 Due to a degree of resilience, traffic 
could be routed through other cables, according to Chungwa Telecom.125 However, this is not always 
feasible especially if there are multiple cuts and repair facilities are stretched. There is also the potential 
China has for cyber warfare itself with varying degrees of deniability. This can be done to disrupt ships in 
narrow waters or in open seas. It could be deployed in impacting port operations, a concern discussed 
earlier but also other vital infrastructure and power grids.126 In the entire spectrum of problems that 
China could create, from a peacetime environment right up to a large conflict, China’s cyber and space 
capabilities are always available to it backed by veritable armies of “cyber-warriors” in a way perhaps just 
not feasible for any other country.  

Overall Implications. Therefore, we need to consider the combinations of capability, intent and goals 
that Beijing demonstrates when echelons are available.  The above discussion serves to remind all 
118	  See article by Amrita Dash, “China’s Military Exercises Around Taiwan: Trends and Patterns,”Global Taiwan Brief Vol.9, Issue 19, 6-9, https://
globaltaiwan.org/wp-content/uploads/2024/10/GTB-9.19-PDF.pdf  
119	  Damien Symon on X, January 4,  2025, https://x.com/detresfa_/status/1875447248173330907, 
120	  Mercedes Trent, “Number of Chinese Unauthorized ADIZ Intrusions by Year & country, Federation of American Scientists, JSTOR, January 
1, 2020,  https://www.jstor.org/stable/pdf/resrep26130.8.pdf?refreqid=fastly-default%3A3bd3b936eeb93e371e47d23d326f5342&ab_segments=&initia-
tor=&acceptTC=1  
121	  Edmund J. Burke (et al), China’s Military Activities in the East China Sea; Implications for Japan’s Air Self-Defense Force, Dec 3, 2018, 
RAND, https://www.rand.org/pubs/research_reports/RR2574.html
122	  Hayley Wong, “More aircraft, more ships, more often: how the PLA is pressuring Taiwan’s defences,”

 South China Morning Post, SCMP,  December 14, 2024, https://www.scmp.com/news/china/military/article/3290310/more-aircraft-more-ships-more-
often-how-pla-pressuring-taiwans-defences  
123	  Thomas J. Shattuck & Benjamin Lewis, “Breaking the Barrier: Four Years of PRC Military Activity  Around Taiwan,” FPRI analysis, October 
9, 2024, https://www.fpri.org/article/2024/10/breaking-the-barrier-four-years-of-prc-military-activity-around-taiwan/   
124	  Hans Horan, Beijing’s Targeting of Taiwan’s Undersea Cables Previews Cross-Strait Tensions Under a Trump Presidency, The Diplomat, 
January 17, 2025, https://thediplomat.com/2025/01/%E2%80%8B%E2%80%8Bbeijings-targeting-of-taiwans-undersea-cables-previews-cross-strait-
tensions-under-a-trump-presidency/
125	  Taipei Times, January 07, 2025, https://www.taipeitimes.com/News/taiwan/archives/2025/01/07/2003829790
126	  Dustin Volz, Aruna Visawanatha (et al), “How Chinese Hackers Graduated From Clumsy Corporate Thieves to Military Weapons,” The Wall 
Street Journal, January 04, 2025, https://www.wsj.com/tech/cybersecurity/typhoon-china-hackers-military-weapons-97d4ef95
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nations concerned about China’s actions that it is quite likely to ramp up trouble and not tamp 
it down; that it is coming up with greater pressure tactics, is more persistent and insistent. This 
is combined with diplomatic aggressiveness; wilful disregard of UNCLOS and other norms; economic 
leverage; permanent membership of the Security Council and growing technological prowess. Besides, 
the Chinese BRI could also become a factor for flash points as the need to securitise and protect Chinese 
personnel and investments in its global initiative is perceived as important in Beijing.127 In short, these 
combinations and the echelons of instruments and China’s ambitions as well as insecurities could 
combine to create even more serious situation than seen so far. It may also be reasonable to say that 
such combinations have not had parallels in the post WW II decades. 

Planning is Preparation; Preparation is Not Provocation, but Helps Prevention; & 
Prevention is Protection 
The ways in which India and Australia have looked at security cooperation in the past two decades 
have brought matters to a stage where the partnership is deep and sufficiently wide and there 
exists a strong foundation of a bilateral partnership with complementary multi-lateral relationships 
which, importantly includes the Quad.128 With issues of the advisability and necessity of working 
on cooperative frameworks of trade protection and of the threats posed by China or other groups to 
maritime trade, as well as understanding “habits of cooperation” in ways different from what may be in 
alliances, we could now come to the broad issues of how it may be done. Before analysing ways of doing 
this, a few of caveats may be in order:

	First, what has been suggested here are principles for cooperation, strategic and operational 
coherence for India and Australia to develop more specific planning directions and processes to 
think about ramping up maritime security cooperation in an environment of growing bilateral 
trade that could have increased requirements for protection

	Second, what has been analysed in this and previous briefs is fundamentally derived from 
information available in the open domain and analysed with more specific purposes of our 
countries getting together at the “planning table” more intensely. It is a Track 2, single-individual’s 
analysis and policy proposals that come out of it. 

	Third, it is researched with a hope that the “Executives” i.e. Track 1 individuals, ministries/ 
departments and organisations in both countries consider this and other works available to them 
in the open as well as classified domains and apply them to mid and short-term assessments 
required for the issue/ crisis or even conflict they might need to address. Further, these views are 
that of the author in his personal capacity and shortfalls are his alone.

	Fourth, the inferences and recommendations are—if one could term it so —preparative rather 
than prescriptive. Therefore, what the Indian or Australian ministries and armed forces need to 
consider and plan has been discussed in broader terms, mainly strategic but also at operational 
levels. This is briefly explained below. 

Getting the Strategic Framework Reasonably Right: Pointers from the Past. Given the alliance system 
Australia has been part of as a dominion of the UK and since 1942 (de facto) with the US from WWII, it is 
understandable that tactical compatibility in terms of hardware and tactical instructions dominated the 
thinking and attitudes of most officers in NATO, ANZUS and other groupings as they rise to what needs 
to be done even at operational and strategic levels of planning and execution. However, it is strategic 
necessity that has resulted in close partnerships even when operational planning frameworks were not 
quite existent and tactical compatibility evolved out of strategic necessity and not the other way around. 
A few examples illustrate this, because they provide a level of assurance that even if India and 
Australia are differently equipped and have perhaps evolved some different operating procedures.

Consider the UK and US between 1939- December 07, 1941(with Germany having soon followed Japan 
into declaring war on the US). Despite having been allies in WW I, the USN and RN did not quite keep 
up a close relationship in the interwar years and they had serious political-strategic differences. Post 
September 1939, things changed due to shared strategic concerns. From mid-1941, (i.e. before Pearl 
Harbour) the Atlantic Charter sowed the seeds of what became the United Nations. The Americans and 
British had no equipment compatibility, were self-reliant for all their hardware and followed different 
tactical procedures. Apprehensions about Nazi-Germany had increased in America even before the 
invasion of Poland and resulted in material help and the equivalent of what we could call today ISR and 
MDA assistance by Americans to the British in limited ways from 1940. Tactical commonalities evolved 
during the war, but the allies worked satisfactorily overall. Gradually, joint planning staffs at different 
levels dealt with Strat and Op planning and the increasing pressures of war resulted in hardware 

127	  David Brewster, et al (Ed), Cross Currents… ANU/ NSC, See “Introduction,” 5-9;  Chapter 3 by Joshua White,”China’s future military pres-
ence in the Indian Ocean: interests and imperatives” 51-56.
128	  Ibid. See Chapter 4, “Australian maritime strategy in the Indian Ocean,”

 by the late James Goldrick for a good understanding of the bilateral relationship, India’s key imprtance for Australia (and the other way around as 
well) ,72-83. 
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manufacturing on a collaborative basis.129

Americans and Soviets as Unlikely Allies. Let us also remember that the US-Soviet relationship was non-
existent as such until the former became a belligerent. The political, economic, social systems were polar 
opposites; the Americans and the British had fought on the other side of the Reds during the Russian 
Civil War of 1919-1922. Yet, the geo-strategic necessity found them on the same side no matter how great 
the unease and mutual suspicion of long-term divergence of interests.130 Strategic cooperation was, in 
most senses, not joint, but parallel. It is fair to say, as was recognised in more recent times, that victory in 
Europe (VE) could not have happened at all, or at least much after May 7, 1945 (VE-Day) had the Soviets 
not been those who did most of the killing and dying in two unrelated fronts of that war in Europe.131 
This example is mentioned here to reiterate that strategic objectives and overall coherence is far 
more important than tactical commonality, and/or  years of operating together at tactical levels. 
Sometimes partners from a different system, a different culture and ethnic variation can become 
critically useful in achieving the strategic objectives of a conflict. 

Other Instances of Alliances and Partnerships of Necessity. In the so-called GW I, (Operations Desert 
Shield & Storm) quite a few Middle Eastern nations made significant departures from earlier inhibitions 
against hosting foreign militaries in their territories. They did this because they determined, at that point 
in time, that their national strategic aims required them to change their thinking.132 Something similar, 
but with different partners, happened in Operation Enduring Freedom from the end of 2001 and with 
respect to Operation Iraqi Freedom (GW II) in 2003. Robert O’Neill puts it well: “The history of alliances 
is, doubtless, as long as human society itself. It would not have taken much wit for men…that their best 
hope of avoiding conquest and subjugation was to join with others who were similarly threatened and 
from whom, because of that same external threat or not, they had less cause of fear…”133 In the OIF, 
some countries that had supported the US in the 1991 GW I did not do so despite being NATO members. 
Similarly, some Arab countries refused to offer support in ways that they had done earlier. In India’s own 
case, two examples come to mind. At the end of 1962, having suffered reverses in the Sino-Indian conflict, 
a few Indian leaders wanted to enter into some kind of an immediate partnership with the US.134 The 
Indo-Soviet Treaty of August 1971 has been mentioned earlier in this report and was veritably an alliance 
unlike the kind of partnerships that India now seeks to deepen. A point made earlier could be reiterated. 
In NATO’s case, there has been much American pressure and insistence on a high degree of hardware 
and network commonalities. It is not, however, necessary that strategic congruence can emerge out of 
tactical commonalities as events and crises have shown.      

Here Comes the Quad. This project has very closely looked at the Quad in each of the three Briefs. In 
fact, the First Brief begins with the sentence, “At the recent Quad (Quadrilateral Security Dialogue) 
meeting in Tokyo, the four foreign ministers very strongly emphasised the need for a free and 
open maritime order and implied it as a nearly universal public good that went beyond the 
purposes of the four member-states onto a larger canvas.” (Especially see pages 11-16 of the First 
Brief). As discussed in the Second Brief, the Quad brings substantial value to the table across quite a 
few areas of maritime security and improves maritime resilience as well as mutually beneficial maritime 
competitiveness. These are also looked at in a section called “Understanding the Other.” That the four 
members enable, profit from and enhance the six bilateral relationships within has also been explained. 
Here it suffices to say that:

	The Quad is a binding factor for maritime security cooperation that spans the arc of a Free and 
Open Indo-Pacific; urges respect for a rules- based order; and has created groups for infrastructure 
resilience of ports. It also encourages a relationship with other groupings like ASEAN, IORA and 
the PIF, thus enabling better coordination and cooperation. 

	It carefully looks at several aspects of submarine cable security and criticality and creating 
resilience for all. Thus, both physical and digital trade protection are central to its agenda.

	It interlinks, as explained in the First Brief, the three commons: sea, space and cyber.
129	  “Lend-Lease and Military Aid to the Allies in the Early Years of World War II,” Office of the Historian, Milestones, 1937- 1945, https://history.
state.gov/milestones/1937-1945/lend-lease. For a good history of the evolution of the Joint chiefs Staff within the US and with Allies, see, Steven L. 
Rearden, Council of War: A History of the Joint chiefs of Staff, 1942-1991, Joint history Office, NDU Press (2012), Washington DC, https://www.jcs.mil/
Portals/36/Documents/History/Institutional/Council_of_War.pdf
130	  “U.S.- Soviet Alliance, 1941-1945,”  Office of the Historian, Milestones, 1937- 1945, https://history.state.gov/milestones/1937-1945/us-soviet
131	  For a comprehensive account see, Alexander Hill, The Red Army and the Second World War , Cambridge University Press, 2017. Also may 
see The Concluding section, “Contribution and Costs” in David Glantz and Jonathan House’s, When Titans clashed: How the Red Army Stopped 
Hitler, University Press of Kansas, 2015.
132	  Donald M. Snow and Dennis M. Drew, From Lexington to Desert Strom and Beyond: War and Politics in the American Experience, 2nd ed, 

New York, M.E. Sharpe, (2000),  245-258.

133	   John Hattendorf & Malcom H. Murffet, The Limitations of Military Power, Chapter 2 by Robert O’Neill, Alliances and international Or-
der,New York, Palgrave- McMillan (1990), 68. 
134	   The Hindu, November 17, 2021, “Nehru sought U.S. help during 1962 Indo-china war:book,” https://www.thehindu.com/news/Nehru-
sought-U.S.-help-during-1962-Indo-China-war-book/article60363018.ece. Also see,   Neville Maxwell, India’s China War, Bombay, Jaico, 1970; 349, 362, 
364.
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https://history.state.gov/milestones/1937-1945/us-soviet
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	As a last, but absolutely the key point, unless the Quad more effectively strategizes, and 
creates operational planning mechanisms, its capstone aim of freedom of the Indo-Pacific, 
freedom to trade peacefully and play its agreed role in cooperatively protecting maritime 
and digital trade and in the space and cyber commons, it may lose credibility. This is a big 
responsibility on the Quad.

The Quad Isn’t an Asian NATO and Australia and India Need not be Allied. The bogeyman of the Quad 
being an Asian Nato is sometimes raised by the Quad’s critics, especially China, and the illogical nature 
of this claim has been examined in the First brief. Likewise, there is so much Australia and India have 
achieved without being treaty partners and much more that needs to be done. As already mentioned, 
we are geographically more proximate to each other than either of us is with Japan or the US. 
Here is what works for the bilateral: shared geography within the Indian Ocean; a generally even 
diplomatic history; the prospect of growing economic inter-relationships; shared security concerns 
around several issues and, most importantly, China; enhanced people to people relationship; shared 
objectives even in the Pacific although India is non- resident. So, a strong security partnership is very 
feasible without needing a capstone treaty as an enabler.     

Defence and Security Relationship. In the past two decades the bilateral defence security relationship 
has both widened and deepened as examined earlier. This has included quite a few editions of the 
Malabar exercises, which for a long time, was an India-US bilateral feature. That it now has Japan and 
Australia make it conformal to the Quad, but the labelling as such isn’t necessary. Even if used by 
China, these are not Quad military exercises. Of course, the Quad has an agenda of overall regional 
security and that is an area that will grow. This growth is being accompanied by bilaterals within the 
Quad strengthening; each member country has a network of exercise and security partners across the 
Indo-Pacific and many share concerns about China, albeit to differing degrees of expression, even while 
continuing their economic relationship with Beijing. That makes the need for strengthened maritime 
security relationships that much more critical. Australia and India have their task cut out.        

So, What Needs to be Done?
Here are important features to keep in mind:

	First, what follows in the next few pages is more descriptive than prescriptive because 
prescriptive measures, as mentioned earlier, would be for Track 1 authorities in both countries to 
determine.

	Second, in seeking to set up mechanisms, we should keep in mind the dictum that perfect is the 
enemy of good enough for most matters.

	Third, much of the work in various facets of protection of physical and digital maritime trade 
will be useful at the level of the Quad’s various groups dealing with the general themes of 
FOIP, cyber security, space security, MDA, cable resilience, port security and port and other 
infrastructure resilience. This should provide an assurance, to both Canberra and New Delhi, 
that what is being proposed here is but a subset of the larger tasks of the Quad already 
approved at summit levels.

	Fourth, there are several foundational bilateral agreements between all four Quad members that 
cover many aspects of maritime operations, logistics, information exchange and security. Most of 
these are coherent with Quad objectives under the rubric of FOIP. Recall one of the discussions 
titled “The Four Quad Members and the Three Commons” in the First Brief.       

	Fifth, the above notwithstanding, there might still be some chafing at the bit in both capitals for 
what may be two reasons: one is sensitivity about being seen as anti-China in both capitals.  
Two, the hesitation that since the Quad is not to be misconstrued as a military grouping. To 
this there are two responses that could be offered:
•	 The first counter-point is that no matter what, China says what it wants about anything it 

feels inclined to negatively comment upon. No number of high-level statements and por-
traying concerns in SCS, or Chinese disregard for UNCLOS in particular cases, for example by 
including them without naming China, cuts ice with them. They are astute enough to see 
what is happening.

•	 Second, there are limits to mentioning that the strong bilateral exercises and defence rela-
tionships, conferences, staff talks, even 2+2 ministerial dialogues, etc., do not have a China 
angle. Further, we need to more candidly analyse within official organisations what are the 
actual diplomatic gains in portraying that Malabar is not the same as Quad—and it isn’t—
but that the same membership should be seen entirely as coincidental! 

	Sixth, and also important, there may be some specific areas in cooperation efforts where it may 
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be difficult for Australia and India to share information to the extent that may be necessary 
in dire circumstances. These areas would be for the executives to determine and agree amicably 
to not sharing. It is this researcher’s feeling that this should be acceptable and the “art of the 
possible” and making much more possible is what is required. As is said, perfect is the enemy of 
good enough and there may be nothing that qualifies as perfect planning.

	Finally, the seventh feature would very likely be the need to keep the deliberations and reports 
of most--  perhaps all—working groups internal to Track 1/ 1.5 and perhaps shared with Quad 
groups as necessary. Unlike the analysis in this report and its descriptive core, many aspects 
of these reports might be prescriptive in that they may provide more definite contingencies, 
concern evolving scenarios , and take into account actual resources that might be deployable 
for trade protection. The world need not know any more than is necessary and what Track 1 may 
decide is required for messaging to friends and to countries and groups that cause us concern.           

Creating Planning Teams  

It might be more realistic for Indian and Australian departments to set up semi-official joint planning 
groups for various facets of maritime security with a focus on the objectives of preparing to protect 
trade and those of the Quad dealing with maritime security. As mentioned in the First Brief, “thinking 
and planning (they are almost synonymous!) done by individuals, agencies and larger segments 
of governments in the two countries for their own security and prosperity can be a most useful 
exercise and perhaps ongoing activity.”  

Given that we are partners, and not allies in a treaty system, it may not work at the New Delhi end for 
good reasons to have strictly official groups doing this. Two pathways come to mind:

First, consider forming Track 1.5 groups consisting of a mix of officials of government ministries, 
armed forces and co-opted experts some of whom may be from outside governments. This is no longer 
all that unusual in the Indian official system as it may have been even 10 years back. There are a 
growing number of consultants, SMEs, retired officials who are being invited to participate in change and 
growth in several sectors. In Canberra’s case, this is not only an older recourse, but also widely practised. 
Even in the armed forces, the system of specialists in niche fields serving as Reserve officers, or with 
much flexibility on “horizontal absorption”—to apply an Indian term being tried by the government for 
analogous tasks in India—are responsible for the spade work required for Track 1.

Second, form SME groups of Track 2 individuals to do such work and then have them formally and 
semi-formally engage with individual and joint Track 1 executives. Actually, none of the above pathways 
are totally new even in India and have been helpful in many areas of governance and policy formulation. 
Both pathways would benefit from individual country working groups working singly and jointly in 
an iterative way. The guiding factor to keep in mind is that Planning is not Provocation; Planning 
is Preparation. If this suggestion is kept in mind, even coordinated and joint security planning 
becomes easier to accept and set in motion.

In simpler terms, groups will need to determine why and in what circumstances is protection of 
physical maritime trade and digital trade needed; how are both nations to coordinate on having 
more ships available to do so; how are these ships to be repaired, and even replaced in case of 
losses; what goods and along which routes (and submarine cables, of course) require different 
degrees of protection and how is protection to be coordinated and executed?    

Shipping, Shipbuilding, Ship Management Groups 

Examples of areas for further study by working group(s) as considered above could include the different 
outcomes connected with ships, ports, shipbuilding, ship ownership, national flag shipping, crewing, 
insurance and mariners training. These groups need not be of equal priority but still matter as both 
countries could cooperate to improve maritime competitiveness. My study seems to suggest that 
not many in Australia have looked at what India is doing, what it may be doing for improving its 
“strategic fleet over some years”.  There probably was more that could be learned by the Strategic 
Fleet Task force than the examples of Switzerland and even the US. In port security and port efficiency, 
Australia has ideas and execution to offer and must be operationalised further and as a part of Quad 
port resilience and security issues. These groups could identify issues of ship repair as well, considering 
that India is ramping up its capacity to build and repair ships. Australia has a critical weakness in dry-
dock availability and India could help provide dry-docking capabilities for an expanded fleet. The 
prospect of more business would encourage more dry-docks to be built along the peninsula than exist 
now. As examined in Part II, India will make significant developments in shipbuilding  even if current 
targets probably err on the side of too much optimism and may not be achieved. It is for Australia and 
members of such group(s) to study Indian sectors more closely, including the increasing focus on 
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reducing costs. Moreover, India and Australia both struggle to generate sufficient shipping insurance 
and  finance, although India is doing well in manning, ship management and marine training. The joint 
groups should identify and then act on areas where work force efficiencies, training quality, sharing of 
manpower in crises andjoint management of limited ships could be most feasible and efficient. 

Airline Sectors have Lessons for Us. As may be evident here, this analyst has not yet come across 
any study (although it may exist) considering the relative importance given in Australia and India to 
national ownership, national registry, national crewing for airlines and shipping. It was most interesting 
to think about the parallels as well as wonder why such an obvious, “analogy-rich” aviation sector never 
showed up on shipping radars. (This author intends to study this more closely) Airlines, of course, are 
people movers in the same way passenger ships once were. Like for ships with multinational cargoes, air 
passengers are often of several nationalities. Airplanes also move cargo that could rate higher on value 
to weight ratios and for time-critical deliveries. Possibly, in a war of supply situation or in deep crises (as 
during Covid for medical deliveries), aircraft will matter a lot and the strategic air fleets of Australia and 
India may serve the needs better, relatively, than the approximately 1100+ ships of Indian ownership and 
flag and Australia at around 120 in 2023 (See analysis in Part II). Neither are Australia and India aircraft 
manufacturers, but both are likely to be more capable of building ships successfully than they might be 
of aircraft, given European and American dominance (essentially the US in the lead followed by Canada 
and Brazil). In a crisis, both air and sea routes may serve common purposes.                     

Commerce

Groups already dealing with ECTA and the FTA planned, could look at trade in goods and for enhancing 
trade. Recall the epigraph quoting the Australian High Commissioner’s mentioning the growing trade. 
This growth will bring prosperity, but also requires a higher degree of security.135  Neither should the 
sceptics on trade growth forget that it was not so long back that China was a minor trading partner 
of Australia until 1990.136 This is an area where existing teams are looking at negotiations to look at 
ramping up trade in mutually beneficial ways and they have been meeting periodically at ministerial 
and official levels. What this group would need to look at is also how commerce fits into overall 
security considerations so that once some of the other groups suggested here start functioning, 
the sideways discussions should also take place.

Vital Goods. The above group(s) should also more formally look at vital goods including any classified 
categories not in the public domain that could be taken as important for both economies and peoples in 
times of crises. Some examples of specific categories of goods are variants of petroleum products critical 
for Australia especially for industrial uses and aviation including military aviation. This would require a 
“petro-products” sub-group perhaps. This category of items becomes even more critical in  war of 
supply situations. As mentioned in the discussion on refineries and petro-products in earlier Briefs, 
and since Australian petro companies do already import a not insignificant 6% from Indian refineries, 
alternate routes and supplies could be thought of in granular terms. As mentioned earlier in this Brief, 
Jamnagar in India is perhaps the most critical “petroleum gateway.” Singapore is closer to Australia, 
but it also happens to be in the SCS. Think about that! India exports products to Singapore where they 
are shipped onwards to other countries, including to Australia. Is there a case for more direct imports 
from India if not even during normal times, then certainly during crises and in conflict? These matters 
could be on the table for such a group to consider where defence departments may be closely involved. 
Other items could be rare earths; LNG; fertilisers and some categories of food products besides medical 
supplies. 

Alternate Suppliers and Buyers. While exports and imports both require alternate markets (buyers 
and sellers) for strategic purposes, these are matters for simply commercial “hedging” at the best of 
times but in times of crises, need to be worked out and planned for in line with the dictum suggested: 
planning is preparation and protection. There would be other groups which might need to work out 
the routes on which such EXIM should move for increased protection and reduced chances of losses to 
capture, hijacking and sinking. This would be the task of the next group described below. 

Undersea Cable Group

As part of the significant initiatives that the Quad, ASEAN, PIF are taking for resilience and security of 
the critically important digital trade, Australia and India need to look at this bilaterally while continuing 
to work multi-laterally as well. Perhaps some steps are already being taken and the proposal here is to 
form an undersea cable security group(s) that spans diverse angles of cable laying, protection, repair, 
and resilience from Cable landing points to other CLPs. It may not be difficult at all for such a group to be 
stood up between Australia and India, because of what the Quad is working on. There might be specific 
135	  Appaji Reddem, “India-Australia FTA yielding astonishing results, says Australian envoy Philip Green,” The Hindu. July 28, 2024, https://
www.thehindu.com/news/national/andhra-pradesh/india-australia-fta-yielding-astonishing-results-says-australian-envoy-philip-green/arti-
cle68454148.ece
136	  Australian Government, Treasury, “Australia- China: Not Just 40 Years,” https://treasury.gov.au/publication/economic-roundup-is-
sue-4-2012/australia-china-not-just-40-years Elaborated in Brief No.1
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bilateral details that may and perhaps something may be largely coincidental with Quad groups but may 
have some departures. Dr Samuel Bashfield’s LinkedIn brief highlights his recent visit to India on behalf 
of the Australia India Institute to understand what India is working on as part of the Australia-India Cyber 
and Critical Technology Partnership (AICCTP) of the DFAT and Indian side.137 His visit was supported by 
the Australian Government. He reports that there is a clear stress on creating sovereign cable repair 
capacity including a repair ship; on diversifying CLS; starting cable manufacturing. Analogous to India’s 
push to increase coastal maritime trade, there are plans to use subsea coastal data cables for increased 
capacity, redundancy and resilience. There are commensurate concerns on vulnerability of cables and 
of CLS “that emerged during discussions is the rising threat of seabed warfare—particularly as seen in 
Europe—and the need for India to develop a strategy to secure its submarine cables in the Indo-Pacific.” 
He adds that, the purpose of this project “over the next two years [is] to explore these priorities and 
identify opportunities for collaboration between Australia and India. Together, we can secure these vital 
seabed lines of communication.”138  

A joint group working on enhancing the security of digital trade not only for each of us but for others 
in the Indo-Pacific region enhances bilateral and multi-lateral resilience and prosperity. As discussed in 
earlier briefs, the digital commons are a very central feature of maritime trade and might turn out to be 
more feasible and “convenient” for targeting than ships. It might be right to think of China as the major 
cyber-commons disruptor. 

‘Maritime Planning Table (“MPT”)/ “Flag Plot”

The third working group suggested here is loosely termed as one that could work at the figurative 
“Maritime Planning Table” (the term “Flag Plot” has been used here to suggest that this could be 
primarily a maritime specialists’ group focused on the sea. Their tasks could include:

Evaluating the current state of cooperation beyond the exercise stages to thinking about what 
contingencies the group should plan for developing. For example, non-state actors creating problems 
with some state-support; with a higher measure of state-support, and the possibility that such groups 
have tacit coordination with other groups in proximate or distant littorals. What if, for instance, the 
Houthis or rebel/ piratical gangs in one region combine with other groups—even when ideologically 
different - for disruption that manifests at sea? Terrorist groups with a degree of common ideology, have 
been able to coordinate disruption across continents.139  

The other contingencies could be combinations of challenges that China could pose across the SCS/ECS 
littoral as discussed earlier for which its echelons could be deployed imaginatively by the PRC. 

Trade Protection at Sea
137	  Media Release, November 6, 2024,  by the Australia India Institute, University of Melbourne, “The Australia India Institute Wins the Aus-
tralia-India Cyber and Critical Technology Partnership grant”, https://aii.unimelb.edu.au/media-release-the-australia-india-institute-wins-the-austra-
lia-india-cyber-and-critical-technology-partnership-grant/.
138	  From a Linkedin post by Samuel Bashfield, https://lnkd.in/gtJFcv2G  
139	  See, for example, Brent L. Smith (et al), Geospatial Analysis of Terrorist Activities: The Identification of Spatial and Temporal Patterns of 
Preparatory Behavior of International and Environmental Terrorists, Department of Justice Study by Terrorism Research Center, Fulbright College, 
2008, https://www.ojp.gov/pdffiles1/nij/grants/222909.pdf
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Issues of trade protection, from disruptions caused by pirates, rebels/ terrorist groups and with state 
support or by states themselves all would need a response based on what naval personnel (the Maritime 
Planning Table teams) would generally recognise as common tactical questions ‘What, Where, Whither, 
When” which considerations do necessarily deal with “How”.    

What? Such a planning group ought also to consider in greater detail is “what” needs to be protected.  
Some of that information would be available from the above groups to make assessments of particular 
ships and the goods they carry. It may be mentioned here that personnel reliability checks of the 
manning lists of crews may be undertaken individually by each country and information shared as 
necessary to prevent any disruption that could be caused on board due to certain nationalities being 
part of a ship’s crew. Next, they would need to think about how to prioritise and reprioritise in terms of the 
types of commodities, other goods, transitions to states of deprivation in case of prolonged disruption, 
a deepening crisis and a serious conflict. The Ukraine invasion was an example of disruption, albeit on 
a small scale (except in the initial weeks when alternate routes and suppliers for grain shipments from 
Ukraine caused shortages even in North Africa). Considering the amount of regional and global trade 
that flows through the Indo-Pacific, especially in the northern IOR and through the SCS and ECS and 
the scale of military issues that might present themselves, this could be a problem of a different scale. It 
should not be dismissed as pessimism but simply a “planning is preparation and prevention” approach.  

Where and When. This would depend on the areas where disruption to trade is expected. For instance, 
piracy could occur within limited areas, like off a port or set of ports or extent of coast where the pirates 
operate from. Protection in the nature of constabulary functions could require weeks or even years of 
deployments, especially of surface ships and air assets for ISR. As happened in the case of piracy in the 
2010- 2012 period, Somali pirates gradually managed to extend their area of operations (AOA) by capturing 
(hijacking) large trawlers or even larger merchant ships and then using them as pirate ships much like in 
the heyday of European piracy. Such threats require wider and sustained deployments and the use of a 
degree of force to roll back piracy. Even for the IN, it meant heavy and sustained commitment of forces. 
Here is where the “How” in terms of combined/ coordinated or sequential use of forces matters and may 
result in an overall better use of resources. We always need to keep in view that constabulary duties 
are one task that, due to the sustained commitment they often require in terms of forces and time, can 
negatively impact combat readiness for combat tasking of greater intensity and complexity. Bilateral 
or multinational pooling of resources reduces the effort required. Nonetheless, the decision (“what”) to 
commit to constabulary missions is also generally a political decision. For example, India decided not 
to get involved in the close escort of ships in targeted areas of the Red Sea while condemning piracy 
activities. It did, however, deploy in strength off the HOA and in the approaches to the Gulf of Aden 
against pirates, reducing the overall risk to shipping. 

The What, Where and When considerations become more complex in scenarios where say, China 
might be the disruptor. They could be complex enough from the bottom rung of its fishing fleet, 
merchant ship fleet and the CMM. Bringing in the CCG and heavier ISR intensity increases the degree 
of difficulty. Use of the PLA and the PLA Navy with its “fort” backing is a serious matter that should also 
be contemplated. In these cases, the planning teams would need to work within the limits of political 
directives, but also suggest options for FOIP. Here it becomes apparent, more than in some of the 
other constabulary tasks, the essence of “Planning is Preparation, and possibly Prevention.” To add, 
“Planning is not Provocation!” It seems quite likely that in more serious disruptions, the other players 
of the Quad and the more widely affected countries across the Indo-Pacific would also come into play.

More specifically, the Maritime Planning Table teams would need to look at the canvas of bilateral trade 
between our two countries albeit with the ever present multi-lateral complexities studied in earlier Briefs. 
Consider the three maps below, one from the IN’s IMSS document, and two pictures of AHO charts (kind 
courtesy NHQ/IN and AHO, Wollongong.)
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Fig 1. Extended map of the IOR showing International Shipping Lanes (ISL) and Major Straits, Choke 
Points (yellow circles). (Source: Ensuring Secure Seas: Indian Maritime Security Strategy, Integrated 
Headquarters, Ministry of Defence (Navy), 2015,  https://bharatshakti.in/wp-content/uploads/2016/01/

Indian_Maritime_Security_Strategy_Document_25Jan16.pdf, 16-17)140

140	  The schematic map of the Indian Ocean at Fig. 1 is kind permission of Naval Headquarters, Indian Navy for use in this study. The two AHO 
non-navigation charts at Fig. 2 and Fig. 3 are courtesy of that office in Wollongong. AHO very kindly printed non-navigational charts to enable this 
research.

https://bharatshakti.in/wp-content/uploads/2016/01/Indian_Maritime_Security_Strategy_Document_25Jan16.pdf
https://bharatshakti.in/wp-content/uploads/2016/01/Indian_Maritime_Security_Strategy_Document_25Jan16.pdf
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Fig 2. Map of Indian Ocean Northern Portion, Chart No. 4071(Source: Courtesy Australian Hydrographic 
Office, Wollongong) 

Fig 3. Representational Chart of Australasia and Adjacent Waters, Chart No. Indian Ocean Northern 
Portion, Chart No. 4060 (Source: Courtesy Australian Hydrographic Office, Wollongong) 

Broad Maritime Geo-Strategic and Operational Inferences
A glance at these maps/charts helps us make some broad inferences. These are discussed further.

In a maritime geo-strategic sense, individually and more so in combination, India and Australia are 
quite well-placed in the IO and Australia in the Southern Pacific. The maps also illustrate, despite the 
distortions of a Mercator projection, how close we are to each other.

In situations where trade is bilateral between us, for  routeing and port-use considerations, there are 
relatively safer “southern” routes to the south of Sri Lanka and avoiding the Malacca Strait and SCS. 
The potential disruptions in Gulf of Aden, West Asia and SCS would be a little more challenging for the 
disruptors in time and space if trade flows this way. However, as has been seen throughout this study, 
strictly bilateral trade can be either very small or merely hypothetical. In practice, the situation is far 
more complex and not only because India and Australia cannot, even in theory, survive on bilateral trade 
alone even in a conflict. 

For a major player like China, if it were to engage in a fuller conflict, it could challenge both merchant 
ships and the naval platforms that escort them. China could do so directly or otherwise provide indirect 
support given its more than adequate MDA and range of land and air-launched ordnance. The degree 
of effectiveness of their so-called A2/AD could be much greater than that of the Houthi “fort”. Here is 
the deeper inference: ordnance used offensively in such cases doesn’t always really have to hit 
tactically to achieve operational and strategic benefits. Much of the Houthi ordnance (missiles and 
drones) has not hit targets; but it has driven trade away and even kept navies operating farther away and 
being more circumspect. At the same time, the escorting and defending naval ships are obliged to 
hit incoming ordnance with far more expensive weapons where tactical success is important and 
yet may not achieve operational and strategic objectives of effectively discouraging the Houthis. 
Challenges with the PLA are going to be bigger, doubtless. When discussing risks from China, there 
is often a refrain in some quarters within any country that “to call someone an adversary is to make him 
one.” In other cases, a minor rapprochement or leaders speaking to each other is seen as a breakthrough. 
India has been through such issues as has Australia. What may be kept in mind is not today’s headline 
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but the trendline of the security relationship. India has experienced deterioration time and again 
and the overall trendline of China as a security concern has been upwards. Likewise, in Australia’s case, 
despite China being the major contributor for decades (See Sino-Australian trade analysis in the First 
Brief), the trendline for concerns is growing. This writer wrote about this in 2019 for ASPI and 2024 has 
perhaps the concern about ‘trade and flag” is more serious in 2025.141      

Other advantages of maritime geography are due to the mainland bases, ports and a few islands 
belonging to both countries. India has the Andaman and Nicobar Islands where military strengthening 
is ongoing.142 It also has the Lakshadweep Islands off the Kerala (i.e. Malabar coast) but these may not 
have the military advantages like the A&N Islands could provide. Australia has Cocos (Keeling) and 
Christmas Islands apart from long-range surveillance bases along the northern and western coasts 
of the mainland.143 Australian islands are more like adjuncts rather than important bases, but useful, 
nonetheless. Like the A&N, they could play a greater role in coming years. They could be expanded to 
operate as bases and not only for staging or turn around. More importantly, for both countries their 
islands are sovereign territory. Another island that could play a role in FOIP would be the US base of Diego 
Garcia. Without going into sovereignty angles here, and the complex negotiations that are ongoing, this 
base could be critical for monitoring adversary activity, enhancing MDA, ASW patrolling and even for 
strikes should it come to that. 

Indonesia is a fulcrum nation (to use the apt term they coined) and is conscious of its own vital geo-
strategic centrality and interests in maintaining FOIP. Both Delhi and Canberra have a good relationship 
with Jakarta. While Jakarta has a good relationship with Beijing, they too have security concerns. As an 
archipelagic nation that straddles some of the most vital international straits for navigation, Indonesia 
will remain a valuable partner for most countries in the very thought of FOIP.  The former President of 
Indonesia has also mentioned that the Quad should be viewed as a partner, not competitor.144         

China has its own maritime geographic complexities which are well recognised.145 However, it must be 
said that its tentacles into the IO and in Australasia as well as in the Southern Pacific have the potential 
to enhance its MDA, and physical presence with places if not a few bases. Its politico- diplomatic efforts 
for its own “Quad” or “Quad-plus” should not be ignored.146 China has legitimate interests in the IO due to 
its own trade, but to ensure that it will “play, stay and have a say”147 it will seek to enforce its writ directly 
and through others. Its record on legitimacy is problematic and it is difficult to cast China as a benign 
power seeking to trade and prosper peacefully.  

Possible Chinese deployments in the IO to disrupt trade and navies. While what China will do is 
impossible to predict, it may be reasonable to suggest that it could do several things in the SCS as well as 
the IO. It could use its lower echelons to create disturbances, block traffic, trigger incidents and escalate 
situations as mentioned earlier. It will support these and higher echelons with its formidable multi-
dimensional surveillance and, if required, strike capability. While its carrier battle group may deploy, 
it is going to be vulnerable to Indian as well Australian strike capabilities including by submarines. For 
both countries, air force and naval MPA (for IN, since Australian MPAs belong to the RAAF) and shore-
launched long range anti-ship missiles exist or are being developed. All PLAN carriers and larger ships 
would need to operate in equivalents of opposing A2/AD architectures. In a sense, a similar operational-
tactical plan would be used as China would in the Western Pacific in its “home waters.” It seems unlikely 
that the PLAN would sail their CBG into the IOR except for exercises and demonstrating a degree of 
presence. However, presence too has its limitations and overstating the impact of presence could be 
a problem while assessing the direct and indirect cost to one’s own side from such deployments also 
needs evaluation.148  
141	 Sudarshan Shrikhande, “Has combining flag and trade served Canberra well?” ASPI, The Strategist, October 11, 2019, https://www.aspist-
rategist.org.au/has-combining-flag-and-trade-served-canberra-well/ 
142	  Harsh V. Pant and Sohini Bose, Andaman and Nicobar can lift India’s maritime capacity, ORF India, January 14, 2023, https://www.orfon-
line.org/research/andaman-and-nicobar-can-lift-indias-maritime-capacity
143	  Parliament  Report, Commonwealth of Australia, August 2017, “The strategic importance of Australia’s Indian Ocean Territories”, https://
www.aph.gov.au/Parliamentary_Business/Committees/Joint/National_Capital_and_External_Territories/StrategicImportanceIOT/Report_1
144	  Dipanjan Roy Chaudhury, “QUAD should be viewed as partner not competitor: Indonesia”, The Economic times, May 13, 2024, https://
economictimes.indiatimes.com/news/defence/see-quad-as-partner-not-competitor-indonesia/articleshow/100194126.cms?from=mdr. Also see, 
Gilang Kembara, “Indonesia: Indian Ocean Security and the US Indo-Pacific Strategy”, Asia Pacific Bulletin, East West Center, Number 703, October 
18, 2024, https://www.eastwestcenter.org/sites/default/files/2024-10/APB%20703%20-%20Indonesia%20-%20%20Indian%20Ocean%20Security%20
and%20the%20US%20Indo-Pacific%20Strategy_0.pdf
145	  Mike Sweeney, Challenges to Chinese Blue-Water Operations, Defense Priorities, April 30, 2024, https://www.defensepriorities.org/ex-
plainers/challenges-to-chinese-blue-water-operations/
146	  Nishitha  Kaushiki, “China-backed Quad in West Asia on the anvil”, The Pioneer, September 8, 2022, https://www.dailypioneer.com/2022/
columnists/china-backed-quad-in-west-asia-on-the-anvil.html

Certainly China continues to develop its own partnerships; the numbers are limited and in many quarters, its preferred partners are looked upon 
with unease that the Quad’s maritime democracies do not evoke. 
147	  Rahul Singh,  “‘Flag follows trade,’ Navy chief on China operating in Indian Ocean”, Hindustan Times, April 14, 2021, https://www.hindu-
stantimes.com/india-news/flag-follows-trade-navy-chief-on-china-operating-in-indian-ocean-101618406205791.html. The journalist quotes Sudar-
shan Shrikhande, “They have come here (IOR) to stay, play and have a say. Through sustained and overlapping deployments, potentially more 
bases and partners; China’s multi- dimensional military power with sea power in the lead is something to think about carefully.”  
148	  Sudarshan Shrikhande, “Harnessing Indian Sea Power Post-Galwan: Considerations of Time, Space and Force”, ORF, New Delhi, May 12, 
2024, https://www.orfonline.org/research/harnessing-indian-sea-power-post-galwan-considerations-of-time-space-and-force-69573, Also see, Rob-
ert O. Work, A Slavish Devotion to Forward Presence Has Nearly Broken the U.S. Navy, USNI Proceedings, December 2021, Vol. 147/12/1426, Decem-
ber 2021, https://www.usni.org/magazines/proceedings/2021/december/slavish-devotion-forward-presence-has-nearly-broken-us-navy

https://www.aspistrategist.org.au/has-combining-flag-and-trade-served-canberra-well/
https://www.aspistrategist.org.au/has-combining-flag-and-trade-served-canberra-well/
https://www.orfonline.org/research/andaman-and-nicobar-can-lift-indias-maritime-capacity
https://www.orfonline.org/research/andaman-and-nicobar-can-lift-indias-maritime-capacity
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/National_Capital_and_External_Territories/StrategicImportanceIOT/Report_1
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/National_Capital_and_External_Territories/StrategicImportanceIOT/Report_1
https://economictimes.indiatimes.com/news/defence/see-quad-as-partner-not-competitor-indonesia/articleshow/100194126.cms?from=mdr
https://economictimes.indiatimes.com/news/defence/see-quad-as-partner-not-competitor-indonesia/articleshow/100194126.cms?from=mdr
https://www.eastwestcenter.org/sites/default/files/2024-10/APB%20703%20-%20Indonesia%20-%20%20Indian%20Ocean%20Security%20and%20the%20US%20Indo-Pacific%20Strategy_0.pdf
https://www.eastwestcenter.org/sites/default/files/2024-10/APB%20703%20-%20Indonesia%20-%20%20Indian%20Ocean%20Security%20and%20the%20US%20Indo-Pacific%20Strategy_0.pdf
https://www.defensepriorities.org/explainers/challenges-to-chinese-blue-water-operations/
https://www.defensepriorities.org/explainers/challenges-to-chinese-blue-water-operations/
https://www.dailypioneer.com/2022/columnists/china-backed-quad-in-west-asia-on-the-anvil.html
https://www.dailypioneer.com/2022/columnists/china-backed-quad-in-west-asia-on-the-anvil.html
https://www.hindustantimes.com/india-news/flag-follows-trade-navy-chief-on-china-operating-in-indian-ocean-101618406205791.html
https://www.hindustantimes.com/india-news/flag-follows-trade-navy-chief-on-china-operating-in-indian-ocean-101618406205791.html
https://www.orfonline.org/research/harnessing-indian-sea-power-post-galwan-considerations-of-time-space-and-force-69573
https://www.usni.org/magazines/proceedings/2021/december/slavish-devotion-forward-presence-has-nearly-broken-us-navy
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Operational planning guidance for the Maritime Planning Table Group. No attempt is made here 
to analyse forces available or the methods of using these capabilities. Nor does this paper consider 
the command and control frameworks for a range of trade protection measures (ranging from lower-
constabulary to upper-constabulary), or where greater threats and so possible deployment of forces 
may be required. The reasons for this are that first, there are contextual and active military and MOD/
DOD executives who will deal with the issues at hand with the means that are required. Second, many 
elements would be classified and may not be discussed in the open domain. The important requirement 
would be for ISR to develop operational and tactical MDA to coordinate, cooperate or execute with joint 
forces. In its own way, there may figuratively or literally be contemporary versions of the “air gaps” that 
existed in the Atlantic convoy protection campaign. As that war progressed, the air gaps reduced due 
to more aircraft, including longer-range patrol aircraft that began to be equipped with radars, and more 
bases especially in Iceland and Ireland. The next important thing, after looking at newer forms of “air 
gaps,” is working out operational plans for ASW. For this, table-top exercises by such Track 1 or 1.5 groups 
for sustained trade protection across large ocean areas may need to be worked out. Exercises at sea to 
test this would also be necessary and may need to extend over days ideally without undue publicity. 
Bilaterally, both sides need to consider modern and emerging methods of offensive and defensive 
submarine warfare. This should include the growing reality of unmanned surface and undersea drones 
and larger unmanned vessels whose use in grey zone operations could be very likely. This requires the 
MPT teams to keep abreast (and desirably ahead of likely developments, understand adversaries’ tactics, 
technology and develop counter-tactics via discussions and exercises at sea. Among other things, this 
would be necessary for the protection and resilience of digital trade across undersea cables. Individually, 
armed forces are doing many of these activities, but collaborating and cooperating might have the 
same added effectiveness that cooperation brings in all cases. 

The other area for MPT to consider is multi-dimensional operational (MDO) thinking and planning. 
Bilateral exercises are increasing in dimensions and complexity and a few multilateral exercises also 
enable bilateral expertise build-up. Between Australia and India this is certainly the case. The proposal 
here is to more deliberately work on fusing the five dimensions (land, sea, air, cyber and space) 
towards operational effectiveness. China is doing perhaps the most to sharpen itself in MDO and some 
of their methods and exercises could be worth joint studying and imitation.149                                          

Maritime Law Education Group

The above term is loosely suggested. Piracy, counter-piracy, excessive territorial claims, the use of 
belligerence and coercion as seen in SCS and the portents for escalation and heightened tensions do 
all also point to the need for deeper knowledge of International Maritime Law, Laws of Armed conflict 
(Humanitarian Law) and the way all these include Hague and Geneva conventions, etc.

The suggestion is by no means new. In fact, the Quad foreign ministers and summit leaders have 
reiterated this in the recent past as an area for deeper knowledge, aligning with practice and even 
enforcement. This has been flagged earlier in this Brief and that India will host the MAITRI (workshop in 
this year (2025). China’s efforts at “lawfare to warfare” are considerable. Therefore, such a group should 
also explore the mastering of three warfare countermeasures. This is not as unusual a proposal as it may 
seem. The Wilmington Declaration by Quad leaders crisply alludes to this when it affirms the setting 
up of the “Countering Disinformation Working Group… (and) recognize these tactics are intended to 
interfere with domestic and international interests, and we are committed, together with our regional 
partners, to leverage our collective expertise and capacity to respond.”150  The maritime law education 
group would do well to work on this in the maritime domain because the FOIP is just so critical to many 
other freedoms. Since such awareness and education is important at the level of senior bureaucrats, 
diplomats and military leaders as well as for those who work at execution levels, a few things could be 
kept in mind:

	Leverage organisations (policy and teaching institutions like ANCORS for instance or equivalents 
in other countries) and individuals in not only member countries but in several Indo- Pacific 
nations, to give the understanding of IML, UNCLOS etc a deeper level. 

	For navies and other maritime services and joint military leadership, it is vital to be deeply aware 
of the confluence of law and operations. This is being done of course (for instance in the IN Naval 
War College, Goa) but benefits from being a larger cooperative effort to tap talent from all corners. 

	The other need would be that such educational and implementation programmes would need 
to be repeated at a reasonable frequency because incumbents in most bureaucratic-military 
systems change quite frequently, requiring reiteration.   

         

149	  Derek Solen, “Chinese Views of All-Domain Operations,” China Aerospace Studies Institute, CASI, August 2020, https://www.airuniversity.
af.edu/Portals/10/CASI/documents/Research/CASI%20Articles/2020-06-30%20Chinese%20Views%20of%20All-Domain%20Operations.pdf
150	  The Wilmington Declaration Joint Statement, White House Release (see Footnote 45). 

https://www.airuniversity.af.edu/Portals/10/CASI/documents/Research/CASI%20Articles/2020-06-30%20Chinese%20Views%20of%20All-Domain%20Operations.pdf
https://www.airuniversity.af.edu/Portals/10/CASI/documents/Research/CASI%20Articles/2020-06-30%20Chinese%20Views%20of%20All-Domain%20Operations.pdf
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A Concluding Thought and Overarching Objective of this Research 
This author has mentioned a thought in seminars and lectures on a few occasions that deterrence 
should be seen as the highest form of human security especially if it helps to prevent conflict or to limit 
the destructiveness of likely conflicts.151  The Quad itself should be seen in that light. This is discussed 
in a comprehensive (June 2024) paper by Gopal.152 Examining India’s evolving positions and willingness 
for cooperative deterrence, he observes that “even as officials in member countries remain coy about a 
security agenda for the Quad, it is evident that this grouping offers the greatest potential for developing 
a relevant and contemporary collective deterrence and defence arrangement for the Indo-Pacific.”153 

At the level of the Quadrilateral, it is now noticeable that a clearer understanding of the deterrence 
potential is emerging. Preventing conflict is about human security at its core itself so there should be no 
cause for second thoughts on this. Graham analyses that the very recent Quadrilateral Foreign ministers’ 
meeting in Washington DC a day after President Trump’s second term began, brings back security as 
the central purpose. He writes that, “After all, security is a public good just like other elements of 
the Quad’s agenda, and something which the four countries should openly aspire to strengthen, 
without fear of offending others in the region.” He also adds that “The commendable brevity of this 
two-paragraph statement packs policy punches that were patently missing from some of the Quad’s 
recent, prolix pronouncements. When it comes to drafting joint statements, concision should be best 
practice: less means more.”154

Within this larger, very related framework, is the important bilateral relationship of Australia and India. 
Like the Quad, this relationship has an important oceanic centrality, even if statecraft and defence 
cooperation must be multi-dimensional as analysed earlier. It is not surprising, therefore, that the Late 
Rear Admiral James Goldrick, in recognition of his inestimable contribution this research is dedicated, 
gives the India- Australia relationship so much importance. His chapter in Cross Currents, written in 2021, 
is neatly summed up in a thoughtful postscript added by Rory Medcalf in 2024, which serves well to end 
this study:      

“In contemplating future Australian Indian Ocean strategy, we can be confident that a Goldrick 
perspective would be one of prudence and broad-mindedness, recognising the need for sea 
denial and deterrence, to be sure, but tempered with the engagement of an array of partners 
and the need for a balanced force in the truest sense. In writing elsewhere of future naval 
requirements for India as well as Australia, James Goldrick and co-author Sudarshan Shrikhande 
noted that both countries would want to focus on ensuring their trade and energy flows in the 
Indian Ocean, even during conflict, and would need for sea denial and deterrence, to be sure, 
but tempered with the engagement of an array of partners and the need for a balanced force in 
the truest sense. In writing elsewhere of future naval requirements for India as well as Australia, 
James Goldrick and co-author Sudarshan Shrikhande noted that both countries would want to 
focus on ensuring their trade and energy flows in the Indian Ocean, even during conflict, and 
would need:

a force which not only provides the most possible options to government from the 
resources it makes available, but also effectively spans the full range of tasks on which 
first national survival and then key national interests depend.”155

        

The First Brief ended with the line, “More mateship may be a good thing!” One would like to conclude 
this Final Brief with the thought that much more maritime and security mateship between India and 
Australia may be necessary for us both, but for the larger Indo-Pacific itself. James Goldrick would have 
said “Aye” to that! 

           

        

151	  For example see Discussion organised by the Forum for Integrated National Security (FINS), “Security Imperatives In Quadrilateral Secu-
rity Dialogue”,  RAdm Sudarshan Y. Shrikhande, June 30, 2021, available on YouTube at this link, 

https://www.youtube.com/watch?v=JW2RtZnt47M (see particularly minute 19:00 onwards). 
152	  Prakash Gopal, “India and collective defence in the Indo-Pacific: Possibilities, prospects and challenges”, United States Studies Centre, 
Sydney, June 2024, https://www.ussc.edu.au/india-and-collective-defence-in-the-indo-pacific-possibilities-prospects-and-challenges  
153	  Gopal, Ibid, 23.
154	  Euan Graham, “The Quad foreign ministers joint statement: short and sweet”,ASPI, The Strategist, January 22, 2025, https://www.aspist-
rategist.org.au/the-quad-foreign-ministers-joint-statement-short-and-sweet/
155	  Brewster and Bashfield, Cross Currents, in postscript by Rory Medcalf to Goldrick’s Chapter 4, “Australian maritime strategy in the Indian 
Ocean,” 84.    
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