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Scam Safety for International Students

ldentify and avoid being scammed



Scams are a way of tricking you into stealing
your money or your personal details.

Everyone is at risk of being scammed and all it
takes is for you to be busy and not paying

attention.

New scams appear all the time as the
scammers take advantage of nhew technology,
local events or information you post in the
public domain.




Types of scams

e A supposed government authority demands payment of a sum of money to avoid the risk of
you being deported or having your visa cancelled

Fake Authority

demands « Phishing emails/SMS messages, calls or social media post that contain a link for you to click on.
These usually contain malicious software to steal your personal, financial and banking information.

» These scams are designed to trick you into paying money for accomodation that doesn’t exist
or isn't available. With the current housing shortage, international students can be an easy
target.

e Tutoring companies or assignment outsourcing companies make out they are official Higher
Contract Education organisations connected to the University. Should you outsource an assignment to
cheating such a service, you will most likely end up being blackmailed, risk having your identity stolen
and will put yourself in breach of the IT Acceptable Use Policy and the Student Conduct Rules.

e Your device becomes infected and your data is encrypted until you pay a ransom of sorts.

Ransomware « Payment demanded is often in the form of gift vouchers or BitCoin to decrypt your data.

e This is a form of image based blackmail where you the scammer threatens to share

Blackmail intimate personal images of you online unless their demands are met.

e You are forced to fake your own kidnapping, so your family pay a ransom
e You are told that unless you pay large amounts of money or cryptocurrency

Virtual

kidnapping into offshore bank accounts otherwise you will be implicated in a crime and
will be deported or arrested.



https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=6

Scammers...

Often pretend to be from an official May ask for money or informatio May contain a threat that unless

organisation: asking for: you pay them:

e Australian Immigration or a foreign e Personal, bank or credit card details e Your visa will be cancelled
government department or Visa agent e Money to be sent to a third party e Your University place will be cancelled

» Australian Police e additional student fees or a fine e You will fail your course

e Australian Taxation Office (ATO) e a deposit e You will be deported

e An Embassy, High Commission or Consulate e additional money for your visa S Vi willl be srresed

* The University e money for rent for someone other e You will lose your job

 The World Health organisation than the real estate agency or your . You will be evicted

» Real Estate or Rental agent landlord.

e Your family may be arrested
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Common SMS scams

Don't click on links in SMS messages. If in doubt, go to the legitimate website, look up their number and call them
direct to check.

LIKNT: A toll trip bill dated
02/0712022 was marked as
unpaid. Please settle up payment
to avoid late fees.,

Auspost: You have a parcel - -
Jptus : Your las could no '
B e e Optus : Your last bill could not be

for 7 days, to re-deliver it processed. Update your details
$1.99 is required. More here to avoid restrictions :
details:

Your iPhone X is now registered

for use with the CommBank app.
Unexpected SMS? Go to:

Medicare: You have been in For your normal travel please Your Netflix service
close contact with someone who HSBC: We have noticed unusual deal with it promptly. Overdue % on hoid
tracted Omicron. You activity within your HSBC account. Warning: TheTollRoads needs Please follow
derafree PCRT To prevent access being clocked, you to handle the bill via: ogin and complete
id: Gcj8 please visit

Ref# 0274-725
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Text message scams

If you know the person, check with them directly first by talking to them. If it's a company or an official department, look up the

customer service number from their legitimate website and call them to check. Don't fall for buying Gift Cards or sending money.

Hey mum it's me. | got a new number, you
can delete the old one ofs ™

| got a new phone. I'm still transferring
everything

Hii mum. My other phone crashed.
But this is my temporary number
. You can save this one.
Message me if you've seen this.

Is this Sara or Tim ?

Its me Sara

And mum do you have a quick

& +9189991 37320 o [

RCS chat with +91 89991 37320
& This chat is now end-to-end encrypted. Learn more

Unread

[Australian Gov] Please complete the
account security verification within 12 hours,
otherwise the account will be closed.

https://qrco.de/MyGov1fPx?0DHFI=
SEgfGnRG

14:02 240 4 BN Q=R 44%d

il ATAT = 10:53 PM 52% =

Maybe: Jaime Acevedo

| Siri found new contact info

me A 0 - 0417 123-456!a0
Laura, how are you today? | need a
favor from you please text me back
as soon as possible.

Jimmy? how can | help you?

Thanks for your response, | hope
you're well? | need to get Amazon
Gift Cards for some patients who
are fighting cancer in the hospital,
but | can not currently do that. Can
you get it from any store that
surrounds you now? | will reimburse
you Please, send me a message to
see if you can help me with that.

Yes of course | can help you, how
many do you need? And | can get
them tomorrow. Is that ok?




Text message scams

e Never give out personal
information to someone you
don’t know.

Hi, BARB=N5?

SREM4BFUMLEILLR
IERI3? HFeFWE

e If you do know the person
and they are asking for
personal information (or
money), talk to them directly
to verify that it is them before
you do anything.

th3z (hEXE)
1B4F, FIURowan, FIF ==

Hello, my name is Rowan.
| heard from Kerry that
ou are doing garden
design here.

e
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Hi, Jessie, | was
introduced to you by
Bruce. He said that you
are agolf coachand |

want my niece to attend a

golf training course

BmiEx




e You don’t recognise the number.

 You are not expecting the message.

When it

doesn’t e You don't know the person.

feel right...

e You are being asked for money or
information.

e It has a sense of urgency or a threat.
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Where to get help

If you have been hacked, have had
personal identification stolen or have
experienced a threat and you need help
to help you. and support, check out the options
available to help you:

You are not alone and don’t need to
be scared. There is plenty of support

Reporting a threat means we can also
warn other students. Local Support Resources

Other support services:

You also have access to a range of free and confidential support services including the
UOW 24-hour Student Wellbeing Support Line and free and confidential counselling for
students experiencing distress or anxiety.



https://www.uow.edu.au/student/support-services/counselling/crisis-support-line/
https://www.uow.edu.au/student/support-services/counselling/
https://www.uow.edu.au/cyber-safety/get-help/

The Little Book of Scams

Translated copies of a the Little Black Book of Scams can be viewed and downloaded here:

« How to Spot and Avoid Scams - Chinese simplified | #{A#X ( PDF 6.5 MB )

« How to Spot and Avoid Scams - Arabic| ., ,.J | (PDF3.79 MB)

« How to Spot and Avoid Scams - Vietnamese | Tiéng Viét ( PDF 13.31 MB )

e How to Spot and Avoid Scams - Greek | EAAnvwka ( PDF 3.54 MB)

« How to Spot and Avoid Scams - Italian | Italiano ( PDF 6.24 MB)

« How to Spot and Avoid Scams - Hindi | &= ( PDF 3.63 MB )

e How to Spot and Avoid Scams - Spanish | Espanol ( PDF 6.24 MB )

« How to Spot and Avoid Scams - German | Deutsch ( PDF 3.53 MB))

« How to Spot and Avoid Scams - Macedonian | MakegoHcku ( PDF 3.52 MB))

« How to Spot and Avoid Scams - Traditional Chinese | Zf2H ¥ ( PDF 6.51 MB)

. How to Spot and Avoid Scams - Tagalog/Filipino | Wikang Tagalog ( PDF 3.5 MB))
« How to Spot and Avoid Scams - Korean | =0 ( PDF 3.55 MB )

« How to Spot and Avoid Scams - Indonesian | Bahasa Indonesia ( PDF 3.51 MB))
« How to Spot and Avoid Scams - Farsi|..., .: (PDF 6.03 MB))

« How to Spot and Avoid Scams - Turkish | Turkce ( PDF 5.95 MB )

« How to Spot and Avoid Scams - Dari| ,, - (PDF 3.58 MB))

You can also view How to spot and avoid scams videos translated into 17 languages to help you spot
and avoid scams on the ACCC YouTube playlist.



https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-chinese-simplified-%E7%AE%80%E4%BD%93%E4%B8%AD%E6%96%87.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-arabic-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-arabic-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-arabic-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-arabic-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-vietnamese-ti%E1%BA%BFng-vi%E1%BB%87t.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-greek-e%CE%BB%CE%BB%CE%B7%CE%BD%CE%B9%CE%BA%CE%AC.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-italian-italiano.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-hindi-%E0%A4%B9%E0%A4%BF%E0%A4%A8%E0%A5%8D%E0%A4%A6%E0%A5%80.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-spanish-espa%C3%B1ol.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-german-deutsch.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-macedonian-%D0%BC%D0%B0%D0%BA%D0%B5%D0%B4%D0%BE%D0%BD%D1%81%D0%BA%D0%B8.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-traditional-chinese-%E7%B9%81%E9%AB%94%E4%B8%AD%E6%96%87.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-tagalog-filipino-wikang-tagalog.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-korean-%ED%95%9C%EA%B5%AD%EC%96%B4.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-indonesian-bahasa-indonesia.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-farsi-%D9%81%D8%A7%D8%B1%D8%B3%DB%8C.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-farsi-%D9%81%D8%A7%D8%B1%D8%B3%DB%8C.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-farsi-%D9%81%D8%A7%D8%B1%D8%B3%DB%8C.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-turkish-t%C3%BCrk%C3%A7e.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-dari-%D8%AF%D8%B1%DB%8C.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-dari-%D8%AF%D8%B1%DB%8C.pdf
https://www.accc.gov.au/system/files/how-to-spot-and-avoid-scams-dari-%D8%AF%D8%B1%DB%8C.pdf
https://www.youtube.com/playlist?list=PLm9MoTQ-chADlYuWuM6Y3mfstFbK8HeNa
https://www.youtube.com/playlist?list=PLm9MoTQ-chADlYuWuM6Y3mfstFbK8HeNa

