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Abstract

In traditional noise multiplication masking method, it is frequently assumed that data

intruders use the perturbed value (noise multiplied value) to estimate the unperturbed value

(original value) of an observation. In this paper, we show that, to estimate the value of an

original observation from its noise multiplied counterpart, data intruders could use another

estimate instead of using the perturbed value. The new estimate, namely correlation-attack

estimate, is obtained by exploiting the potentially high correlation between the perturbed

data and the unperturbed data. We provide detailed comparison between the two estimates

(perturbed value and the correlation-attack estimate) by comparing the mean square errors of

the two underlying estimators, and we propose that data providers should assess the disclosure

risk of the correlation-attack estimator for a considerable amount of original observations.

We also propose a disclosure risk measure against the correlation-attack estimator, and we

demonstrate how could the disclosure risk measure be used to help data providers with noise

generating variable selection during the masking stage.

Keywords: Data Confidentiality, Noise Multiplication Masking, Continuous Microdata,

Disclosure Risk, Attacking Strategy

1 Introduction

The role of data providers is to collect large amounts of data from different sources, and make the

data available to users for analysis. On the one hand, data users need authentic data to obtain
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important statistics such as sample means or regression coefficients to learn information about the

population; On the other hand in order to protect privacy of survey respondents, sensitive informa-

tion, such as a person’s income, or health condition, should not be revealed to the public. In order

to satisfy both requirements, data providers apply data masking methods to the original data and

release masked data to the public. Different data masking methods include generating synthetic

data (Rubin, 1993), top and bottom coding (Hundepool et al. 2008), data shuffling (Muralidhar

and Sarathy, 2006), noise addition (Kim, 1986) and noise multiplication (Hwang, 1986; Muralidhar

et al., 1995; Evans, 1996).

Masked data should maintain a high analytical validity and a low disclosure risk, meaning that

data users could still infer important aggregated statistical information from the masked data while

data intruders could not learn private information of individuals from the masked data. In the

context of masking continuous microdata, it is commonly assumed in the literature and imple-

mented in practice that the analytical validity of first two moments estimations of the original data

is preserved in the masked data, so that estimates of sample mean, covariances, and correlation

coefficients could be obtained by analysing the masked data (Kim, 1990; Kim and Winkler, 2003;

Brand, 2002; Yancey et al., 2002; Domingo-Ferrer et al.,2004; Oganian and Karr, 2011).

In this paper we consider using noise multiplication masking method to produce masked data.

Noise multiplication masking method has been used in practice by the U.S. Energy Information

Administration and the U.S. Bureau of Census (Kim and Jeong, 2008). The noise multiplication

masking method works in the following way:

Suppose the j-th attribute of a microdata is sensitive. Then each individual observation in the

attribute is masked by multiplicative noise. To do this, the data provider selects a noise generating

variable Cj, and for each observation in the attribute, a random noise is drawn from Cj and multi-

plied with the observation to produce the noise multiplied observation. Mathematically, Denote the

original j-th attribute values as yj = (y1j , y2j , · · · , ynj). The data provider only releases the noise

multiplied values y∗j = (y∗1j , y
∗
2j , · · · , y∗nj) to the public, where y∗ij = yijcij. The noise terms {cij}ni=1

are independently generated from Cj. When multiple attributes are masked by multiplicative noises,

for instance the k-th attribute is also sensitive, then data providers use a noise generating variable

Ck to mask the k-th attribute, and Cj and Ck are independent.

It is also commonly assumed in the literature to use noise multiplication masking method to

protect the original data while to maintain analytical validity of the first two moments of the origi-

nal data, provided that extra information about the noise generating variables used during masking

stage is also released together with the noise multiplied data. Kim and Winkler (2003) showed
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that, if truncated normal noise generating variable is used, then it is sufficient for data providers to

also release the mean and variance together with the truncation points to the public so that data

users could derive estimates of mean and variance of the original data. More generally, Nayak et

al. (2011) showed that, data users could obtain unbiased the first two moments estimates of the

original data set if the variances of the noise generating variables used to mask different attributes

during the masking stage are also released. Moreover, Lin and Wise (2012) showed that, releasing

the variances of the noise generating variables together with the noise multiplied data set allows

data users to obtain regression parameters estimates in subpopulations. Recent research shows that

data providers could release the density function of C to the public to allow data users to carry

out more sophisticated data analysis on noise multiplied data (Nayak et al.,2011; Sinha et al.,2011;

Klein et al., 2014; Lin, 2014; Lin and Fielding, 2015). In this paper, we only assume the more

common and simpler case that data providers release the noise multiplied microdata

together with the variances of noise generating variables to the public, so that data

users could obtain the first two moments estimates of the original microdata. Moreover,

we assume all data entries and noise terms are positive and continuous. It is a reasonable assump-

tion as many sensitive attributes, such as personal income, are non-negative and continuous, and

the positivity nature is violated if negative noise is used. We do not consider the case where a data

value is 0 as 0 values cannot be protected by multiplicative noise.

The mean of the noise generating variable C used to mask values of an attribute, denoted as

µC , is not always assumed to be 1 in the literature, as in Kim and Winkler (2003). However, if µC

is not 1 in some cases, data providers will also need to release µC together with σ2
C to the public

so that valid inference of the original sample mean and sample variance could be obtained by data

users. In that case, it is easy for data users to re-scale the noise multiplied data by dividing each

noise multiplied observation by µC and make the corresponding adjustment to σ2
C , so that it could

be seen as the original data being masked by a noise generating variable with mean 1 and variance

σ2
C/µ

2
C , and the resulted noise multiplied data is the re-scaled noise multiplied data. In this paper

we always assume µC = 1. The assumption that µC = 1 simplifies our discussion in the paper and

could be generalised to other cases where noise mean is not 1.

Value disclosure risk is an important topic. Value disclosure occurs when the original value

is reasonably inferred by data intruders from the perturbed data. Despite that data are masked

before releasing, malicious data intruders may attempt to learn private information of individuals

by deriving attacking strategies. For noise multiplied data, it is shown in the literature that the

noise multiplied value is in fact an unbiased estimate of the original value. Based on this fact, many

authors introduced different disclosure risk measures by assuming that data intruders attempt to

estimate an original value using the noise multiplied value only. (Kim and Winkler, 2003; Evans,
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1998; Lin and Wise, 2012).

For noise multiplication masking method, the selection of noise generating variable plays an im-

portant role in balancing data utility loss and disclosure risk. For data providers, one important job

is to select an appropriate noise generating variable which provides adequate protection to the data

without losing too much information. It turns out that, different noise generating variables perform

differently in terms of data utility preservation and data protection. To understand the performance

of different noise candidates, appropriate disclosure risk measure and utility loss measure should

be defined, so that data providers could make appropriate decision about noise candidate selection.

In order to appropriately define the disclosure risk measure, data providers need to be aware of

potential attacking strategies that data intruders may use to reveal a protected value. Despite that

the noise multiplied value has been recognised as an estimate of the original value, we found that

this assumption is not sufficient.

In this paper, we show that, if the data provider releases the noise multiplied data together

with variance of noise generating variable to the public, data intruders could infer another esti-

mate, namely “correlation-attack estimate”, from the released information. We will show that, the

correlation-attack estimator could efficiently breach data confidentiality, leading to serious value

disclosure risk. Consequently, we propose a new disclosure risk measure to help decision-makings

of data providers. The application of using the new disclosure risk measure for noise generating

variable selection is demonstrated in the paper.

The paper is organized as following: In Section 2 we introduce the noise multiplication masking

method and first two moments estimations preservation. In Section 3 we show the correlation-

attack strategy. In Section 4 we discuss the correlation-attack estimator and compare it with the

noise multiplied value estimator. In Section 5 we introduce the disclosure risk and data utility loss

measures. In Section 6 we discuss data intruders’ motivation of using correlation-attack strategy to

disclose original values. In Section 7 we present two simulation studies. In Section 8 we conclude

the paper.

2 Noise multiplication to preserve the first two moments

In this section we describe the noise multiplication masking method and show how do data users ob-

tain statistical inferences regarding original sample means, covariances and correlation coefficients

by analysing the noise multiplied data.

Suppose in a positive continuous microdata, the values of the j-th attribute are yj = {yij}ni=1,

4



where {yij}ni=1 are independently drawn from an underlying random variable Yj . The data provider

selects a noise generating variable Cj to mask yj , where E(Cj) = 1 and Cj and Yj are independent.

Then random noises {cij}ni=1 are independently drawn from Cj and are multiplied to {yij}ni=1 to

produce a noise multiplied data y∗j = {y∗ij}ni=1, where y∗ij = yijcij . Denote the underlying random

variable of {y∗ij}ni=1 to be Y ∗j , where Y ∗j = YjCj . Similarly, suppose the k-th attribute is also masked

by multiplicative noises. Denote the underlying random variable of the k-th attribute values as Yk

and noise generating variable used for the k-th attribute is Ck with E(Ck) = 1. We also denote the

underlying random variable of y∗ik to be Y ∗k , where Y ∗k = YkCk. Cj and Ck are independent. The

data provider releases the noise multiplied data y∗j and y∗k, together with the noise variances σ2
Cj

and σ2
Ck

to the public.

Data providers could use the same noise generating variable to mask all sensitive attributes

(Kim and Winkler, 2003), or they could use different noise generating variables to mask different

attributes (Nayak et al., 2011; Lin and Wise, 2012). In either case, the first two moments estimates

of the original microdata could be unbiasedly recovered from the noise multiplied data. It follows

from Nayak et al. (2011) that E(Yj) = E(Y ∗j ) and E(Y 2
j ) = E(Y ∗2j )/(σ2

Cj
+1). The first two sample

moments estimates of noise multiplied data could easily be obtained by data users. Therefore, data

users could obtain estimates of E(Yj) and E(Y 2
j ) by y∗j =

∑n
i=1 y

∗
ij

n and y∗2j =
∑n

i=1 y
∗2
ij

n respectively,

where n is the total number of record in the microdata.

Estimates of the variance of Yj and the covariance of Yj and Yk could also be obtained easily.

Nayak et al. (2011) showed that the variance of Yj , σ
2
Yj

, is

σ2
Yj

=
σ2
Y ∗
j
− µ2

Y ∗
j
σ2
Cj

1 + σ2
Cj

(1)

(recall µCj = 1) and therefore data users could use σ̂2
Yj

to estimate σ2
Yj

, where

σ̂2
Yj

= (s2y∗j − y
∗
jσ

2
Cj

)/(σ2
Cj

+ 1), (2)

where s2y∗j is the sample variance of y∗j . The covariance between Yj and Yk, cov(Yj , Yk), is the same

as cov(Y ∗j , Y
∗
k ), therefore data users could use sy∗j y∗k to estimate cov(Yj , Yk), where sy∗j y∗k is the

sample covariance between y∗j and y∗k.

The level of protection offered by multiplicative noise is frequently measured by data intruders’

uncertainty of using the perturbed value to estimate the original value (Nayak et al.,2011; Kim, 2007;

Kim and Jeong, 2008; Lin and Wise, 2012). The reason is that, as showed in Nayak et al.(2011),

for each original value yij , since E(Y ∗ij |Yij = yij) = yij , therefore Y ∗ij is an unbiased estimator of
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yij given that Yij = yij . This is a common assumption used in the literature. However, since data

providers also release the variances of noise generating variables used to mask sensitive attributes

during the masking process, this assumption may not adequately reflect all potential risks of value

disclosure. The reason is that, data intruders could use the knowledge of the noise variance to

obtain the correlation-attack estimates, which we will introduce in the next section.

3 The Correlation-attack strategy

In this section, we introduce the correlation-attack strategy which could be used by data intruders

to obtain estimates of original values. The correlation-attack only requires the noise multiplied

values of an attribute, and the variance of the noise used to mask the attribute. Therefore, the

correlation-attack is based on univariate data only.

Suppose the original data of the j-th attribute j is yj = (y1j , y2j , · · · , ynj), the corresponding

noise multiplied data of is y∗j = (y∗1j , y
∗
2j , · · · , y∗nj). The noise generating variable used for masking

yj is Cj , with mean 1 and variance σCj
. Data providers release y∗j and σ2

Cj
to the public.

The correlation-attack follows from the idea that, if the sample correlation ryjy∗j is high, which

indicates a strong linear relationship between yj and y∗j , then a linear regression model may ad-

equately explains the relationship between the two sets of data, even though theoretically the

relationship is not linear.

Now we model data intruders’ behaviour of conducting the correlation-attack. Recall that since

the original data yj is not public, it is impossible for data intruders to obtain sample correlation co-

efficient ryjy∗j . However, it could be reasonably estimated if sample size n is large. When n is large,

ryjy∗j should be very close to ρYjY ∗
j

, the population correlation coefficient between the two underly-

ing random variables Yj and Y ∗j , where Y ∗j = YjCj . The theoretical correlation coefficient is given as

ρYjY ∗
j

=
Cov(Y ∗j , Yj)√
V ar(Y ∗j )V ar(Yj)

=

√√√√ σ2
Yj

σ2
Yj

(σ2
Cj

+ 1) + µ2
Yj
σ2
Cj

(3)

where µYj = E(Yj), σ
2
Yj

= V ar(Yj) and σ2
Cj

= V ar(Cj).

For data intruders, although ρYjY ∗
j

is also not known, data intruders could use existing informa-

tion to estimate this value. The reason is, data intruders could obtain estimates of µYj and σ2
Yj

by

analysing the noise multiplied data, and the value of σ2
Cj

is available as this information is directly

released by the data provider. As introduced in Section 2, data intruders could use y∗j =
∑n

i=1 y
∗
ij

n
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to estimate µYj , and use Equation (2) to obtain σ̂2
Yj

to estimate σ2
Yj

. Consequently, data intruders

could obtain r̃yjy∗j to estimate ρYjY ∗
j

, which is

r̃yjy∗j =

√√√√ σ̂2
Yj

σ̂2
Yj

(σ2
Cj

+ 1) + y∗j
2
σ2
Cj

(4)

When n is large, the estimates y∗j and σ̂2
Yj

should be very close to the theoretical values, there-

fore r̃yjy∗j should be very close to ρYjY ∗
j

. Recall that the sample correlation ryjy∗j should also be

very close to ρYjY ∗
j

for large n. Therefore, data intruders could use r̃yjy∗j to estimate ryjy∗j .

Theoretically, if both the original data yj and noise multiplied data y∗j are available and a linear

regression model is built, the linear regression model should have the following form:

ŷij = α̂+ β̂y∗ij ,

where ŷij is the predicted value of yij given y∗ij , β̂ = r2yjy∗j , α̂ = yj − y∗j β̂. Since in practice yj is

not known to data intruders, the exact values of β̂ and α̂ are not known. However, for large n,

as ryjy∗j could be reasonably estimated by r̃yjy∗j , and yj could be reasonably estimated by y∗j , data

intruders could obtain estimates of β̂ and α̂ by replacing the unknown terms with the corresponding

estimates. Denote the estimates as β̃ and α̃, then data intruders could obtain an estimated value

of ŷij , which is given as

ỹij = α̃+ β̃y∗ij = (1− r̃2yjy∗j )y∗j + r̃2yjy∗j y
∗
ij .

Therefore, data intruders may use ỹij to estimate the original value yij . This estimate should be

more accurate if the sample correlation between yj and y∗j is larger. Recall that, in the literature,

it has been shown that the perturbed observation y∗ij could also be used to estimate the original

value yij . Therefore, data providers should compare these two estimates and find out under which

condition is one estimate more accurate than the other. Data providers need to beware of the

behaviour of both estimates and take corresponding precautions during masking stage. In next

section, we compare these two estimates by comparing the two underlying estimators and discuss

the accuracy of the correlation-attack estimator.

4 Accuracy of Ỹij and comparison between Y ∗ij and Ỹij

In this section we base our discussion from the data providers point of view. For the data provider,

the positive original data yj = (y1j , y2j , · · · , ynj) is given, and the data provider needs to se-

lect a positive noise generating variable Cj to mask yj to produce the noise multiplied data

y∗j = (y∗1j , y
∗
2j , · · · , y∗nj) = (y1jc1j , y2jc2j , · · · , ynjcnj). The original sample mean of yj is denoted as
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yj and original sample variance is denoted as s2yj .

It is frequently assumed that, data intruders use the noise multiplied observation y∗ij to estimate

the original value of yij (Muralidhar et al., 1995; Nayak et al.,2011; Lin and Wise., 2012). The

reason is that, for a given unmasked observation yij , the perturbed random variable Y ∗ij = yijCij is

an unbiased estimator of yij . The disclosure risk assessments currently proposed in the literature

are measured against the unbiased estimator.

From last section, we introduced the correlation-attack estimate ỹij to estimate yij , and its

underlying random variable Ỹij is another estimator of yij . It is important for data providers to

understand the behaviour of both estimators and design disclosure risk measures accordingly. In

this section, we will firstly discuss the accuracy of the estimator Ỹij . Secondly, we compare the

performances of the two estimators Y ∗ij and Ỹij and then draw some general conclusions.

The mathematically expression of Ỹij cannot be easily find without making assumptions. By

noting that for large-sized data, r̃2yjy∗j ≈ ρYjY ∗
j

and y∗j ≈ yj , the expression of Ỹij is reduced to

Ỹij = (1− ρ2YjY ∗
j

)yj + ρ2YjY ∗
j
yijCij .

The expression of Ỹij only make sense for large-sized samples where valid inferences of ρYjY ∗
j

and yj could be drawn. The simplified expression of Ỹij greatly simplifies our discussion in this

section. For data providers, it is important to know the behaviour of the two estimators Y ∗ij and

Ỹij and to understand how to reduce the disclosure risks against the two estimators.

First of all, we calculate the Mean Square Errors (MSE) of the two estimators. For the data

provider, the original data yj is available. Therefore, the MSE of the unbiased estimator Y ∗ij to

estimate yij is given as:

MSE(Y ∗ij |yij) = E(Cjyij − yij)2 = y2ijE(Cj − 1)2 = y2ijσ
2
Cj
.

The MSE of the correlation-attack estimator Ỹi is given as:

MSE(Ỹij |yij) = E[(1− ρ2YjY ∗
j

)yj + ρ2YjY ∗
j
Cjyij − yij ]2 = (1− ρ2YjY ∗

j
)2(yj − yij)2 + ρ4YjY ∗

j
y2ijσ

2
Cj
.

The MSEs of both estimators show that they become less accurate in general as the variance of

noise σ2
Cj

increase. It is straightforward to see it in Y ∗ij , but it is not straightforward to see it in Ỹij .

To show this, we note that from Equation (3), σ2
Cj

=
1−ρ2YjY

∗
j

ρ2
YjY

∗
j
(1+µ2

Yj
/σ2

Yj
)
. Note that data providers
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may never know the value of µYj and σ2
Yj

but data providers always know yj and s2yj . Therefore,

by replacing µYj and σ2
Yj

by yj and s2yj , we have

MSE(Ỹij |yij) = (k1 − k2)ρ4YjY ∗
j

+ (k2 − 2k1)ρ2YjY ∗
j

+ k1,

where k1 = (yj − yij)2, k2 =
y2ij
1+h , h = yj

2/s2yj . So the MSE is a parabola in terms of ρ2YjY ∗
j

. The

parabola is monotone in [0, 1] with MSE(Ỹij |yij) = k1 when ρ2YjY ∗
j

= 0, and MSE(Ỹij |yij) = 0

when ρ2YjY ∗
j

= 1 in most cases, with the exception when k2 > 2k1 (under this condition the sym-

metric axis of MSE(Ỹij |yij) is within [0,1]). In that case it means when yij ∈ (
2yj(1+h)−yj

√
2(1+h)

1+2h ,

2yj(1+h)+yj
√

2(1+h)

1+2h ), the MSE of Ỹij will increase slightly from k1 as ρ2YjY ∗
j

increases from 0 but will

eventually decreases to 0 as ρ2YjY ∗
j

goes to 1. Therefore, generally speaking, by controlling ρ2YjY ∗
j

to

be small through choosing a large variance of noise σ2
Cj

, data providers could reduce the disclosure

risk of the correlation-attack estimator for most of original values.

An estimator predicts the unknown value better if it yields a smaller MSE. For data

intruders, the original value yij is unknown. To predict the value of yij , logical data intruders

should use the estimator which has a smaller MSE for prediction. To compare which estimator

predicts yij better, we set MSE(Ỹij |yij)−MSE(Y ∗ij |yij) < 0, and we wish to find out which values

of yij are more vulnerable to the correlation-attack. After solving the inequality, we let

a =
s2yj − syj

√
s2yj + yj

2

yj
2 ,

b =
s2yj + syj

√
s2yj + yj

2

yj
2 ,

c =
yjρ

2
YjY ∗

j
(s2yj + yj

2)− yjsyjρYjY ∗
j

√
(1 + ρ2YjY ∗

j
)(s2yj + yj

2)

ρ2YjY ∗
j
yj

2 − s2yj

d =
yjρ

2
YjY ∗

j
(s2yj + yj

2) + yjsyjρYjY ∗
j

√
(1 + ρ2YjY ∗

j
)(s2yj + yj

2)

ρ2YjY ∗
j
yj

2 − s2yj
,

e = min(c, d) and f = max(c, d), then we have the following lemma which works for all large-sized

positive continuous original data:

Lemma 1: For any large-sized positive continuous original data yj = (y1j , y2j , · · · , ynj) and

noise generating variable Cj, when ρYjY ∗
j
< a or ρYjY ∗

j
> b, yij is more vulnerable to Ỹij when

yij ∈ (e, f); when ρYjY ∗
j
∈ (a, b), yij is more vulnerable to Ỹij when yij < e or yij > f ; when ρYjY ∗

j
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equals a or b, yij is more vulnerable to Ỹij when yij > yj/2.

The above result means that, the correlation-attack estimator Ỹij could be more accurate for

certain original values, and therefore may yield a higher disclosure risk than the unbiased estima-

tor Y ∗ij for those values. Therefore, for those original values, instead of measuring disclosure risk

comes from the unbiased estimator, data providers should also measure disclosure risk against the

correlation-attack estimator. When data providers calculate the values of a,b,c and d, ρ2YjY ∗
j

is not

known as the Yj is not known. But it could be reasonably estimated by replacing µYj
by ȳj and

σ2
Yj

by s2yj into Equation (3).

Therefore, when selecting an appropriate noise generating variable during masking stage, it is

important for data providers to evaluate potential value disclosure risk against the correlation-attack

estimator. For noise multiplication masking method, the selection of noise generating variables plays

an important role in balancing utility loss-disclosure risk tradeoffs. In the next section, we introduce

the utility loss measure and disclosure risk measure under the context of this paper.

5 Data utility and disclosure risk assessment

For noise multiplication masking method, an important job for the data provider to do is to decide

an appropriate noise generating variable to be used to generate noise multiplied data. To do this,

the data provider needs to assess the resulted utility loss-disclosure risk tradeoffs of each potential

noise candidate if it were used to mask the original data. Formal definitions of data utility loss and

disclosure risk are needed in order for data providers to assess the quality of each noise candidate. In

this section we introduce the definition of data utility loss and disclosure risk used in this paper.

Recall that we only assume that data providers seek to preserve the analytical validity of the

first two moments estimates in the noise multiplied data. As the correlation-attack is only con-

ducted on univariate data, we define data utility losses in terms of the first two moments estimates

of one-dimensional original data.

Different utility loss measures were proposed in Domingo-Ferrer and Torra (2001) and Duncan

et al., (2001; 2004). The measures proposed in Domingo-Ferrer and Torra are calculated based on

the distances between perturbed estimates and unperturbed estimates, and the utility loss measures

proposed in Duncan et al. are calculated based on data user’s mean squared error in estimating the

population parameters. In this paper, we adopt the utility measure used in Duncan et al., (2001;

2004), as they can be evaluated mathematically without simulations. That is, we define data utility

loss to be data user’s mean squared error in estimating the population parameters.
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Suppose the original observations of the j-th attribute is yj = (y1j , y2j , · · · , ynj), which are

positive. A positive noise generating variable Cj with mean 1 and variance σ2
Cj

is used to mask

yj , and the noise multiplied variable is given as Y ∗j = (y1jC1j , y2jC2j , · · · , ynjCnj), Cij are i.i.d

with the same probability distribution of Cj for i = 1, 2, · · · , n. Suppose that the original data

{yij}ni=1 are independently drawn from the original random variable Yj , then to infer the first two

moments of Yj , data users use the estimations based on noise multiplied variable. Specifically, data

users use µY ∗
j |yj =

∑n
i=1 yijCij

n to unbiasedly estimate the first population moment of Yj , and use

µY ∗2
j |yj =

∑n
i=1 y

2
ijC

2
ij

n(σ2
Cj

+1)
to unbiasedly estimate the second population moment of Yj (Nayak et al.,

2011). Therefore, the utility losses of first two moments estimations due to multiplicative noises are:

UL1 = V ar(µY ∗
j |yj ) =

σ2
Cj

∑n
i=1 y

2
ij

n2

and

UL2 = V ar(µY ∗2
j |yj ) =

[E(C4
j )− (σ2

Cj
+ 1)2]

∑n
i=1 y

4
ij

n2(σ2
Cj

+ 1)2

The definitions showed that, the noise generating variable Cj yields a higher data utility loss

UL1 if σ2
Cj

is larger and a higher data utility loss UL2 if E(C4) − (σ2
Cj

+ 1)2 is larger. When

selecting the best noise candidate in terms of utility preservation among a set of noise candidates

with the same variances (so that UL1 are the same), the one with the lowest fourth moment yields

the lowest UL2 and therefore the lowest overall utility loss.

In this paper, disclosure risk is defined in terms of “value disclosure” (Li and Sarkar, 2013), or

predictive disclosure (Nayak et al., 2011). Mathematically, we define “disclosure” in the following

way, which is also used in Lin and Wise (2012) and Klein et al. (2014):

Suppose the original observation yij is masked by a multiplicative noise. Based on available

information, a data intruder has his own strategy to estimate the value of yij , and denote the

estimate of yij as ỹij . Since the original data is continuous, it is almost impossible for the data

intruder to infer the exact value of yij by ỹij . However, to classify the ỹij as a good estimate of yij ,

it is sufficient for ỹij to be reasonably close to yij . Disclosure of yij occurs if the data intruder has

decided to use ỹij to estimate yij , and | ỹij−yijyij
| < δ, where δ is the acceptance rule as defined in

Lin and Wise (2012) and is a small number. For instance, for a positive observation yij , if we set

δ = 0.05, we say that ỹij discloses the value of yij if 0.95yij < ỹij < 1.05yij .

The definition of disclosure is frequently used in the literature under other data perturbation
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context. For instance, it is used for measuring disclosure risk of compromising individual business

values in a Remote System (Chipperfield et al., 2017; Ma et al., 2016).

Various disclosure risk measures have been introduced. For instance, Nayak et al. (2011) intro-

duced a confidence interval measure to quantify disclosure risks. Specifically, let Zij = yijCij with

yij > 0. Then, for a given α, let [a1, b1] be the shortest interval satisfying P (a1 < Cij < b1) = 1−α.

So the 100(1−α) confidence interval of yij based on y∗ij is (y∗ij/b1, y
∗
ij/a1), which is used to measure

the disclosure risk of yij . A similar measure is used in Agrawal and Srikant (2000) under the context

of noise addition masking method.

Another measure proposed in Lin and Wise (2012) takes into account the entire distribution of

the noise generating variable and measures value disclosure risk by the probability that yij being

disclosed by Y ∗ij , which is given by

RLW (yij , δ|Y ∗j ) = P (|
Y ∗ij − yij
yij

| < δ) = P (|Cj − 1| < δ) (5)

The disclosure risk measure evaluates the probability of an observation being disclosed by its

noise multiplied counterpart, which is determined by the noise generating variable Cj . In the lit-

erature, many noise candidates have been proposed and used in practice to reduce the disclosure

risk of noise multiplied data, such as truncated triangular distributed noise candidates (Kim, 2007;

Kim and Jeong, 2008). The disclosure risk measure RLW provides a mathematical reason of why

the proposed noise candidates are better to use, as RLW is very low if these noise candidates are

used during masking stage. It is not so straight-forward to see if the confidence interval measure

introduced above is used.

The disclosure risk measure RLW assumes that the unbiased estimator Y ∗ij is used by data

intruders to estimate the original value yij . However, this disclosure risk measure could easily be

modified to measure disclosure risks from other estimators. For instance, it is used in Klein et al.

(2014) to measure disclosure risk, with the unbiased estimator Y ∗ij being replaced by a generalised

linear regression estimator which could be computed under the context of their paper. In this

paper, as we introduced the correlation-attack estimator Ỹij to estimate yij , we therefore propose

the following disclosure risk measure Rρ(yij , δ|Y ∗j ) to evaluate the disclosure risk of each original

value yij being disclosed by the corresponding correlation-attack estimator Ỹij . That is:

Rρ(yij , δ|Y ∗j ) = P (| Ỹij − yij
yij

| < δ). (6)

To calculate the disclosure risk Rρ requires extensive simulation. It makes data providers uneasy
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to assess the disclosure risk against the correlation-attack estimator for a noise candidate Cj . How-

ever, we could avoid using extensive simulation by defining an alternative disclosure risk measure

Rcor. Recall that in Section 4, for large sample size, we could let that Ỹij = (1−ρ2YjY ∗
j

)ȳj+ρ2YjY ∗
j
Y ∗ij ,

so only randomness in Ỹij is Cj . Therefore we could define the disclosure risk measure Rcor as fol-

lowing:

Rcor(yij , δ|Y ∗j ) = P (
[−δ + 1]yij − k

ρ2YjY ∗
j
yij

< Cj <
[δ + 1]yij − k
ρ2YjY ∗

j
yij

), (7)

where k = (1− ρ2YjY ∗
j

)Ȳj .

Normally speaking, data providers only know the original data without knowing the underly-

ing original variable Yj , so that ρ2YjY ∗
j

is not known. In this case, data providers could obtain

an estimate of ρ2YjY ∗
j

by replacing corresponding original sample estimates of Yj into Equation

(3), so that data providers could use Equation (7) to evaluate the disclosure risk of any original

observation yij being disclosed by the correlation-attack estimator without relying on simulations.

A low Rρ(yij , δ|Y ∗j ) value sufficiently guarantees that yij is protected against the correlation-attack.

To simplify the notation, hereafter, we use notation RLW (yij , δ) and Rρ(yij , δ) instead of

RWL(yij , δ|Y ∗j ) and Rρ(yij , δ|Y ∗j ).

In the literature, identity disclosure occurs if data intruders successfully identify a record through

quasi-identifiers (see introduction in Li and Sarkar, 2013), or through record-linkage technique (Kim

and Winkler, 1994). Given noise multiplied microdata, we may not know which records could be

identified by data intruders. In this paper, we conservatively assume that all records are vulnerable

to identity disclosure. Therefore, we aim to guarantee that, noise multiplied values could not be

unmasked by data intruders, so that successfully identifying a record gives data intruders no benefit

of learning private information of individuals. Based on our discussion in Section 4, we propose

that data providers to use a disclosure risk measure R(yij , δ) to measure the disclosure risk of yij ,

where

R(yij , δ) =

RLW (yij , δ), if MSE(Y ∗ij |yij) < MSE(Ỹij |yij),

Rcor(yij , δ), if MSE(Y ∗ij |yij) ≥MSE(Ỹij |yij).

When R(yij , δ) is used for noise candidate selection, data providers may look at aggregated

values to understand the overall disclosure risk of using each noise candidate. For instance, data

providers could look at the average value R(yij , δ) =
∑n

i=1 R(yij ,δ)

n to understand the overall disclo-
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sure risk, and make comparisons regarding the level of protections among different noise candidates.

For illustration purpose of this paper, we propose that yij is sufficiently perturbed if R(yij , δ)

is no greater than pthr, where pthr is a pre-specified threshold risk value determined by data

providers. If we aim to protect all observations, it is sufficient to guarantee that max{R(yij , δ), i =

1, 2, · · · , n} < pthr. Therefore, we define the criteria of disclosure risk assessment for noise candi-

dates selection in the following way:

For a noise candidate, if it guarantees that max{R(yij , δ), i = 1, 2, · · · , n} < pthr, then we say it

offers an acceptable level of protection to the original data. Otherwise we say it could not adequately

protect the original data.

We will use this criteria for noise generating variable selections in our simulation. We will also

use R-U map (Duncan et al. 2001; 2004) to help us with the decision-makings.

6 Attacker’s motivation to carry out correlation-attack

In this section we mention two potential motivations due to which data intruders may want to use

the correlation-attack estimator to estimate the value of an original observation.

The first motivation is that, when data intruders have strong belief that the original data is

masked by noises which follow a set of specific distributions. It is proposed in the literature that

noise generating random variables following a few specific distributions provide better protections

against the unbiased estimator to the original values. These distributions include truncated tri-

angular distribution (Kim, 2007; Kim and Jeong, 2008), trapezoidal distributions (Kim, 2007),

bi-modal normal distributions (Lin and Wise, 2012) and mixtures of uniform distributions (Klein

et al., 2014). The truncated triangular distribution is also used by the U.S. Bureau of the Census

for masking the Commodity Flow Survey data (Kim and Jeong, 2008).

The reason for proposing these distributions is that, noise terms following these distributions

are unlikely to take values around 1, therefore most of original values are perturbed by a reason-

able amount. It can be shown that (as we will show in Simulation 1), a noise generating random

variable following one of these distributions has a very low disclosure risk if it is measured by RLW .

However, these distributions are proposed by assuming that data intruders estimate the original

values using the perturbed values. When the correlation between the original data and the noise

multiplied data is reasonably high and correlation-attack is used, there is no guarantee that the

disclosure risk measured by Rρ is also low. This point will be shown in Simulation 1.

14



Another motivation is that, even though data intruders only observe the noise multiplied value,

data intruders could still know which original values are more vulnerable to the correlation-attack

estimator, as the values of a,b,c and d defined in Lemma 1 of Section 4 could be reasonably esti-

mated by data intruders using noise multiplied data. Even though data intruders may not know for

sure whether the original value of a targeted noise multiplied data entry is more vulnerable to any

particular estimator, the noise multiplied value itself may convey a strong information regarding

whether any particular estimate should be used. This point is very evident in Simulation 2 in the

next section. In the simulation, the original values range from 1 to 768742. If a noise candidate

with variance 31/300 is used for data masking, it means that original values over 26317.6 are more

vulnerable to the correlation-attack estimator. This information could be reasonably estimated by

data intruders. The consequence is that, if a masked value is significantly greater than 26317.6, say

200000, it is very unlikely that the corresponding original value is less than 26317.6. Therefore, it

is very likely that data intruders use the correlation-attack estimator to unmask this value, which

is also very likely to be the wise and correct choice.

In fact, if a symmetric positive noise generating variable Cj , with mean 1, is used to generate

noise multiplied data, which is often the case assumed in the literature, the range of Cj will be a

subset of [0, 2] and

E(
1

Cj
) = lim

ε→0

∫ 2−ε

ε

1

cj
fCj (cj)dcj = lim

ε→0

∫ 1

ε

(
1

cj
+

1

2− cj
)fCj (cj)dcj

≥ 2

∫ 1

ε

fCj
(cj)dcj ≥ 1.

Thus, data intruders could have a rough idea about the expected value of the original observation yij

based on its perturbed value y∗ij . This is because E(Yij |Y ∗ij = y∗ij) = y∗ijE( 1
Cj

) ≥ y∗ij . If the expected

original value belongs to the interval where the correlation-attack estimator is more effective, then

it is incentive for data intruders to carry out correlation-attack to unmask the value, especially if

the estimated correlation coefficient r̃Y Y ∗ is also very strong. The disclosure risk measure R(yij , δ)

could efficiently help data providers to protect the original data against rational data intruders.

7 Simulations

In this section we present two simulations. The first simulation aims to show that, the correlation-

attack could still lead to serious value disclosure risk even though RLW is controlled to be 0.

Moreover, we aim to show how different correlation coefficients between the original random vari-
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able Yj and the noise multiplied random variable Y ∗j lead to different levels of disclosure risks, which

are measured by Rcor. Finally we want to show that Rcor is very close to Rρ for large sized data.

The second simulation aims to show how could data providers choose the best noise candidate

among various noise candidates by using our proposed disclosure risk measure in a R-U map (Dun-

can et al., 2001; 2004). By fixing the variance of noise candidates, we use a R-U map to identify

the best noise candidate which satisfies that the overall disclosure risk is controlled with the lowest

utility loss. In both simulations, all the data are one-dimensional, therefore we denote the original

data as y = (y1, y2, · · · yn) without the subscript j indicating the j-th attribute values.

7.1 Simulation 1

In this simulation we aim to show three things: the first one is, even though RLW could be eas-

ily controlled by choosing an appropriate noise generating variable, the disclosure risk from the

correlation-attack may still be significant; the second one is, we aim to show how accurate it is of

using r̃yy∗ to estimate ρY Y ∗ and using Rcor to estimate Rρ; the third one is, we aim to show that,

if several noise candidates have the same type of distribution (all normal, all uniform, etc), the

noise candidate with a higher variance offers a better protection to the original data against the

correlation-attack estimator.

Suppose one dimensional data contains 1000 observations, denoted as y = (y1, y2, · · · y1000). The

records are independently drawn from Y ∼ U(100, 200). We consider the following four mixture of

uniforms noise generating variables to mask the data:

C1: I1U1,1 + (1− I1)U1,2, C2: I2U2,1 + (1− I2)U2,2,

C3: I3U3,1 + (1− I3)U3,2, C4: I4U4,1 + (1− I4)U4,2,

where {Ii}4i=1 are independent Bernoulli random variables taking 0 and 1 with equal probability;

U1,1 ∼ U(0.8, 0.9), U1,2 ∼ U(1.1, 1.2); U2,1 ∼ U(0.7, 0.9), U2,2 ∼ U(1.1, 1.3); U3,1 ∼ U(0.6, 0.9),

U3,2 ∼ U(1.1, 1.4); U4,1 ∼ U(0.5, 0.9), U4,2 ∼ U(1.1, 1.5). The noise candidates C1 and C4 are used

in Klein et al. (2014) for generating noise multiplied data.

We assume the acceptance rule δ = 0.1. It can be easily shown that, all four noise generating

variables have RLW = 0 for all the original values. If Rρ is not used to assess the potential value

disclosure risks against the correlation-attack, then data providers may have an impression that all
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the noise generating variables provide strong protections to the original data.

Now we measure disclosure risks of using the proposed noise candidates to mask the original

data y using Rρ and Rcor. Recall that, calculating Rρ(yi, 0.1) requires extensive simulation, while

calculating Rcor(yi, 0.1) is fairly easy if the density function of the noise generating variable is

known. For large-sized data, we propose that data providers to use Rcor to calculate the disclosure

risk against correlation-attack as Rcor should be fairly close to Rρ. In this simulation, as sample-size

of y is fairly large, we aim to show that Rρ and Rcor produce similar results.

To calculate Rρ, we rely on software “R” to simulate the masking and then correlation-attack

process 5000 times for each noise candidate. For instance, when calculating Rρ of using C1 as the

noise generating variable to mask y, in each iteration we randomly simulate 1000 noises from C1 and

multiply them to y to produce the noise multiplied data y∗. Then, we perform the correlation-attack

process introduced in Section 3. Through the process, we obtain r̃yy∗ , the estimated population

correlation coefficient between Y and Y ∗, and we also obtain 1000 correlation-attack estimates of

the original values. Then, we create a binary vector of size 1000 indicating whether an original value

is disclosed by the corresponding correlation-attack estimate. For instance, if the correlation-attack

estimate ỹi discloses the value of yi, i.e. 0.9yi < ỹi < 1.1yi, then we put 1 in the i-th entry of the

binary vector indicating that yi is disclosed by the correlation-attack estimate. If ỹi did not disclose

the value of yi, we put 0 in the i-th place of the binary vector. After 5000 iterations, we combine all

5000 binary vectors to estimate Rρ(yi, 0.1) for i = 1, 2, · · · , 1000. To compute Rρ(yi, 0.1), we count

the number of iterations in which the value of yi is disclosed by the correlation-attack estimate

by looking at the binary vectors. If yi is disclosed in N iterations, then we divide N by 5000 to

estimate Rρ(yi, 0.1). Moreover, as we have also obtained the r̃yy∗ in each iteration (in total we have

5000 of them), we compute the average and the standard deviation of the 5000 items, denoted as

̂̃rY Y ∗ and sd(r̃yy∗). We report the summary statistics of {Rρ(yi, 0.1)}1000i=1 for each noise candidate

as well as ̂̃rY Y ∗ and sd(r̃yy∗) in Table 1.

Table 1 gives the summary statistics of {Rρ(yi, 0.1)}1000i=1 . To interpret the table, for instance,

the first quartile Q1 of {Rρ(yi, 0.1)}1000i=1 when noise generating variable is C1 is 0.496, meaning

that 75% of the original values have probabilities of more than 49.6% of being disclosed by the

corresponding correlation-attack estimates. Similarly, Q2 of {Rρ(yi, 0.1)}1000i=1 is 0.503 when noise

generating variable is C2, indicating that 50% observations have more than 50.3% probabilities of

being disclosed.

Table 1 also shows that, the value of r̃yy∗ is very consistent in each iteration (sd(r̃yy∗) is very

small) and is very close to the theoretical correlation ρY Y ∗ (shown in Table 2). Table 1 also shows
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Table 1: Summary statistics of {Rρ(yi, 0.1)}1000i=1 if y is masked by C1, C2, C3 and C4, respectively.

noise ̂̃ryy∗ sd(r̃yy∗) Min Q1 Q2 mean Q3 Max
C1 0.768 0.0085 0.0864 0.496 0.504 0.531 0.583 0.709
C2 0.661 0.0139 0 0.492 0.503 0.477 0.574 0.663
C3 0.570 0.0181 0 0.383 0.498 0.447 0.584 0.713
C4 0.496 0.0216 0 0.252 0.494 0.422 0.591 0.785

Table 2: Summary statistics of {Rcor(yi, 0.1)}1000i=1 if y is masked by C1, C2, C3 and C4, respectively.

noise ρY Y ∗ Min Q1 Q2 mean Q3 Max
C1 0.778 0.241 0.500 0.500 0.529 0.571 0.652
C2 0.672 0 0.500 0.500 0.476 0.567 0.608
C3 0.581 0 0.381 0.500 0.443 0.572 0.655
C4 0.507 0 0.250 0.500 0.415 0.579 0.723

a clear trend between ρY Y ∗ and the mean of {Rρ(yi, 0.1)}1000i=1 . If ρY Y ∗ is high, then the mean of

{Rρ(yi, 0.1)}1000i=1 shows that overall disclosure risk is also high in general. That means, if the dis-

tributions of noise candidates are the same, the noise candidate with a large variance

offers a better protection against the correlation-attack, which has also been showed

in our discussion about the MSE of the correlation-attack estimator in Section 4.

We also computed the results of ρY Y ∗ and summary statistics of {Rcor(yi, 0.1)}1000i=1 in Ta-

ble 2. The aim is to show how close the results of r̃yy∗ and {Rρ(yi, 0.1)}1000i=1 are to ρY Y ∗ and

{Rcor(yi, 0.1)}1000i=1 . Recall that calculating {Rcor(yi, 0.1)}1000i=1 does not rely on simulation and

therefore we propose that data providers to compute {Rcor(yi, 0.1)}1000i=1 instead of {Rρ(yi, 0.1)}1000i=1

when assessing the disclosure risk of a noise candidate.

Overall, Simulation 1 shows that, the disclosure risk measure Rρ captures serious value disclosure

risk, even when RLW = 0. Therefore, it is important for data providers to evaluate disclosure risk

using Rρ as well during noise candidate selection. We also showed that, data providers could

reduce the disclosure risk by choosing a noise candidate with a larger variance. Finally, we showed

that data providers could use the disclosure risk measure Rcor to assess the disclosure risk against

correlation-attack as it is easier to calculate than Rρ.
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8 Simulation 2

In this section we will show how could data providers select an appropriate noise generating variable

using the disclosure risk measure R(yi, δ) we proposed in Section 4 in a R-U map.

Even though the primary concern for data providers is to control the disclosure risk, data

providers cannot choose a noise generating variable with a too large variance, as doing so may

significantly reduce the analytical validity of the noise multiplied data. Moreover, if unbounded

noise generating variable is used, such as normally distributed noise, then a too large noise variance

may result in negative noise terms (Sinha et al., 2011) which may violate the positivity nature of

an attribute. Therefore, data providers need to carefully select the noise generating variable which

satisfies the overall disclosure risk requirement, while maintains as high data utility as possible.

The disclosure risk measure R(yi, δ) could help data providers to assess the overall disclosure risk of

any noise candidate, and the utility loss measures introduced in Section 5 could help data providers

to decide the noise candidate which maintains a better analytical validity among a set of noise

candidates.

We use the public use data from the 2000 Current Population Survey (CPS) March supplement

(available from http://www.census.gov/cps/). The data set is also used in Klein et al. (2014). The

entire data set contains household, family, and individual records. In this paper, we only consider

the one-dimensional attribute household income, and we consider all positive household income

values as the original data (Recall that data entries with value 0 cannot be protected by multi-

plicative noises and therefore we do not consider 0 incomes). The data provider needs to select an

appropriate noise candidate among a set of noise candidates with the aid of a R-U map. The data

provider only seeks to preserve the first two moments estimations in the noise multiplied variable.

The original data contains 50661 positive observations ranging from 1 to 768742, with mean

53007 and variance 2411407246. The data is skewed to the right. In the following we define the

data as y = (y1, y2, · · · , y50661). The histogram of the data is given in Figure 1.

In Klein et al. (2014), four mixture of uniforms noise candidates were proposed. As a side note,

the potential disclosure risk from the correlation-attack was not considered in their paper. The

disclosure risk they considered in the paper was from the fact that data intruders could obtain a

generalised linear regression model from noise multiplied data set using their proposed method, and

the fitted values obtained from the regression line were considered as estimates of original house-

hold income values. Our simulation showed that the correlation-attack could be carried out in the

context of their paper and we showed that the disclosure risk from the correlation-attack tends to
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Figure 1: Histogram of income data.

be higher than the disclosure risk came from the fitted values. However, the context we consider

in Simulation 2 is different from the context considered in their paper, so we do not present the

results in the paper.

For illustration purposes, in this section we consider noise candidate C4 (used in Simulation 1) as

the benchmark noise generating variable. We also consider the following noise candidates which have

the same variances as C4. The noise candidates are: C5 ∼ U(1− 0.5
√

93/75, 1 + 0.5
√

93/75); C6 ∼
N(1, 31/300); C7 ∼ I5N1 + (1 − I5)N2, where P (I5 = 0) = P (I5 = 1) = 0.5, N1 ∼ N(0.7, 4/300)

and N2 ∼ N(1.3, 4/300); C8 ∼ I6T1 +(1−I6)T2, where P (I6 = 0) = P (I6 = 1) = 0.5, T1 and T2 are

triangular random variables with three parameters (1.1 −
√

9.6
4 , 0.9, 0.9) and (1.1, 1.1, 0.9 +

√
9.6
4 )

respectively.

The distributions of these noise generating variables have been used in the literature for pro-

ducing noise multiplied data. For instance, C6 follows a normal distribution, which was considered

in Sinha et al., (2011). C7 follows a bi-modal normal distribution, which was proposed in Lin and

Wise (2012) and C8 follows a truncated triangular distribution which was proposed in Kim (2007).

Now we assume the role of the data provider and we aim to find an appropriate noise candidate

to use during masking process. As the noise candidates have the same variances, initial analysis
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shows that, these noise candidates will result in roughly 0.903 correlation coefficients between the

original data and the noise multiplied data. Furthermore, using these noise candidates, the values of

a, b, c and d defined in Lemma 1 in Section 4 are -0.405, 2.121, 26317.6 and -3749526, respectively,

meaning that original values greater than 26317.6 are more vulnerable to the correlation-attack

estimator. Recall that in Section 5, we propose to use R(yi, 0.1) to measure disclosure risk of yi. In

this application, we have R(yi, 0.1) = RLW (yi, 0.1) for yi < 26317.6 and R(yi, 0.1) = Rcor(yi, 0.1)

for yi ≥ 26317.6. As we assume that all records are vulnerable to identity disclosure, we need to

guarantee that max{R(yi, δ), i = 1, 2, · · · , n} < pthr. We let pthr = 0.3 for illustration purposes, so

that a noise generating variable is satisfactory in terms of disclosure risk control if it guarantees that

the probability of any observation being disclosed is less than 0.3 if the noise generating variable

was used to mask y.

The fact that all the noise candidates have the same variances means that they all result in the

same amount of UL1 (see Section 5). Therefore, a noise candidate with the lowest fourth moment

has the lowest UL2 (see Section 5) and hence the highest data utility preservation in terms of first

two moment estimations. Using a R-U map, we would be able to find out the noise candidate which

satisfies the requirement of disclosure risk while preserves the most data utility.

The disclosure risk plots of {R(yi, 0.1)}50661i=1 for all five noise generating variables are given in

Figure 2. The vertical line of each plot corresponds to the horizontal value 26317.6, meaning that

the disclosure risk plot on the left of the line was created by RLW and the disclosure risk plot on

the right of the line was created by Rcor. We can see that, except a few data points in the case

of C6, the disclosure risks measured by Rcor for data values greater than 26317.6 are larger than

that measured by RLW , meaning that the correlation-attack estimator is more accurate in terms

of estimating original values greater than 26317.6. It coincides with our conclusion in Section 4.

Figure 2 also showed how different noise candidates protect original values differently. For in-

stance, C5 offers uniform protections against both the unbiased estimator and the correlation-attack

estimator. C6 offers the worst protection against the unbiased estimator but it protects some very

large original values against the correlation-attack estimator reasonably well (the larger the original

value, the lower the disclosure risk). In practice, data providers could choose the noise candidate

which meets their needs. For instance, if extremely large original values are more vulnerable to

identity disclosure, then data providers may choose C6 to protect the original data as it may offer

a good protection to extreme values.

The result of R-U map is shown in Figure 3. The noise candidate satisfying the requirement

of disclosure risk control with the lowest UL2 value is the ideal noise candidate under our context.
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(a) disclosure risk plot for C4. (b) disclosure risk plot for C5. (c) disclosure risk plot for C6.

(d) disclosure risk plot for C7. (e) disclosure risk plot for C8.

Figure 2: Disclosure risk plots for different noise candidates.

Figure 3 shows that, noise candidates C4 and C7 cannot guarantee the requirement of disclosure

risk that the disclosure risks of all original values are controlled to be below 0.30. Noise candidate

C8 offers the best overall protection but it also offers a low data utility preservation. We propose

that C5 is the best noise candidate to use during masking stage as it satisfies the requirement of

disclosure risk control while it offers the lowest utility loss.

To sum up, in this simulation we showed how could the disclosure risk measure R(yi, δ) be used

to help data providers to make decision about noise generating variable selection during masking

stage. The noise generating variable which preserves the highest data utility and satisfies the

requirement of disclosure risk control could be considered as the best noise candidate for masking

the original data.

9 Conclusion and Future work

In this paper we showed the correlation-attack estimator which could be used by data intruders

to breach noise multiplied data. The comparison between the correlation-attack estimator and the

unbiased estimator which is frequently used in the literature for estimating original values were

made and the result showed that the correlation-attack estimator results in more disclosure risks
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Figure 3: R-U plot of noise candidates.

for some original observations. Therefore, we proposed a disclosure risk measure for data providers

to evaluate value disclosure risk against the correlation-attack estimator. The proposed disclosure

risk measure could be used to help data providers with decision-makings on noise candidates selec-

tion during masking stage.

In the literature, various distributions which noise generating variables should follow have been

proposed such that the noise multiplied value is unlikely to reveal the original value. It may also

be interesting to find out the best noise distribution which significantly reduce the disclosure risk

against the correlation-attack estimator without losing too much data utility. Finding a set of noise

distributions which behave well against the correlation-attack requires further study.
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