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Acronyms and abbreviations

Name Description

AIHW Australian Institute of Health and Welfare
APCOR Australian Palliative Care Outcomes Registry
ASGS Australian Statistical Geography Standard

Cl Chief investigator

HREA Human Research Ethics Application

HREC Human Research Ethics Committee

NHMRC National Health and Medical Research Council
NSW New South Wales

PCOC Palliative Care Outcomes Collaboration
PHSREC NSW Population and Health Services Research Ethics Committee
PROMs Patient reported outcome measures

SEIFA Socio-Economic Indexes for Areas

uow University of Wollongong
Definitions

Aggregate data

The combination of related categories, usually within a common branch of
a hierarchy, to provide information at a broader level at which detailed
observations are taken.

Unit record data

Data which refers to a single event associated with an individual or an
organisation (such as an episode of care, a phase of care or a service
event). Unit record data may enable the identification of an individual or
an organisation.

Any information about an individual whose identity is apparent or can
reasonably be ascertained. It includes direct identifiers, like names, and

_Personal_ also data that could allow for identification through data-matching,
information profiling, or the use of external datasets to link information to a specific
person.’
A specific subset of personal information that is afforded a higher level of
protection due to its potential impact on an individual's privacy. It
s encompasses information or opinions regarding an individual’s racial or
_sens'tw? ethnic origin, political and religious beliefs, memberships in professional
information

or trade unions, sexual orientation, and criminal record. Additionally, the
definition includes all health and genetic information, regardless of
whether it is classified as traditional medical data.?

Health Information

Health information is a specific category of sensitive information
comprising any personal data or opinion regarding an individual’s physical
or mental health, disability, iliness, or injury. It encompasses a broad
range of clinical and administrative data, including symptoms, diagnoses,
specialist reports, test results, prescriptions, and genetic information.
Furthermore, it includes an individual's wishes regarding future health
services or organ donation, as well as any personal information, such as
billing or appointment details, collected by a health service provider in the
course of providing a service.®
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1. Background

The Palliative Care Outcomes Collaboration (PCOC) is a national program which focusses
on improving palliative care by systematically measuring patient and carer outcomes using
standardised tools. Data collected through PCOC is curated into the Australian Palliative
Care Outcomes Registry (APCOR), which provides a secure and governed pathway for
external data access. APCOR is registered on the Australian Register of Clinical Registries*
and contains personal health information, often from state health organisations. Health
information is any data or professional opinion regarding an individual’s physical or mental
health, medical history treatments or prescriptions. It may also include logistical details like
billing and future healthcare.® The PCOC data helps providers, policymakers, and families
understand care impact, by informing better clinical decisions, service planning, and funding.

APCOR holds data submitted by hospitals and palliative care services participating in
PCOC. It is important that the privacy of this information is maintained. These guidelines are
intended to protect privacy and confidentiality when considering requests to access the data
held in the registry. The primary aim of the PCOC Data Release Committee is to protect the
individual privacy when considering requests to access and use the data.

1.2 Purpose and scope

Access to the PCOC data is guided by protocols and procedures to maintain privacy and
confidentiality of individuals. Provision of data from the registry is subject to the PCOC study
protocol, which has been approved by NSW Population & Health Services Research Ethics
Committee and relevant Research Governance Offices at participating services.

The purpose of this document is to guide researchers in how to obtain and use PCOC data
through APCOR.
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2. Principles for data access and release

Every request for PCOC data is assessed against the four data access and release
principles (Table 1). All principles must be satisfied for data to be released.

Table 1: Data access and release principles and mechanisms

Data access and release principles

Data release mechanism

1. Fit for purpose

The requested data must be appropriate for the intended
purpose, with clear alignment between the characteristics
of the data requested and the proposed use. A poor fit
means that the data is unlikely to achieve the intended
purpose. APCOR will evaluate information supplied by the
applicant in the Data Request Form to determine whether
the proposed use is consistent with PCOC’s Strategic
Research Plan.?

2. Compliance with legislation and
governance

All data releases must comply with relevant privacy,
ethical, and governance requirements. This includes, but
is not limited to:
e Privacy Act 19886
e National Statement on Ethical Conduct in Human
Research’.

3. Suitable quality for use

Data must be of sufficient quality to support the intended
analysis. In assessing quality, APCOR will consider:
e accuracy and reliability
e agreed definitions, coding, and measurement
methods
e known limitations of the data, with suitable
caveats

Where limitations exist, APCOR will include explanatory
notes and restrictions to ensure users interpret findings
within appropriate bounds.

4. Suitable for release

Data will not be released in circumstances where risks to
confidentiality or sensitivity outweigh potential benefits.
Data will be withheld if:

e release may risk patient confidentiality

e release may impact service confidentiality
the request comes from entities not approved under
APCOR governance processes (e.g., commercial
insurers, media).
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2.1 The Five Safes Framework

In addition to the above principles, APCOR applies the Five Safes Framework, a set of
principles to guide assessing and managing risks associated with data sharing and release.?
This framework ensures that risks are assessed consistently across five dimensions:

1. Safe projects — Is the purpose of the project appropriate? Data use must be legal,
ethical, and demonstrate public benefit.

2. Safe people — Who will access the data? Users must have the appropriate skills,
training, and incentives to handle data responsibly.

3. Safe data — Is the data itself appropriately treated to protect privacy and
confidentiality? Data are de-identified or aggregated (e.g., age group instead of date
of birth, postcode instead of street address).

4. Safe settings — What controls are in place to protect data? Access is limited to
secure environments with both technical and physical safeguards.

5. Safe output — Are the outputs non-disclosive? All outputs are checked to minimise
the risk of re-identification (e.g., suppression of small numbers, aggregation of
results).

Once responses to each dimension are considered, they are evaluated jointly to ensure the
overall data release arrangements are appropriate and acceptable.
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3. APCOR Data

APCOR provides access to high-quality, longitudinal palliative care data. To ensure research
integrity and privacy, all applicants must understand the dataset's structure, variable types,
and mandatory data storage and security requirements.

3.1 Dataset structure and variables

The APCOR dataset is organised into three linked levels of information to ensure that
assessments are correctly associated with individual patients while maintaining efficiency.

1. Patient level: Contains static demographic information that identifies the individual.
This includes variables such as Year of Birth, Sex, Country of Birth, Indigenous
Status, and Primary Diagnosis.

2. Episode level: Defines a period of care for a patient within a specific setting (e.g.,
Inpatient Palliative Care Bed, Inpatient Consult, Community Private Residence,
Community Residential Aged Care Facility). Variables at this level include referral
source, episode start/end dates, and the mode of separation (e.g., death or
discharge).

3. Phase level: Represents a clinically meaningful period within an episode,
categorised by the patient’s clinical needs (e.g., stable, unstable, deteriorating,
terminal). Assessment variables at this level include:

o

o

o

o

o

Palliative Care Problem Severity Score (PCPSS)°

Symptom Assessment Scale (SAS)/Edmonton Symptom Assessment Scale
(ESAS)0

Australia-modified Karnofsky Performance Status (AKPS)""
Resource Utilisation Groups - Activities of Daily Living (RUG-ADL)"?

Delirium monitoring system.

The Data Access Application Form allows applicants to specify their preferred variable
categories, such as Age Group and Diagnosis. Applicants can also specify if they require a
new variable to be derived, such as Modified Monash Model from patient postcode.
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3.2 Principle of data minimisation and disclosure control

To protect patient and service confidentiality, APCOR adheres to the principle of data
minimisation. This involves releasing the least re-identifiable data required to achieve the
research objectives without compromising the statistical validity of the study.

3.2.1 Amending a data request

Following review by the Data Release Committee, APCOR may require amendments to a
data request to mitigate disclosure risks. These may include:

o Date De-identification: Exact dates of death or separation may be replaced with the
month or quarter of the event.

o Geographic Aggregation: Substituting specific postcodes with broader geographical
regions, such as the Australian Statistical Geography Standard (ASGS) Remoteness
Areas or Socio-Economic Indexes for Areas (SEIFA).

¢ Variable Reduction: Amending or removing specific fields where a combination of
rare variables (e.g., a rare diagnosis in a small geographic area) significantly
increases the risk of re-identification.

3.2.2 Privacy protection and data transformation

APCOR will not release data where there is a demonstrable risk to privacy or where data
quality is uncertain due to small sample sizes. In determining these risks, APCOR refers to
Australian Institute of Health and Welfare (AIHW) guidance regarding minimum cell size
thresholds.'® These thresholds may vary depending on the sensitivity of the data, the
population cohort and the project’s ethical approval. APCOR uses a range of de-
identification techniques, including:

a) Cell suppression: remove identifiers or other overtly identifying data fields.
b) Generalisation: replacing exact date of birth with an age or date range such as ‘35-
44-year-olds’.
c) Pseudonymisation: replacing direct identifiers with statistical linkage keys
d) Aggregation
It also employs the following rules for aggregate data releases:

a) Cell-frequency rule: results will not be reported for small groups (n is less than 5 or n
is less than 10 depending on context). This avoids the inadvertent disclosure of
information from which characteristics of an individual; service or a small distinctive
population can be inferred. Other (consequential) cells may also be suppressed to
ensure data cannot be derived through deduction from the information available.
Where suppression has been performed in tables, summary (e.g. totals, descriptive
statistics) values will only be calculated using non-suppressed values.

b) Cell dominance rule: no group will be dominated by or contain one or two
contributors only.
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3.2.3 Data classification, security and storage requirements

All data held by APCOR is classified as ‘health information’ under the Health Records and
Information Privacy Act 2002 (NSW). According to UOW Data Governance Procedure, data
held by APCOR is classified as Sensitive - Health.'#'% Due to the inclusion of granular
clinical trajectories and geographic markers, the data is considered potentially re-identifiable
and requires high level of security.

The Health Privacy Principles state that health information must be:

“Stored securely, not kept any longer than necessary, and disposed of
appropriately. Security safequards should be in place, so that health information
is protected against loss, unauthorised access, use, modification, disclosure or
any other misuse.”’¢

Applicants must clearly document their data storage, retention, disposal and security plan on
the APCOR Data Release Application Form, their Study Protocol and ethics application.
Data must be stored in their university/organisations approved encrypted storage location,
with a clear description of the data classification by their university’s system and appropriate
storage methods.

Access must be restricted to the investigators named on the approved Human Research
Ethics Committee (HREC) application. Data must not be stored on portable devices (USBs,
unencrypted external hard drives) or personal cloud storage (e.g., Dropbox or Google Drive).

4. Data release framework

The rigor of the technical and ethical review process is determined by two primary factors:
the structure of the requested dataset and the nature of the requesting entity. Table 2
summarises the relationship between the data type, the applicant, and the necessary
approval pathways and ethical requirements.

4.1 Data classification and risk profiles

The following definitions outline the technical characteristics and risk profiles associated with
each data type.

4.1.1 Unit record data

Unit record data, often referred to as microdata, contains detailed attributes for each
individual observation unit, such as a person, an episode of care, or a palliative care phase.
While direct identifiers like names and addresses are typically removed, the data remains
‘rich’ in variables, resulting in a high-risk profile due to the potential for re-identification
through data linkage or spontaneous recognition. Consequently, the release pathway for this
data is the most stringent, usually requiring a rigorous ‘Five Safes’ assessment, review by
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the PCOC Data Release Committee, and formal governance through a Data Release

Agreement.

4.1.2 Aggregate data

Aggregate data consists of information organised into high-level tables or statistical
summaries, such as the average pain score of patients located in each state. Because
individual details are collapsed into groups, the risk of identifying a specific person is
significantly reduced, resulting in a low to moderate risk profile. Consequently, this data type
typically follows a streamlined release pathway. Requests may undergo an expedited or
administrative approval process rather than a full review by the PCOC Data Release

Committee.

Table 2: APCOR Data Release Pathways and Requirements

Data Classification

Requesting Entity

Approval process

Ethics required

Unit record data

Academic and
independent
researchers’

Data Release Committee,
Data Guardian approval &
Data Release Agreement

NHMRC Certified HREC
More than low risk
pathway

Service providers
(requesting own data)

Data Steward approval &
Data Release Agreement

Responsibility of the
service provider

Collaborative projects®

Data Steward approval &

PHSREC sub-protocol

Data Release Agreement  under PCOC ethics
Unit record data Academic and Data Release Committee, Appropriate: Specialist
special population independent Data Guardian approval & HREC approval
e.g. paediatric/ researchers’ Data Release Agreement

Aboriginal and Torres
Strait Islander

Service providers
(requesting own data)

Data Steward approval,
Data Release Agreement

Responsibility of the
Service Provider

Collaborative projects’

Data Steward approval,
Data Release Agreement

PHSREC sub-protocol
under PCOC ethics

Aggregate data

Academic and
independent
researchers’

Data Steward approval &
Data Release Agreement

NHMRC Registered
HREC
Suitable risk pathway

Service providers
(requesting own data)

Data Steward approval,
Data Release Agreement

Responsibility of the
service provider

Collaborative projects®

Data Steward approval,
Data Release Agreement

PHSREC sub-protocol
under PCOC ethics

Linked data

All entities

Data Release Committee,
Data Guardian approval &
Data Release Agreement

NHMRC Certified HREC
More than low risk
pathway

Note: NHMRC = National Health and Medical Research Council; HREC = Human Research Ethics Committee;
PCOC = Palliative Care Outcomes Collaboration; PHSREC = NSW Health Population and Health Services
Research Ethics Committee. “This includes service providers requesting multi-site data, see section 4.2.1.
$Collaboration with PCOC via sub-protocol is only possible where the project aligns with PCOC’s Strategic
Research Plan and priorities.®
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4.2 Classification of requesting entities

The data release pathway is influenced by the requester's affiliation and the intended use of
the data.

4.2.1 Academic and independent researchers

This category includes individuals or teams affiliated with universities, recognised research
institutes or PCOC participating service providers requesting multi-site data, external to their
network for the purpose of contributing to knowledge about palliative care.

The pathway requirements for this category are stringent, requiring formal HREC approval,
with access to unit record data being strictly contingent upon successful review by the PCOC
Data Release Committee and a fully executed Data Release Agreement. To support the
intended research goals, the data format provided typically consists of granular microdata
necessary for performing complex statistical modelling or longitudinal analysis.

4.2.2 Service providers participating in PCOC (own data)

These are requests from palliative care services or organisations seeking to access data
they originally contributed to PCOC. Since the data was generated by the service itself, the
focus of the approval process is on ensuring a secure transfer protocol. The data format for
these requests is typically provided as unit record data specific to their own site or as
comparative aggregate reports for benchmarking purposes.

This includes where multiple services request their data for a combined project, such as an
organisation with multiple service locations. These requests need to include an investigator
from each contributing site on the Data Access Application Form.

4.2.3 Collaborative projects (e.g., PCOC collaborations)

These requests involve strategic partnerships where PCOC is a co-investigator or formal
partner in the research. These requests usually follow an expedited administrative pathway
because the Data Steward maintains oversight of the project’s lifecycle, allowing for a more
integrated data release process. However, these projects still require completion of a
PHSREC sub protocol to ensure project-level ethics approval. The data format provided for
these collaborations is tailored to meet the requirements of the study. A Data Release
Agreement is needed when the data is to be stored outside of UOW.

4.3 Ethical requirements for APCOR data requests

In alignment with the NHMRC National Statement on Ethical Conduct in Human Research’,
the ethical requirements for accessing PCOC data are determined by the data's granularity
and the requester’s relationship with PCOC.
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4.3.1 HREC approval and risk pathways
All research-related data requests must be governed by an HREC.
e« Requests for PCOC data for research purposes require approval from an NHMRC-

registered HREC. View a list of Human Research Ethics Committees registered with
NHMRC

e Special population data: Researchers must obtain specialist HREC approval when
requesting paediatric or Aboriginal and Torres Strait Islander data from APCOR.

To minimise amendments, applicants must submit their draft Human Research Ethics
Application (HREA) alongside their Data Access Application Form
for review by the Data Release Committee.

4.3.2 Release of Indigenous data

PCOC holds approval from state and national Indigenous HRECs to collect and use
Indigenous data for quality improvement purposes. However, any external researcher
requesting access to Indigenous data must independently obtain appropriate Indigenous
HREC approval before PCOC can release this data.

All research projects that include Indigenous populations in their analysis must obtain ethical
approval from their state or other relevant Indigenous HREC.

4.3.3 Guidance for completing the HREA form
When completing an ethics application for PCOC data, researchers must follow the data
classifications outlined below:

o Sensitivity: PCOC data is classified health information.

¢ Re-identifiability: Although direct identifiers (such as name, date of birth and
address) are removed, the data is still considered potentially re-identifiable due to its
granularity.

¢ Risk selection: For unit record data, the ‘More than low risk’ pathway must be
selected.

o Patient vulnerability: PCOC data includes ‘People highly dependent on medical
care who may be unable to give consent’. This category should be selected in the
HREA.
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4.3.4 \Waiver of consent

As PCOC data is collected through routine clinical assessments, it is generally impracticable
to obtain individual consent from all patients. While PCOC holds a primary waiver of consent
from the PHSREC, external researchers must request their own waiver of consent as part of
their HREC application.

Your application should justify the waiver based on the following principles:

o Justification: The research provides translatable benefits to the palliative care
sector and the wider community.

e Impracticability: Data is collected via routine clinical care; requiring retrospective
consent would be statistically and logistically impossible.

¢ Respect and integrity: Data is collected via voluntary patient-reported outcome
measures (PROMs) and managed under strict governance to maintain public trust.

o Minimal risk: The longitudinal dataset is designed to minimise risk to individuals
while contributing to the advancement of palliative care knowledge.

5. Data access and release process

APCOR has a systematic process to manage requests for access to and release of data.
The following section outlines the procedures for submitting a data request, assessment of
requests, and release of data. Generally, this is the process for all unit record data requests
from independent researchers.

5.1 Submitting a data request

Applicants seeking access to PCOC data for research projects should follow the steps
outlined in Table 3.
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Table 3: How to access PCOC data for research projects

Applicant APCOR
Contact APCOR (apcor- APCOR will check that your project aligns
st coord@uow.edu.au) and describe your with PCOC'’s strategic priorities and does
ep 1 " : . ; ;9. .
project and inform them of your intent to not duplicate of existing projects.
submit a Data Access Application.
Submit your Data Access Application Your application will be reviewed by
Step 2 Form, study protocol and draft HREA to APCOR.
apcor-coord@uow.edu.au.
Address any feedback and resubmit to APCOR will notify you once the application
apcor-coord@uow.edu.au. satisfies all requirements.
A draft Data Release Agreement will be
Step 3 sent to the applicant for internal
institutional review. This agreement
outlines the approved variables, the
specific purpose of use, and data security
obligations.
The approved HREA and signed Upon receipt of the fully executed Data
Data Release Agreement must be signed Release Agreement, the dataset will be
by the requesting entity and returned to prepared. The data will be transferred via
APCOR. a secure, encrypted method (e.g., a
Step 4 password-protected secure file transfer
service). Decryption keys or passwords
will be provided through a separate
communication channel to ensure
maximum security.
After the data has been released, the APCOR will place relevant research
applicant is responsible for providing outputs on the PCOC website and
APCOR with annual updates on project promote them through social media and
Step 5 progress. They must acknowledge PCOC | other channels.
and APCOR in any research outputs
(wording can be found under 6.3) and
provide copies of any research outputs to
APCOR.

6. Chief Investigator responsibilities after data release

The Project Chief Investigator (Cl) is responsible for ensuring the correct interpretation and
use of the PCOC data. The release of PCOC data is strictly limited to the research project
identified in the original Data Access Application Form and the production of one peer-
reviewed manuscript, unless a broader project scope was explicitly approved in the original
application and Data Release Agreement.
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6.1 Progress reporting

Maintaining a record of project status is essential for data governance and auditing
purposes.

e Annual updates: The Cl must provide an annual project update to APCOR until the
final project output is completed and the data is destroyed or returned as per the
Data Release Agreement.

o Ethics alignment: The Cl must provide a copy of the acknowledged Annual HREC
Progress Report. It is the CI’s responsibility to confirm the specific title and deadline
of this report with their relevant ethics committee.

o Data disposal: A disposal confirmation will be submitted to APCOR within three
months of the data being destroyed.

6.2 Manuscript and output review

For all research projects, the Cl must ensure that copies of all research outputs are sent to
APCOR.

6.3 Attribution and acknowledgement

Standard attribution: PCOC must be acknowledged in the Acknowledgements section of
all publications, using the following statement:

“This study uses data from the Palliative Care Outcomes Collaboration (PCOC)
provided through the Australian Palliative Care Outcomes Collaboration (APCOR).
PCOC is funded by the Australian Government Department of Health, Disability and
Ageing. The authors acknowledge the contribution of participating palliative care
services in the collection of these data. The interpretations and conclusions
contained in this study are those of the authors and do not necessatrily represent the
views of PCOC or the Australian Government.”

Co-authorship: If PCOC staff provide significant intellectual input into the study design,

analysis, or write-up co-authorship should be considered in line with ICMJE authorship
criteria.'”
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Appendix A: APCOR Data application form

PCOC'A 2>

Cihebr afing 20 yeara in improving sallake carc oulcemes

Data Access Application Form

Guidelines:
Hower your curser aver the wards with the (i) symbol for additional information

It is recommended to become familiar with the PCOC variables prior ta completing this form

0, 1ol S

Ethical approval is required before data can be released for research purposes. Approval from a certified
public health HREC is required for unit fecord data refuests.

Email completed application form, with all relevant ethical approvals and HREA form (when applicable]
to apcor-coord@uow edu.al.

PCOC DREQ:

Section A+ Applicant details

Chief Investigator
MName & title:

Organisation: |

ACH/ABM: |

Addrass:

Position:

Role In project:
Project contact

Mame & title:

Organisation:

Position:
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Role in project:
Phone:
Email:
Co-Investizators
Mame & title:
Organisation:
Position:
Raole:
Mame & title:
Organisation:
Position:

Role:

What best describes the requesting  Pleasze select
orfganisation?

1 Projecttitle
2 Does this project involve a studen

3 What is the primary purpo
project?

Quality improvement (i}
O Pelicy/government report [}

5 Bac d i}

esearch methods/project design

7 Statistical analysis plan (howwill the
data be used)
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& How does your project align with
PCOCs research and quality
improve ment priorities?

9 Project start date (i}

10 Project end date (i)

11 Project duration {years) 0
12 Dissemination plan (i) V
13 Do you have ethical approval? |Please select

Section C - Description of

14 What level of data are you
requesting?

Section D - Storage and retention of data
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18 Storage of data (i)

18 Security Plan [i}

20 Retention and disposal plan (i)

N
Y%
&
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Tick if Selection

Variable required | Justification criteria

Patient lewel |Sex

State/Territory

Indiganous Status

Preferfed Language

Country of Birth

Dilagnosis

Episode level |Referral Date

Referral Source

First Contact Date

[rate Ready for Care

Episode Start Date (Year or Month)

Episode Type

Episode Start Mode

Accommodation at Episode Start

Epizode End Date (Year or Month)

Epizode End Mode

Accommodation at Episode End

Flace of Death

Age group (at beginning of eplsode)*

Length of episode*

Phase lewel | Phase Start Date

Phaze Type

Phaze End Date

Phaze End Reason

Length of phase*
Clinical  |RUG-ADL: M

assessments | RUG-aDL:

{reported atstart| B rans
nfeplmde. at = - g

change in phasa

and at discharge;

10000000 00ooooooo

Appetite Problems
: Nausea
Bowels
: Breathing
SAS: Fatigue
SAS: Pain
PCPS5: Pain
PCPSS: Other Symptoms
PCPSS: Peychological fSpinitual
PCPSS: Family/Carer
Other

o o e e o
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